
WASHINGTON: New data out Friday showed
$590 million in ransomware-related payments were
reported to US authorities in the first half of 2021
alone, setting a pace to beat totals for the whole
previous decade as cyber-extortion booms. The fig-
ure is also 42 percent higher than the amount
divulged by financial institutions for all of 2020, the
US Treasury report said, and there are strong indi-
cators the true cost could be in the billions.

“If current trends continue, (reports) filed in 2021
are projected to have a higher ransomware-related
transaction value than... filed in the previous 10
years combined,” said Treasury’s Financial Crimes
Enforcement Network. The heists involve breaking
into a company or institution’s network to encrypt
its data, then demanding a ransom, typically paid
via cryptocurrency in exchange for the digital key
to unlock it.

Washington has sought to crack down on a sharp
rise in attacks, including issuing its first sanctions
against an online exchange where illicit operators
have allegedly swapped cryptocurrency for cash.
Recent assaults on a major US oil pipeline, a meat-
packing company and the Microsoft Exchange
email system drew attention to the vulnerability of
US infrastructure to digital pirates who are extort-
ing staggering sums.

Treasury said investigators found over 150 online
wallets for cyptocurrency and by analyzing them
uncovered roughly $5.2 billion in transactions
potentially tied to ransomware payments.
Companies and institutions face intense pressure to
pay up in order to get their data unlocked, but also

to keep the attack from potentially angry clients and
authorities who issue stern warnings not to give
cash to criminals.

Threat to critical infrastructure 
The report, based on the suspicious activity

alerts that financial firms have to file, noted it was
unclear if the jump represented increased aware-
ness of the cybercrime. “This trend potentially
reflects the increasing overall prevalence of ran-
somware-related incidents as well as improved
detection and reporting,” Treasury said. The victims

of the attacks were not identified in the report,
which noted some of the apparent ransoms were
paid before January 2021. The new data on the scale
of payments related to hacks came after more than
two dozen nations resolved to collectively fight ran-
somware during a Washington-led summit.

The United States gathered the countries-with
the notable exception of Russia-to unify and boost

efforts to fight a cybercrime that is transnational, on
the rise and potentially devastating. Stronger digital
security and offline backups as well as collectively
targeting the laundering of the attacks’ proceeds
were identified as crucial steps in the fight. “We will
consider all national tools available in taking action
against those responsible for ransomware opera-
tions threatening critical infrastructure and public
safety,” the nations said in a joint statement.

Great Britain, Australia, India, Japan, France,
Germany, South Korea, the European Union, Israel,
Kenya, Mexico, and others were among those that
joined in the virtual gathering on Wednesday and
Thursday. During the summit, nations recounted
their agonizing experiences with cyber-extortion,
including a digital “disaster” declaration in Germany
and Israel even announcing a blitz was underway
against a major hospital. — AFP 
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News in brief

Thief flees in tractor 

SYDNEY: A thief in a tractor has led police on
a destructive chase through suburban streets
and onto train lines in Australia, after allegedly
stealing motorbikes from a shopfront.
Queensland Police released dramatic footage of
the moment a farm vehicle ploughed into a
motorbike store’s window early Friday morning
in Ipswich, west of Brisbane. According to
police, the driver then got out of the cabin and
attached two motorbikes to a boom on the front
of the vehicle before driving off. But as the trac-
tor attempted to flee police vehicles, the boom
and the two bikes were dropped onto the road.
The tractor then hurtled along roads and dam-
aged fences before crashing through a gate
onto a rail line while police followed. Trains
were stopped as the vehicle fled along the rail-
way, cut through bushland and backyards
before eventually sliding into a tree.—AFP 

Bali earthquake kills 3

JAKARTA: Three people were killed yester-
day when an earthquake struck the Indonesian
tourist island Bali, the disaster agency said. The
4.8 magnitude quake struck at a relatively shal-
low depth of 10 kilometers northeast of the
town of Banjar Wanasari. Shallow quakes tend
to do more damage than deep tremors. Two
people died when the quake triggered a land-
slide that buried their house in Bangli regency
while another person was killed in the port
town of Karangasem, officials said. The death
toll was not expected to rise, they added. “The
quake was felt strongly for five seconds,” said
disaster agency spokesman Abdul Muhari.
“People were panicking and ran from their
houses when the quake hit.”  — AFP 

ASEAN shuns Myanmar junta 

BANDAR SERI BEGAWAN: Myanmar’s junta
chief will be excluded from an upcoming ASEAN
summit, the group said yesterday, a rare rebuke
as concerns rise over the military government’s
commitment to defusing a bloody crisis. Foreign
ministers from the Association of Southeast
Asian Nations agreed at an emergency meeting
late Friday that a “non-political representative”
for Myanmar be invited to the October 26-28
summit, current ASEAN chair Brunei said in a
statement. The decision effectively excluded jun-
ta leader Min Aung Hlaing. The bloc, widely criti-
cized as a toothless organization, took a strong
stand after the junta rebuffed requests for a spe-
cial envoy to meet with all parties concerned-a
phrase seen to include ousted civilian leader
Aung San Suu Kyi.  — AFP 

5 DR Congo colonels jailed 

BUNIA: Five army and police colonels received
ten-year jail terms Friday in DR Congo for
embezzlement in the country’s northeast. A mili-
tary court in the northeastern Ituri region hand-
ed down the sentences to four army colonels
and a policeman of the same rank. Two other
army colonels received 12-month terms and the
tribunal acquitted a further two following a trial
which began on September 17 after their arrest
in late July. Those convicted were found to have
siphoned off funds allocated to purchase rations
for troops on active duty in Ituri. The provinces
of Ituri and North-Kivu have been under a state
of siege since May 6, with troops fighting
armed groups which have been terrorizing local
communities. — AFP 

ARLINGTON: A screen displays the Darkside Onionsite address with a notice saying it could not be found. Servers
for Darkside were taken down by unknown actors after the cyber extortionist forced the shutdown of a large US
oil pipeline in a ransomware scam. — AFP 

WASHINGTON: Moscow said Friday
that one of its warships chased away a
US Navy destroyer after it attempted
to violate Russia’s territorial waters in
the Sea of Japan, but Washington
denied this. The incident took place as
Russia and China were conducting
naval exercises in the area. The
Russian Defense Ministry said in a
statement that at around 5 pm local
time, the destroyer USS Chafee, which
had been operating in the Sea of Japan
for several days, “approached the ter-
ritorial waters of the Russian
Federation and attempted to cross the
border.”

Russia’s Admiral Tributs destroyer
issued a warning to the US ship “about
the inadmissibility of such actions.”
However, the USS Chafee ignored the
warning and “took action to violate the
national border of the Russian
Federation,” according to the Russian

Defense Ministry. “Acting within the
framework of the international rules of
navigation, the Admiral Tributs set a
course for ousting the intruder from
the Russian territorial waters.”

After that, the USS Chafee turned
around and set off “on the opposite
course” when it was less than 60
meters away from the Russian ship.
The US Navy dismissed the Russian
account as “false.” It said in a state-
ment that its ship “was conducting
routine operations in international
water in the Sea of Japan” when a
Russian destroyer came within
approximately 65 yards of the USS
Chafee “while the ship was preparing
for flight operations.” “The interaction
was safe and professional,” the US
navy said.

The US Navy acknowledged that
Russia had notified it that it was con-
ducting maneuvers in the area, but the

notice “was not in effect at the time of
the interaction.” The US ship “con-
ducted operations in accordance with
international law and custom,” the
statement read. “The United States
will continue to fly, sail, and operate
where international law allows.”

Incidents involving the Russian Navy
are rare in the Pacific. The region is
dominated by China, which takes a
dim view of the United States and its
allies patrolling the region’s interna-
tional waters to assert their right to
freedom of navigation. — AFP 

DANANG: The guided missile destroyer USS Chafee is seen anchored as a group of
Vietnamese navy’s officers attend a disaster control training with US sailors at Tien
Sa port in the central city of Danang. A Russian and US warship came close to an
incident on October 15, 2021 in the Sea of Japan. — AFP 

Lausanne tackles 
toxic soil after a
shock discovery
LAUSANNE: Lausanne, the capital of Olympic
sport overlooking Lake Geneva, is reeling after dis-
covering that much of its soil is polluted with toxic
compounds belched out by an old incinerator. The
situation, which has troubling implications for chil-
dren and eating home-grown food, is unprecedent-
ed in wealthy Switzerland, which prides itself on its
pristine mountains, lakes and pastures.

A domestic waste incineration plant in the Alpine
nation’s fourth-biggest city - closed since in 2005 -
is being blamed for the dioxin fall-out. Dioxins,
which belong to the so-called ‘dirty dozen’ danger-
ous chemicals known as persistent organic pollu-
tants, have the potential to be highly toxic. They
have been shown to affect several organs and sys-
tems. The problem was discovered by sheer chance
between January and May this year at a planned
new ecological allotment in the city.

For years, pollution monitoring had focused on
air and water. “As we did not look for dioxins, we
never found them,” Natacha Litzistorf, the city
councilor for the environment, told AFP. The discov-
ery triggered soil analysis measurements at 126
sites across the city. Experts also looked at the risks
associated with exposure to polluted soils.

Pollution map
This week Lausanne announced that those stud-

ies found the dioxin levels, and the expanse of the
affected area, were much worse than previously
thought. The city has issued a map showing four
concentric rings, with zones containing concentra-
tions in the soil of 20-50 nanograms (ng) per kilo-
gram, 50-100, 100-200 and then above 200 in the
middle. A peak of 640 was recorded in the city cen-
tre. The affected zone stretches 5.25 kilometers
inland and measures around 3.6 kilometers across.

People are instructed to wash fruit and vegetables
grown in gardens and allotments and wash their
hands after touching soil. In zones with more than
100 ng toxic equivalent per kg, root vegetables

grown in the area must be washed and peeled.
Courgettes, cucumbers, gherkins, squashes, marrows
and melons grown in the soil should not be eaten. 

In all the affected zones, people should not eat
chickens raised on the soil, offer or sell eggs from
such chickens, while only those in the 20-50 zone
can eat their eggs - though just one per week.
Parents must also stop infants aged under four from
ingesting soil, for example by touching their
mouths after playing on the ground. Warning signs
have been installed around the city’s parks and
playgrounds.

‘Tempt the devil’ 
The concentric circles appear to lead to only one

source. “We quickly suspected the cause was linked
to a former incinerator,” Litzistorf said. The Vallon
plant opened in 1958 and was initially welcomed as
a way of dealing with the city’s garbage. “At the
time, it was thought much better to site waste incin-
erators in the city centre to protect agriculture in
the countryside,” Litzistorf explained. The dioxin
pollution dates from 1958 to 1982, when the Vallon
filters were upgraded to environmental norms.

Didier Burgi, who owns a vegetable garden plot,
said the discovery had sparked questions among
veteran home growers. “We are not going to eat the
squashes. We don’t have a lot of them, but there was
specific information about them and we’re not
going to tempt the devil,” he told AFP. The major
Chatelard allotment, by the new football stadium on
the edge of the city, heard Thursday that it had
readings under 20 ng. — AFP 

LAUSANNE: An aerial picture shows the place of a now
dismantled domestic waste incineration plant blamed
for dioxin pollution in Lausanne. — AFP 

Russia ‘chased out’ US navy
ship from its waters

I Coast’s Gbagbo 
takes new step to 
presidency  
ABIDJAN: Laurent Gbagbo, with a decade-long
exile behind him, this weekend embarks on a path
he hopes will return him to Ivory Coast’s presiden-
cy at the helm of a new party. “This is the grand
return of Laurent Gbagbo to the political scene,”
his spokesman Justin Kone Katinan told AFP ahead
of the launch.

Gbagbo will oversee the new party’s congress on
Saturday and Sunday as he seeks to “reunite the
left” and use the occasion as a springboard to the
2025 presidential election. The 76-year-old, whose
2000-2011 rule was marked by turbulence and divi-
sion in the world’s biggest cocoa producer, has

been very visible since returning to his homeland on
June 17. He was removed from office in April 2011
after a short civil war that claimed 3,000 lives,
sparked by his refusal to accept electoral defeat by
current President Alassane Ouattara.

Gbagbo was then flown to the International
Criminal Court in The Hague to face charges of
crimes against humanity resulting from the conflict
but eventually acquitted. He has occupied himself
by visiting former president and also rival Henri
Konan Bedie, held “reconciliation” talks with
Ouattara but has fallen out for good with his former
prime minister Pascal Affi N’Guessan, who heads a
faction of his former Ivorian Popular Front (FPI).

Leaving the FPI behind, Gbagbo now expects
around 1,600 delegates will show support at the
congress hosted at Abidjan’s prestigious Hotel
Ivoire where his new “African People’s Party - Cote
d’Ivoire” (PPA-CI) will look to draw up a manifesto.
The mooted party logo comprises two intertwined
hands clasping a map of Africa with the accent on a

Pan-African dimension. Indeed one of the major
congress themes will be African sovereignty in the
face of the abiding influence of Western powers.
The new party hopes to reshape domestic debate in
a country where the opposition has become
increasingly hollowed out over the past decade.

“We want to constitute a normal opposition
party which brings a critique” to the table to
enable “debate to leave violence behind and
become essentially political,” says Kone Katinan.
“We are waiting to see if this will be a real oppo-
sition or a party seeking power. We shall see how
they go about things, what will be their alternative
program,” notes polit ical  analyst Sylvain
N’Guessan. Crimping Gbagbo’s ambitions could
be a bill designed to limit the age of presidential
candidates to 75. He will turn 80 in 2025. It
remains unclear just who else will serve at the
apex of the new party, though numerous former
FPI big names are expected to pin their colors to
Gbagbo’s mast. —AFP 


