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US attack exposes 
DarkSide as cyber 
attack service
PARIS: US authorities have identified a relatively
new gang of cyber criminals as being behind the
ransomware attack which paralyzed a key fuel
pipeline. Called DarkSide, experts say it is one of a
growing number of outfits that provide attack soft-
ware to other groups. DarkSide first emerged pub-
licly in August 2020 and it specializes in what is
known as ransomware: programs that infiltrate a
victim’s computer network and then encrypt data
on machines, thus blocking operations. The crimi-
nals then demand a ransom to free the data.

Pay or data sold 
Experts believe that the team behind DarkSide

is made up of experienced cyber criminals as the
software goes beyond earlier indiscriminate ran-
somware attacks. “DarkSide follows the double
extortion trend, which means the threat actors not
only encrypt the user’s data, but first exfiltrate the
data and threaten to make it public if the ransom
demand is not paid,” said analysts at Cybereason, a
firm which helps companies protect themselves
against such attacks.

“This technique effectively renders the strategy
of backing up data as a precaution against a ran-
somware attack moot,” the company said on its
website. If the group doesn’t get what it wants, it
can “auction the data off to other pirates, to data-
bases of stolen information,” said Damien Bancal, a
journalist at Zataz.com who specializes in the ille-
gal traffic of stolen information. DarkSide can also
threaten to make public sensitive or embarrassing
data. “The amount of a DarkSide ransom varies
between $200,000 and $2 million,” France’s
national data security agency Ansii said in
February. 

Ransomware as a service 
Experts believe that DarkSide rarely carries out

attacks itself. Instead, it provides the software and
assists its clients who carry out the attacks. “Those
responsible for DarkSide are very organized, and
they have a mature Ransomware as a Service
(RaaS) business model and affiliate program,” said
Cybereason.

“The group has a phone number and even a
help desk to facilitate negotiations with and collect
information about its victims - not just technical
information regarding their environment but also
more general details relating to the company itself
like the organization’s size and estimated revenue,”
the company added.

Zataz.com’s Damien Bancal said DarkSide even
offers a sort of “after-sale service” option to help
negotiate with victims. Security expert Gerome
Billois at WaveStone compared DarkSide’s busi-
ness model to that of technology platforms like
Uber. It links up cyber criminals with potential vic-
tims, provides the necessary software, and receives
a commission from whatever ransom is paid.

In a statement published on the darknet - a area
of the Internet not accessible by the general public -
DarkSide states that it has no political agenda and no
governmental links. It said it is out to make money,
not to create social problems so it claimed it will only
ransom companies that can afford it. US authorities
believe DarkSide is based in Russia. —AFP

WASHINGTON: A handful of US states have
announced they will end extra unemployment bene-
fits provided by the federal government, which they
blame for creating a shortage of workers. Iowa on
Tuesday joined Alabama, Arkansas, Mississippi,
Montana and South Carolina in cutting off the pay-
ments that through September are providing $300
a week on top of regular state benefits.

But President Joe Biden pushed back against the
argument that the extra payments - funded by the
$1.9 trillion rescue package Congress approved in
March - mean “people are being paid to stay home
rather than go to work.” The moves in the
Republican-led states came after a disappointing
employment report released last week, which
showed the US economy recovered just 266,000
positions last month, far short of the expected gain
of one million positions.

The data show the economy still has not recov-
ered 8.2 million of the 22 million jobs lost during the
COVID-19 pandemic. Some employers and the US
Chamber of Commerce blame the sluggish hiring in
part on the generous jobless benefits. “It’s time for
everyone who can to get back to work,” Iowa
Governor Kim Reynolds tweeted on Tuesday, saying
her state would end its participation in all federal
pandemic-related unemployment benefit programs. 

“Our unemployment rate is at 3.7 percent, vaccines
are available to anyone who wants one and we have
more jobs available than unemployed people,” she
said. Some states also cut off the special federal pro-
gram that provided funds to help freelance and gig
workers, such as those employed by ride hailing serv-
ices, who do not qualify for regular unemployment
benefits. Montana recently reacted to its labor
shortage by launching a “return-to-work bonus”
that would pay $1,200 to workers who accept a job
and get off unemployment. In Mississippi, Governor
Tate Reeves said he had spoken to many small busi-
ness owners and found the special programs “that

may have been necessary in May of last year are no
longer so in May of this year”. “It has become clear
to me that we cannot have a full economic recovery
until we get the thousands of available jobs in our
state filled,” he said on Twitter.

‘Americans want to work’ 
Biden championed the bill that extended the ben-

efits till September, and told reporters Monday “we
don’t see much evidence” of their linkage with the
labor shortage. “Americans want to work,” he said,
adding, “We also need to recognize that people will
come back to work if they’re paid a decent wage.”
The president also noted that unemployed workers
lose their benefits if they refuse a suitable job offer
so they cannot “game the system.”

A White House official told AFP the pandemic
benefits have been “a vital lifeline” to families dur-
ing the crisis. The official employment data were
collected in the week of April 12, when only 18 per-
cent of working age people were vaccinated against
COVID-19, while the rate has risen to 24 percent,
and the White House official pointed to uneven
school reopenings and lack of childcare as key fac-
tors hindering workers from accepting positions.

The White House official said data show that
states with higher wage replacement rates have
higher job finding rates, “The opposite effect of
what we would expect if the FPUC were inhibiting
job creation right now.” A study published by the
University of Massachusetts in February found “no
indication” that changes in benefit amounts “had a
substantial impact” on hiring. Even so, Alabama
Governor Kay Ivey said Monday the benefits are
“contributing to a labor shortage that is compro-
mising the continuation of our economic recovery.”

Bumpy ride 
Treasury Secretary Janet Yellen has acknowl-

edged that “there’s no question” businesses are

having trouble filling open positions, an issue borne
out by data. The National Federation of
Independent Business said Tuesday that while opti-
mism among its members improved, “a record 44
percent of owners reported job openings that could
not be filled.”

“Small business owners are seeing a growth in
sales but are stunted by not having enough work-
ers,” NFIB Chief Economist Bill Dunkelberg said in
a statement. “Finding qualified employees remains

the biggest challenge for small businesses and is
slowing economic growth.” Members are raising
wages to attract employees, he said. 

Meanwhile, the Labor Department’s report Job
Openings and Labor Turnover Summary released
Tuesday showed openings jumped to a record 8.1
million on the last day of March, but hires were little
changed at 6.0 million. Yellen cautioned that “we’ve
had a very unusual hit to our economy, and the road
back is going to be somewhat bumpy.” —AFP
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COLUMBIA, South Carolina: In this file photo, job applicants register at a military job fair for
National Guardsmen, veterans and their families on Jan 19, 2012. —AFP

New US electric car 
chargers are green 
leap of faith
MONTCLAIR, New Jersey: It has been a long road
for electric cars in the United States, but myriad
announcements by major automakers signal they
are at last moving towards the mainstream. With
more electrical models set to hit showrooms, the
focus will shift to consumers’ willingness to pivot to
electric cars at a time when conventional gas sta-
tions remain familiar and ubiquitous.

The fear of being stranded has long been viewed
as a barrier for electric vehicles (EV). Addressing
this unease, dubbed “range anxiety,” is driving
President Joe Biden’s policy and bringing new EV
charging companies to public markets. In New
Jersey, a northeastern state with an autocentric ori-
entation typical of the United States, officials
recently announced $5.4 million in grants to build
EV chargers at 27 high-traffic locations, including
at 7-Eleven convenience stores, gas stations and
outdoor strip malls. 

The new chargers, which will allow motorists to
fuel up in 20 to 30 minutes, aim to normalize EVs,
counter range anxiety and create a path to a

petroleum-free future. But the push highlights a
quirk in the future of EVs: It is not clear exactly
how much these new stations wil l  be used,
because most charging is still expected to take
place at home or at work.

“The public charging is really to fill up here and
there,” said Peg Hanna, an assistant director at the
New Jersey Department of Environmental
Protection. Ben Rich, who charges his Tesla at
home but uses fast chargers when traveling, sus-
pects some of the sites will be underutilized, but
thinks they are probably needed to transition off of
fossil fuels. “People need to feel they will be able to
charge if they need to,” said Rich, who teaches
physics and environmental science in Montclair,
New Jersey. “If they don’t feel this, they will stick
with gasoline cars.”

Political momentum 
Momentum for EVs was rising even before the

2020 election, but since November, General
Motors has set a 2035 target for having an all-
electric fleet, and states have accelerated EV pro-
grams. Biden pledged to build 500,000 new EV
charging stations during the campaign and includ-
ed funding for new chargers in his proposed $2 tril-
lion infrastructure package.

The plan faces opposition from Republicans,
yet White House support for EVs has added to
confidence that change is coming. “It’s no longer a

question of ‘if’ and not even a question of ‘when.’
It’s now,” said Jonathan Levy, chief commercial
officer at EVgo. “The question is how much faster
does it go?”

EVgo, which plans to go public later this year,
is a leader in fast chargers, which run at many
times the voltage compared with “Level 2” charg-
ers that recharge cars over several hours. The
burst of electricity needed can sometimes require
additional transformers. Local permitting and sit-
ing requirements can also drag out projects,
industry officials say. —AFP

An electric vehicle charging station is seen at a BP
gas station in New Jersey on May 6, 2021. —AFP

Pipeline shutdown 
sparks fear of US 
gasoline shortage
WASHINGTON: Fears the shutdown of a major fuel
pipeline network would cause a gasoline shortage
led to some panic buying and prompted US regula-
tors on Tuesday to temporarily suspend clean fuel
requirements in three eastern states and the nation’s
capital. While it remained unclear the degree to
which supplies would be affected, drivers lined up
to fill their tanks at gas stations in the southeast,
with some carrying extra containers amid fears of
fuel scarcity. 

A ransomware attack Friday on Colonial Pipeline
forced the company to shut down its entire network,
but government officials on Tuesday urged calm and
said the situation is only temporary. The operator of
the largest fuel conduit system in the United States,
Colonial Pipeline sends gasoline and jet fuel from
the Gulf Coast of Texas to the populous east coast
through 8,850 km of ducts that serve 50 million
consumers.

The company said it expects to have the pipeline
network fully up and running by the end of the
week. Energy Secretary Jennifer Granholm said
some areas “may feel a supply crunch, as Colonial
fully resumes.” However, “there should be no cause
for hoarding gasoline, especially in the light of the

fact that the pipeline should be substantially opera-
tional by the end of this week and over the week-
end,” she told reporters at the White House.

The shutdown raised fears the shortages would
cause gasoline prices to spike just ahead of the US
Memorial Day holiday, the unofficial kickoff to the
summer travel season. But Granholm called on sta-
tion owners to act responsibly and said, “We will
have no tolerance for price gouging.” The
Environmental Protection Agency (EPA) on Tuesday
announced a one-week suspension of clean air rules
in an effort to ease supply issues.

The waiver is meant “to address the fuel supply
emergency caused by a cyberattack on Colonial
Pipeline’s computer networks that led to the
pipeline’s shutdown,” EPA Administrator Michael
Regan said in a letter to the governors of Maryland,
Pennsylvania and Virginia and the mayor of
Washington. Regan said the EPA and Energy
Department “have been actively monitoring the
supply of fuel” and found that “the unusual pipeline
shutdown has affected gasoline supplies.”

No gas by nightfall? 
The EPA move, effective through May 18, sus-

pends rules that require urban areas to use fuel with
additives like MTBE, which makes gasoline less pol-
luting but also more expensive. The waiver “is nec-
essary to take action to minimize or prevent disrup-
tion of an adequate supply of gasoline to con-
sumers,” Regan said.

That followed the weekend announcement from
the Transportation Department that it was easing up

on time limits for drivers of tankers carrying diesel,
gasoline and jet fuel to 18 of the most affected
states, and is considering easing shipping rules as
well. “Everybody’s seeing the news, you know, they
get fearful, then everybody rushes out and gets gas.
They’re filling up gas cans and everything,” one gas
station manager in Raleigh, North Carolina told AFP.
“We’ll be out of gas before the sun goes down if it
stays this way.”

American Airlines said in a statement that two
daily long-haul routes out of Charlotte, North
Carolina, were impacted by the fuel shortage, with-
out giving further details. Oil industry analyst
Patrick De Haan said on Twitter the national average
gasoline price reached $2.97 a gallon, “matching the
highest since 2018.” —AFP

ATLANTA: Gas stations begin to run out of gasoline
after motorists rushed to fill up on Tuesday. —AFP

US approves its 
biggest offshore 
wind farm yet
WASHINGTON: The US announced on Tuesday that
it had granted final approval for its biggest wind
power project yet, which will be located off the coast

of the eastern state of Massachusetts. The “Vineyard
Wind” project calls for up to 84 wind turbines to be
built 12 nautical miles off Martha’s Vineyard and
Nantucket, two islands off the Massachusetts coast.
The administration of President Joe Biden has set a
goal of generating 30 gigawatts of energy from off-
shore wind by 2030.

The 800-megawatt Vineyard Wind project would
provide enough power for 400,000 homes and busi-
nesses, the Interior Department said in a statement. “A
clean energy future is within our grasp in the United

States,” Interior Secretary Deb Haaland said. “The
approval of this project is an important step toward
advancing the administration’s goals to create good-
paying union jobs while combatting climate change and
powering our nation.”

The United States currently relies very little on wind
power, with only small wind farms located off the
coasts of Virginia and Rhode Island. Vineyard Wind, a
joint venture between Avangrid Renewables and
Copenhagen Infrastructure Partners, said the project
will be operational in 2023. —AFP


