
WASHINGTON: The US Justice 
Department announced Monday that it 
had recovered more than half of the 
$4.4 million paid by Colonial Pipeline 
to Russia-based ransomware extor-
tionists Darkside, who had forced the 
shutdown of a major fuel network. 

“Today, we turned the tables on 
Darkside by going after the entire 
ecosystem that fuels ransomware and 
digital extortion attacks, including 
criminal proceeds in the form of digital 
currency,” said Deputy Attorney 
General Lisa Monaco. 

The seizure came one month after 
the group gave the US government a 
security scare by breaking into the 
computer systems of Colonial and 
forcing the shutdown of its 5,500 mile 
(8,850 kilometers) pipeline serving 
much of the eastern United States. The 
cyberattack caused short-term fuel 
shortages and drew attention to the 
broader threat that the burgeoning 
ransomware “industry” posed to 
essential infrastructure and services. 

The Justice Department said the US 
Federal Bureau of Investigation was 
able to track the 75 bitcoin Colonial 
paid in ransom — $4.4 million at the 
time-as it moved through multiple 
anonymous transfers. 

Eventually it was able to seize from 

a cryptocurrency wallet 63.7 bitcoin, 
which due to the digital currency’s fall 
over the past month, was only worth 
$2.3 million on Monday. Colonial boss 
Joseph Blount thanked the FBI for its 
“swift work and professionalism,” say-
ing the company had “quietly and 
quickly” contacted its agents when the 
attack was detected on May 7. 
“Holding cyber criminals accountable 
and disrupting the ecosystem that 
allows them to operate is the best way 
to deter and defend against future 
attacks,” he said in a statement. 

It was the first seizure of a paid 
ransom by the Justice Department’s 
new Ransomware and Digital 
Extortion Task Force, tasked to go 
after the so-called “ransomware as a 
service” industry that has extracted 
hundreds of millions of dollars from 
targets like schools, hospitals, local 
governments, and businesses over the 
past several years. 

“Ransom payments are the fuel that 
propels the digital extortion engine, 
and today’s announcement demon-
strates that the United States will use 
all available tools to make these attacks 
more costly and less profitable for 
criminal enterprises,” said Monaco. 
Monaco gave no details on how the 
money was recovered from Darkside, 

but analysts believe it could have 
involved both FBI investigators and 
possibly the US military’s offensive 
cyber warfare operations.  

One week after Colonial was forced 
to shut its operations on May 7, an 
online comment believed to be by 
Darkside operator “Darksupp” admit-
ted that it had lost control of part of its 
operating infrastructure, including 
payment and other servers, and that 
ransom payments had been removed 
from its servers. 

Its dark-web site also went down. 
Cyber security experts say many of 

the independent ransomware extor-
tionists appear to be located in Russia 
or former Soviet satellites in eastern 
Europe. The attacks have grown so 
frequent that the issue has been ele-
vated in seriousness in the Justice 

Department to the level of terror 
attacks. On May 31 the US subsidiary 
of the world’s largest meat processing 
group, Brazil-based JBS, said its sys-
tems had been hacked by ransomware 
extortionists, whom the US govern-
ment tied to Russia. 

Last week the company that oper-
ates the ferries between the 
Massachusetts mainland and the pop-
ular tourist destinations Nantucket 
and Martha’s Vineyard was also hit, 
just as the summer season was open-
ing. After the JBS attack, last week US 
President Joe Biden said he was “look-
ing closely” at possible retaliation over 
the cyberattacks. 

The issue is l ikely to figure in 
Biden’s summit with Russian 
President Vladimir Putin in Geneva 
later this month. — AFP

Wednesday, June 9, 2021

9
B u s i n e s s

Established 1961 

ARLINGTON: When his father lost his job last year, 
Togi, then 16, wasted little time before looking for 
work to support his family, even though he knew it 
could put him at risk of contracting COVID-19. 

He ended up working at a fast food restaurant in a 
suburb of Washington, juggling the job with attending 
school held online as the world’s largest COVID-19 
outbreak tore through the United States. 

“It’s exhausting,” Togi said, describing long days 
spent between school and work, leaving little time for 
the teenager, who was born in Mongolia, to socialize. 
The twin health and economic crises caused by the 
pandemic in the United States have forced some 
teenagers to take on odd jobs, mostly in the fast food 
industry, while trying to keep up with the demands of 
virtual schooling. 

Educators say many students have fallen off 
schools’ radar, and may not return to classrooms 
when in-person learning resumes as the pandemic 
ebbs. Most students are Black or hispanic-”communi-
ties that were disproportionately affected by the pan-
demic, both in the numbers of infections and deaths,” 
said Elmer G. Roldan, executive director of 
Communities in Schools of Los Angeles, which works 
to stop young people from dropping out. Students 
from families whose parents are undocumented and 
not able to access government relief measures enact-
ed during the pandemic are also facing pressure to 
work, he said. 

 
No choice  

There are no official statistics for how many stu-
dents may end up leaving school to work. Hailly 
Korman, a senior associate partner at Bellwether 
Education Partners, which is focused on improving 
schooling, said some students have simply been 
unable to avoid working, after parents or caregivers 
lost work due to the virus. 

“These kids are not working because that’s fun, or 
they’re making lots of money. They’re working 

because they have financial needs that need to be 
met. And if the choice is go to work, or your family is 
out on the street, that’s not a choice at all,” she said. 
Teachers and professionals in the CIS Network have 
said the number of high school students working has 
increased dramatically during the pandemic, and the 
hours of those already working has increased to as 
much as 35 hours per-week. 

“Legally, students are supposed to work no more 
than 20 hours if they are working part time,” but in 
practice, “it’s hard to monitor,” Roldan said. Johanna, a 
17-year-old high school student in Los Angeles, 
works in a fast food restaurant, balancing the job that 
pays around $450 per-week with attending class 
online. She sometimes stays up till midnight to finish 
work, with only Wednesdays and Saturdays off, but 
says she’s intent on finishing her studies. 

“I know if I drop out of school... I’m just gonna 
keep working at a restaurant,” said Johanna, who 
hopes to be a music therapist. Yet Korman says many 
working students won’t be able to hold on. 

“What we’ve done is created an environment 
where the decision to leave school to work feels 
even easier,” she said. Hardest hit are students who 
were already struggling academically, and who 
have dropped out during the time when schools 
were closed. One high school teacher in 
Washington who instructs students learning 
English, said one of her students has already 
dropped out, and refuses to say why. 

“Like a lot of the kids who did drop out, they’re 
deeply, deeply ashamed about it. It’s like super disap-
pointing for them,” she said, speaking on condition of 
anonymity because she’s not permitted to speak to 
the press. 

 
Staying enrolled  

Togi and Johanna are both good students and 
committed to finishing their studies despite their 
challenges. “Working at this job actually really taught 

me how school is important,” said Togi, who has 
organized his days meticulously to allow him to make 
basketball practice, the sport he loves. 

“To see some of my coworkers, who are proba-
bly 30 or 40 years old, doing this everyday with no 
breaks, nothing, that’s not what I want to do,” he 
said. But there’s no getting around the importance 
of the $300 to $350 he brings home from the job 
each week, which pays for food for himself and his 
13-year-old brother his family otherwise couldn’t 

afford, even though they receive food assistance 
from the government. Korman said the upheavals of 
the pandemic should give educators pause to think 
about how they can restructure learning to retain 
students who come from poor families and are 
tempted to work. 

“How do we maintain some of the good strategies, 
so that someone could be doing one class at a time 
every night for an hour... and working towards high 
school completion?” she asked.  — AFP
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Educators say many students have fallen off schools’ radar

ARLINGTON: Togi, an 11th grade student at Wakefield High School, is seen at work in a fast food restaurant in 
Arlington, Virginia. When his father lost his job last year, Togi, then 16, did not hesitate to look for a job to help 
his family, despite the fear of COVID-19. — AFP

In this file photo taken on May 13, 2021, in an aerial view, fuel holding tanks are 
seen at Colonial Pipeline’s Dorsey Junction Station in Woodbine, Maryland. — AFP
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TAIPEI: A subsidiary of Taiwan’s tech giant 
Foxconn said yesterday it has temporarily sus-
pended operations after six foreign workers 
tested positive for COVID-19 in the latest out-
break within the industry.  

Foxsemicon Integrated Technology is the 
semiconductor arm of the world’s largest con-
tract electronics maker Foxconn that supplies 
major international brands including Apple.  The 
company, which makes semiconductor manu-
facturing and inspection equipment, said opera-
tions in its facilities in northern Miaoli county 
will be suspended until today for nearly 430 
workers to undergo rapid screening.  

Foxsemicon said in a filing to the Taiwan 
Stock Exchange that its June output and rev-
enue are expected to drop two to three percent 
due to the suspension of work.  

It is now the fourth tech company in Miaoli 
to report infections among employees at a time 
when Taiwan is battling a sudden surge of the 
virus. The island emerged largely unscathed 
from the pandemic last year with just a few 
hundred cases and single-digit deaths thanks to 
one of the world’s best coronavirus responses.  

But infections have jumped to more than 
11,000 with 308 deaths after a cluster initially 
detected among airline pilots spread.  

The government has since raised its pandem-
ic alert level and imposed stricter social dis-
tancing rules till June 28. Three other tech firms, 
including leading chip testing and packaging 
company King Yuan Electronics Company 
(KYEC), have suspended migrant employees 
from working to contain cluster infections. So 
far 210 KYEC employees have tested positive in 
the first major outbreak in Taiwan’s semicon-
ductor industry, which is operating at full 
capacity to meet a worldwide shortage.  

Local media raised concerns that the sus-
pension could impact the global chip shortage 
as KYEC’s business is a key final step in the 
semiconductor supply chain.  

The company supplies some top internation-
al tech firms such as Intel, Qualcomm and 
Nvidia. Taiwan’s semiconductor factories have 
been struggling to plug a pandemic-driven 
shortage of chips that power essential electron-
ic devices. — AFP
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TAIPEI: A subsidiary of Taiwan’s tech giant 
Foxconn said yesterday it has temporarily sus-
pended operations after six foreign workers test-
ed positive for COVID-19 in the latest outbreak 
within the industry. — AFP 

LONDON: British and US airlines on Monday 
said they were hoping for a quick decision to 
restart transatlantic flights, citing vaccination 
campaign successes and the need to maintain 
economic ties. 

Leaders of the G7 wealthiest nations, includ-
ing British Prime Minister Boris Johnson and US 
President Joe Biden, meet in Cornwall, south-
west England, this weekend. At an online news 
conference, bosses  at  major  a i r l ines  and 
London’s Heathrow airport said the high-profile 
meeting was the right moment to announce the 
restart of flights. 

“The borders have been shut down since March 
2020,” said Shai Weiss, chief executive of Virgin 
Atlantic, referring to the start of the first coron-
avirus lockdown in Britain. 

“We’re asking Prime Minister Boris Johnson and 
President Biden to lead the way and open the sky. 
They need to do that at the G7 summit.” Weiss’ 
counterpart at United Airlines, Scott Kirby, said if 
that happened, flight capacity could be well on the 
way back to normal levels by the end of the month,. 

“We could be back and add significant capacity 
in a four-week period. It’s the peak travel season. 

Every single day is a day lost for the recovery,” he 
told reporters. Airlines, which have taken a batter-
ing from the global health crisis due to a slump in 
passenger numbers and travel restrictions, insisted 
flying was safe. Weiss called for the United States 
to be put on the UK government’s so-called “green 
list” of countries where travellers do not need to 
quarantine on arrival or return. 

The United States is currently an “amber” 
country in its three-point traffic light system, 
which means travellers are recommended not to 
undertake journeys except for emergencies. 
Travellers returning to Britain have to quarantine 
for up to 10 days. 

British Airways chief executive Sean Doyle 
pointed out that transatlantic flights mainly catered 
for lucrative business travellers, alongside tourists. 
He said both countries have “low prevalence of 
infections and high vaccination rates”. Opening up 
would send a positive signal to the world, said 
American Airlines CEO Doug Parker. Heathrow 
boss John Holland-Kaye said there was “not only a 
political special relationship” between London and 
Washington but “an economic special relationship”. 

Johnson is due to meet Biden tomorrow before 
the start of the summit proper. But the UK prime 
minister’s spokesman refused to speculate on 
reports of a US-UK air corridor. 

“We obviously want to, whenever safe, open 
using our red-amber-green system to countries 
that are safe to travel to... and we’re obviously in 
touch with a number of countries as that work 
continues,” he told reporters. — AFP
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LONDON: French owned EDF Energy announced on 
Monday it would make the first step towards decom-
missioning Dungeness B nuclear power station in 
southeast England with “immediate effect”. 

The energy provider said in a statement that since 
the station went offline in September 2018, EDF had 
sought to manage “a range of unique, significant and 
ongoing technical challenges” at the plant 

But following analysis that highlighted risks with key 
components, the company had “taken a decision not to 
restart the plant but to move it into the defuelling 
stage”. Defuelling is the first stage of decommissioning 
a nuclear power station and is expected to last several 
years at Dungeness B, EDF said. “EDF has had to make 
a hard decision-but it is the right one,” John Benn, 
Station Director at Dungeness B said. “It gives our 
teams, our community and our business a clear under-
standing of the future.” 

EDF said the continued need for specialist teams for 
the process and supply chain companies meant some 
jobs would be preserved during the closing procedure. 

Acquired by EDF in 2009, Dungeness B came online 
in 1983 and operated for ten years beyond its initial 
lifespan, the French owned company said. The company 
had previously said its two advanced gas-cooled reac-
tors (AGR) would stay online until 2028, but in April it 
announced that the plant could close. — AFP
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