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Spyware for sale: 
The booming trade 
in surveillance tech
PARIS: Zionist entity’s NSO Group is in the eye of a
storm over its Pegasus spyware-but it is far from the only
company helping governments with their covert surveil-
lance operations. Explosive claims that Pegasus was used
to spy on activists and even heads of state have shone a
spotlight on the software, which allows highly intrusive
access to a person’s mobile phone.

But NSO are merely one player in an industry that
has quietly boomed in recent years, arming even cash-
strapped governments with powerful surveillance tech-
nology. “These tools have gotten cheaper and cheaper,”
said Allie Funk, senior research analyst in technology and
democracy at the US think tank Freedom House. “So it’s
not just the world’s foremost intelligence agencies that
can purchase them-it’s smaller governments, or local
police agencies.” Emerging economies such as India,
Mexico and Azerbaijan dominate the list of countries
where large numbers of phone numbers were allegedly
identified as possible targets by NSO’s clients.

Ron Deibert, director of the University of Toronto’s
Citizen Lab research center, said such companies
allowed governments to effectively “purchase their own
NSA”-a nod to the US National Security Agency, whose
own extensive surveillance was exposed by Edward
Snowden. The Citizen Lab scours the internet for traces
of digital espionage by governments.

Just last week it published an investigation into anoth-
er secretive Zionist company that sells spyware to for-
eign governments, Candiru. It appears to have been simi-
larly used to target dissidents and journalists, from
Turkey to Singapore. And in 2017, Citizen Lab found that
Ethiopia had used spyware developed by Cyberbit-yet
another Jewish firm-to infect the computers of exiled
dissidents.

‘Entrepreneurial’ ex-spies 
“There are multiple factors why we see a lot of Zionist

companies,” Deibert said. One is the “openly entrepre-
neurial” attitude of Zionist entity’s cyber-espionage
agency Unit 8200, who “encourage their graduates to go
out and develop start-ups after their military service”, he
told AFP. He added there was “a strong suspicion” that
Zionists gain “strategic intelligence” from this technology
being provided to other governments, siphoning off
some of the information gathered.

But while the Jewish state is now facing calls for an
export ban on such technology, it is not the only country
hosting companies that sell off-the-shelf spyware. Like
Pegasus, Germany’s FinFisher is marketed as a tool to
help intelligence and law enforcement agencies to fight
crime. But it, too, has faced accusations that it has been
used for abusive surveillance, including to spy on
Bahraini journalists and activists. Italian firm Hacking
Team was at the center of its own Pegasus-style scandal
in 2015 when a leak revealed it was selling spyware to
dozens of governments worldwide. It has since been
rebranded as Memento Labs.

Not all companies in this shadowy industry specialize
in the same kind of technology. Some sell tools that mim-
ic cell phone towers, helping authorities to intercept
phone calls; others, such as Cellebrite, have helped police
forces from the US to Botswana to crack into locked
mobile phones. Deibert drew a distinction between com-
panies operating in this “lawful interception” industry
and “hack for hire” outfits-borderline criminal groups
“that do hacking on behalf of states”.

Analysts suspect, however, that spyware companies
lean frequently on hackers’ expertise. Recent versions of
Pegasus have used weak spots in software commonly
installed on smartphones-such as WhatsApp and Apple’s
iMessage-in order to install the spyware on people’s
devices. While it remains unclear how NSO’s developers
discovered these weak spots, hackers commonly sell
access to these so-called “zero-day vulnerabilities” on
the dark web. —AFP

BANGKOK: Tuk-tuks and garishly colored taxis
that once weaved through chaotic Bangkok traffic
are sitting idle in storage as a fresh coronavirus
surge scuttles hopes of relief for Thailand’s
tourism-dependent economy. The kingdom is cur-
rently undergoing its worst-ever stretch of the
pandemic after largely keeping COVID contained
when the illness first emerged last year.

Bangkok is subject to a night-time curfew and
a ban on gatherings as authorities advise residents
of the capital to stay home. “Tourists, people
going to work, shopping, hanging out with
friends-these are our customers but they’ve all
vanished,” said taxi driver Anuchit Surasit.

The 47-year-old had just dropped off his
vehicle at a garage in western Bangkok, parking
it among hundreds of other cabs on forced sab-
batical. While he loves being a cabbie, Anuchit
said he has watched his income drop to just 300
baht ($9) a day.

He is also weighing the added risk of catching
the highly contagious Delta variant of the virus
that is now sweeping through the country its
Southeast Asian neighbors. “I need to stop driv-
ing for  now and f ind something e lse to do
because this occupation is too risky at the
moment,” he said.

A lot attendant sprayed his taxi down with
disinfectant and collected his keys. Tourism
accounts for a fifth of Thailand’s economy, which
is suffering its worst crash since the 1997 Asian
financial crisis.

The kingdom has seen a bare fraction of the 40
million tourists forecast to visit last year, before
the pandemic began. Around 100,000 people
working in Thailand’s transport sector are now
unemployed and more than half of metropolitan
Bangkok’s taxi f leet is  off  the road, Thai
Transportation Operators Association president
Wasuchet Sophonsathien told AFP.

Tuk-tuk motortaxis-once a ubiquitous sight

around Bangkok’s historic neighborhoods and a
favorite transport mode of foreign travellers-have
meanwhile largely disappeared from roads. “I feel
hopeless but I still have to fight for the survival of
my family,” said 57-year-old driver Somsak
Boontook.

The government has faced an avalanche of crit-
icism for its management of the pandemic and the
slow roll-out of vaccines. It last week approved

$920 million in funding to aid Bangkok businesses,
including those in the transport industry.

But more needed to be done, said Wichai
Supattranon, who started a transport business
with his mother four decades ago and now owns a
fleet of 60 furloughed tuk-tuks.

“The only solution I can see now is for the gov-
ernment to move forward and reopen the country
as soon as possible,” he said. —AFP

New virus spike scuttles hopes of relief for Thailand’s tourism-dependent economy

Taxis and tuk-tuks come to a 
standstill after Thai virus surge

BANGKOK: A man sleeps inside a “tuk-tuk” in a parking lot as drivers remain out
of work due to the economic hardship of COVID-19 and more than a year of no
incoming foreign tourism in Bangkok. —AFP

BANGKOK: This photo shows taxis left in a company parking lot, after drivers
were unable to pay rent on them due to the economic hardship of COVID-19 and
more than a year of no incoming foreign tourism in Bangkok. —AFP

US to hit debt 
limit on August 1, 
Yellen warns
WASHINGTON: The US government will hit the
federal borrowing limit on August 1, forcing officials
to take “extraordinary measures” until lawmakers
increase the level, Treasury Secretary Janet Yellen
said Friday. Congress suspended the debt limit in
2019 but that exemption expires in about two
weeks, and Yellen warned of dire consequences if
Congress fails to act.

“If Congress has not acted to suspend or
increase the debt limit by Monday, August 2, 2021,
Treasury will need to start taking certain additional
extraordinary measures in order to prevent the
United States from defaulting on its obligations,”
Yellen said in a letter to Democratic and
Republican lawmakers in Congress. The US nation-
al debt has soared during the COVID-19 pandemic
after Washington approved three massive spending
bills aimed at lessening the damage from its eco-
nomic impacts.

The nonpartisan Congressional Budget Office
(CBO) said the national debt as of the end of June
was $28.5 trillion, and this year’s budget deficit will
be $3 trillion, second only to the record deficit in
2020. Yellen stressed that raising the debt limit
does not increase spending but simply allows
Treasury to finance actions already approved by
the legislature. “The current level of debt reflects
the cumulative effect of all prior spending and tax
decisions, which have been made by administra-
tions and Congresses of both parties over time,”
she said. “Failure to meet those obligations would
cause irreparable harm to the US economy and the
livelihoods of all Americans.”

She said Treasury would stop selling State and
Local Government Series securities July 30 and will
not resume those sales until the limit is raised.
However, CBO says that Treasury should be able to
keep paying the government’s bills until October or
November, after which point it would have to either
delay making payments or default, which could
cause economic chaos.

Raising the debt ceiling has been a contentious
issue in Congress for the past several years, and a
2011 standoff caused US sovereign to lose the cov-
eted AAA rating. As Congress debates Democratic
President Joe Biden’s budget and spending propos-

als to revamp the nation’s infrastructure, top Senate
Republican Mitch McConnell has threatened to
oppose a debt limit increase.

“I can’t imagine there will be a single Republican
voting to raise the debt ceiling after what we’ve
been experiencing,” he said this week in an inter-
view with Punchbowl News. —AFP

VENICE: In this file photo taken on July 11, 2021, US
Treasury Secretary Janet Yellen gestures as she
addresses a press conference during the G20 finance
ministers and central bankers meeting in Venice. —AFP

SAN FRANCISCO: Across California, thousands of
miles of overhead power cables run through cities,
countryside, and forests. It only took a tree to fall on
one of these lines to start a devastating fire this sum-
mer. With its fragile and aging infrastructure, the most
populous US state is falling behind in its race against
climate change.

Every summer Californians understand that they
risk plunging into darkness at any moment. As soon
as the red fire alarm flag is raised, preventative power
line shutdowns can deprive thousands - if not mil-
lions - of electricity. In recent weeks Los Angeles
residents have been ordered at times to turn off their
air conditioning, their ovens, and even unplug their
appliances in order to prevent the grid from being
overloaded. Despite being the fifth largest economy
in the world, California suffers from outdated infra-
structure, with some electricity operators accused of
putting profit before public safety and not investing
in modernizing their network.

Urgent 
To boost its grid’s safety, private electricity compa-

ny Pacific Gas and Electric (PG&E) announced with
great fanfare this week that it will bury more than
10,000 miles (16,000 kilometers) of power lines over

the next 10 years in order to prevent them from acci-
dentally sparking more fires. Patti Poppe, president of
the operator that supplies power to millions in north-
ern and central California, said the announcement had
been scheduled to be made several months from now,
but was brought forward because of the “emotional
toll” of the Dixie Fire, which started in mid-July.

Preliminary investigations suggest this destructive
blaze was caused by a tree falling on a PG&E power
line. Even worse, the Dixie Fire is raging just a few
miles from where a PG&E power line sparked the
deadliest fire in modern California history in 2018, a
blaze that left 86 dead and destroyed 18,000 buildings
in and around the town of Paradise.

State Governor Gavin Newsom, who previously
slammed the operator for “greed and mismanage-
ment” demanded this week that PG&E and other sup-
pliers demonstrate “real accountability” and invest in a
strategy to eliminate wildfires.

Agile Infrastructure 
Is burying electric cables the miracle solution? It

would reduce the risk of fires as fewer cables would
be damaged due to extreme heat, and would also give
the operator an opportunity to modernize hardware,
said Mikhail Chester, professor of sustainable engi-

neering at Arizona State University.
But he warned climate change right now is  moving

faster than infrastructure is adapting. If 2020 was the
worst year in modern California fire history, 2021 is
very likely to break that record. “In dealing with cli-
mate change we need to make infrastructure more
agile and flexible so that we can respond to change as
quickly as it is unfolding,” Chester told AFP.

And the problem goes well beyond the California
forest fires. With hurricanes, floods, and other extreme
weather events - which are becoming more frequent
due to global warming - millions of Americans will
have to learn to occasionally live in the dark. —AFP

California fire firefighters monitor a backfire they lit to
stop the spread of the Dixie fire in the Prattville com-
munity of unincorporated Plumas County Friday. —AFP

Eurozone economy 
booms at fastest 
rate in 21 years
FRANKFURT: Business activity in the eurozone shot
ahead at its fastest rate in 21 years in July, a closely
watched survey said on Friday, as the economy went into
full throttle with loosened COVID-19 restrictions. But the
survey showed that the spread of the Delta variant was
beginning to chip away at business confidence, with con-
cern that new measures could again sow chaos in the
economy. The PMI composite index from economic data
group IHS Markit said activity rose from 59.5 in June to a
strong 60.6 in July, well above the 50-point level that indi-
cates growth. With the summer in full swing, Chris
Williamson, chief economist at IHS Markit, said that
tourism and hospitality sectors were especially responsi-
ble for pushing the economy to historic growth levels.

However, for manufacturers, supply chain delays
remained a “major concern”, hurting production and push-
ing costs higher. This, he warned, would likely “feed

through to higher consumer prices in coming months” and
make itself felt in the inflation data.

Pointing to a darker days ahead, Williamson said the
delta variant posed “a major risk to the outlook”. “Not only
have rising case numbers led to a slide in business opti-
mism to the lowest since February, further COVID waves
around the world could lead to further global supply chain
delays and hence ever higher prices.”

Meanwhile, Britain’s private sector business activity is
slowing sharply on the back of shortages of staff and raw
materials, a key survey showed on Friday. The composite
purchasing managers’ index (PMI) slowed to a four-month
low of 57.7 points in July, compilers IHS Markit and the
Chartered Institute of Procurement and Supply said in a
statement. The reading compared with a reading of 62.2 in
June, but held above the key 50 level to indicate expan-
sion. “The speed of recovery was the weakest since
March, with survey respondents widely reporting staff and
raw material shortages due to the pandemic,” the state-
ment said. “Concerns about the loss of momentum con-
tributed to the lowest degree of optimism towards the
business outlook for nine months.”

Many firms face cost pressures and supply challenges,
despite recovering economic growth and resurgent
demand after England fully emerged from lockdown this

month. Businesses suffer from runaway costs as a result of
shortages of raw materials, which in turn fuels inflationary
pressures.

Sentiment also remains blighted by spiking UK infec-
tions of the fast-spreading Delta variant of coronavirus.
Business leaders have urged the UK government to re-
think its Covid isolation policy-which has sparked millions
of staff absences across the country.

“July saw the UK economy’s recent growth spurt stifled
by the rising wave of virus infections, which subdued cus-
tomer demand, disrupted supply chains and caused wide-
spread staff shortages,” added IHS Markit economist
Chris Williamson.

Soaring infection rates had also “cast a darkening shad-
ow over the outlook”, he noted. Millions of workers are
currently forced to stay at home under the so-called
“pingdemic” after being contacted, or pinged, by a phone
app which orders them to self-isolate, or by health author-
ities conducting contact tracing. The Confederation of
British Industry (CBI) had warned Thursday that the man-
ufacturing outlook was clouded by soaring costs and self-
isolating staff. The business lobby wants the government to
help free up staff, including test-and-release measures for
isolating workers and more freedoms for those who are
vaccinated.  —AFP

Blasted by flames, California 
to modernize its power grid


