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SINGAPORE: This photo taken on Oct 1, 2020 shows a staff member of government technology agency GovTech demonstrating the use of facial verification technology to access government services on a computer at a 
community center. — AFP 

SINGAPORE: Singapore will become the world’s 
first country to use facial verification in its national ID 
scheme, but privacy advocates are alarmed by what 
they say is an intrusive system vulnerable to abuse. 
From next year, millions of people living in the city-
state will be able to access government agencies, 
banking services and other amenities with a quick face 
scan. This biometric check will do away with the need 
to remember a password or security dongle when per-
forming many everyday tasks, its creators say. 

It is part of the financial hub’s drive to harness tech-
nology, from ramping up the use of electronic pay-
ments to research on driverless transport. “We want to 
be innovative in applying technology for the benefit of 
our citizens and businesses,” Kwok Quek Sin, who 
works on digital identification at Singapore’s technolo-
gy agency GovTech, told AFP. 

Facial verification has already been adopted in 

various forms around the world, with Apple and 
Google implementing the technology for tasks like 
unlocking phones and making payments. 
Governments have also deployed it at airports for 
security checks on travellers. But Singapore’s rollout 
is one of the most ambitious yet, and the first to 
attach facial verification to a national identification 
database. The technology captures a series of photos 
of a person’s face in various lights. 

These images are matched with other data 
already available to the government such as national 
identity cards, passports and employment passes. 
Safeguards ensure the process is secure, said Lee 
Sea Lin of digital consultancy Toppan Ecquaria, 
which is working with GovTech to implement the 
technology. “We want to have assurance that the 
person behind the device is a real person... and that it 
is not an image or a video,” Lee said. 

The technology is being integrated into the coun-
try’s digital identity scheme and is being trialed now at 
some government offices, including the tax authority 
and the city’s pension fund. Private firms can sign up 
to the initiative, and Singapore’s biggest bank DBS is 
part of the trial. 

 
Surveillance concerns  

Face scanning technology remains controversial 
despite its growing use and critics have raised ethical 
concerns about it in some countries - for instance, law 
enforcement agencies scanning crowds at large events 
to look for troublemakers. Singapore authorities are 
frequently accused of targeting government critics 
and taking a hard line on dissent, and activists are 
concerned about how the face scanning tech will be 
used. “There are no clear and explicit restraints on 
government power when it comes to things like sur-

veillance and data gathering,” said Kirsten Han, a free-
lance journalist from the city. “Will we one day discov-
er that this data is in the hands of the police or in the 
hands of some other agency that we didn’t specifically 
give consent for?” 

Those behind the Singapore scheme stress facial 
verification is different to recognition as it requires 
user consent, but privacy advocates remain skeptical. 
“The technology is still far from benign,” Privacy 
International research officer Tom Fisher told AFP. He 
said systems like the one planned for Singapore left 
“opportunities for exploitation”, such as use of data to 
track and profile people.  

Kwok of GovTech insisted that no data would be 
shared with third parties and users would be left with 
other options, such as personal passwords, to access 
services. “It is not surveillance,” he said. “The use is 
very specific.” — AFP

Singapore face scan plan sparks fears
Privacy advocates alarmed by ‘intrusive system vulnerable to abuse’

BANGKOK: Thousands of pro-democra-
cy protestors took over a major Bangkok 
intersection yesterday with posters bear-
ing the faces of arrested activists, defying 
a ban on gatherings and stern warnings 
from authorities who have escalated a 
crackdown in recent days. The youth-led 
movement suffered several blows last 
week, with scores arrested after demon-
strators surrounded a royal motorcade and 
flashed a pro-democracy salute to Queen 
Suthida during a Wednesday protest. 

The government reacted by imposing 
“serious” emergency measures banning 
gatherings of more than four and allowing 
for the arrest of protest leaders, many of 

whom are calling for the removal of Prime 
Minister Prayut Chan-O-Cha, a former 
military chief first brought to power in a 
2014 coup. Police also deployed water 
cannon against unarmed demonstrators on 
Friday in Bangkok’s central shopping dis-
trict in an escalation of tactics that drew 
outrage across Thai society. 

But the crackdown has emboldened 
the movement’s mostly young supporters 
who have turned up in large numbers to 
daily guerrilla protests around Bangkok. 
The locations are announced an hour 
before to outwit authorities, who shut 
down much of the city’s Skytrain and 
underground rail services to discourage 
people from joining in. 

“I cannot let the students fight alone,” 
said 24-year-old Phat, a first-time rallygo-
er who arrived at yesterday’s protest ven-
ue at Bangkok’s Victory Monument. “I 
want true democracy,” he told AFP. 
Thousands descended on the major traffic 
thoroughfare from 4:00 pm (0900 GMT) 

shouting “Free our friends” while carrying 
posters of arrested activists. 

They include human rights lawyer Anon 
Numpa, Parit “Penguin” Chiwarak, and 
Panusaya “Rung” Sithijirawattanakul - 
three of the most recognizable faces in the 
leaderless movement who have consistent-
ly called for reforms to the monarchy. 
Among their demands is the abolition of a 
draconian royal defamation law - which 
shields King Maha Vajiralongkorn from 
criticism - and a call for the monarch to 
stay out of the country’s turbulent politics. 

Once-taboo in Thailand, the issue of 
royal reform demanded by protesters is 
one of the biggest challenges facing the 
kingdom’s conservative military-aligned 
government. The social media-savvy pro-
testers have also harnessed unorthodox 
ways of spreading their messages, sending 
alerts through newly formed groups on 
Telegram - a secure messaging app - and 
taken tips from Hong Kong’s pro-democ-
racy protests. — AFP 

Thai protesters  
defy ban for  
fourth day

HANOI: Eleven soldiers are dead and a 
frantic search is under way for 11 others 
after a huge landslide hit central Vietnam 
yesterday, as the country battles its worst 
flooding in years. Heavy rain has pounded 
the region for more than a week and at least 
64 people have been killed in floods and 
landslides, according to Vietnam’s disaster 
management authority, with concerns 
mounting that waters could rise further. 

Rocks rained down on the barracks of a 
military station in Quang Tri province, with 
22 soldiers believed to have been buried 
underneath thick mud, an official govern-

ment website said. “From 2 am, there have 
been four to five landslides, exploding like 
bombs and it feels like the whole mountain 
is about to collapse,” said local official Ha 
Ngoc Duong, according to the VnExpress 
news site. Lieutenant General Phan Van 
Giang, the army’s chief of general staff, 
warned there could be further landslides in 
the area and said rescuers needed to find a 
safer way to access the site. Eleven bodies 
have been recovered so far, the government 
said. It comes just days after 13 members of 
a rescue team were found dead after a 
failed attempt to save workers from a 

hydropower plant engulfed by a landslide. 
The bodies of two employees at the plant 
have been found but 15 are still missing. 

River levels in Quang Tri had reached 
their highest in two decades, state media 
said. The disaster management authority 
raised its risk alert warning to the second 
highest level on Sunday, warning of further 
flooding and landslides. Vietnam is prone to 
natural disasters and regularly suffers more 
than a dozen storms each year, often bring-
ing flooding and landslides. 

More than 130 people were reported 
dead or missing in natural disasters around 
the country last year, the General Statistics 
Office said. Cambodia has also been hit by 
heavy flooding and the death toll there 
jumped to 20 on Saturday, including six 
children, according to disaster management 
authorities.  — AFP 

Vietnam landslide kills 11 
soldiers, 11 more missing 


