
LuLu Exchange 
records 40% growth 
on its mobile app
KUWAIT: What does it mean to go digital in
these times of social distancing? For thousands of
residents who remit money home, it would seem
the most natural step to take in today’s scenario. 

With the Covid-19 pandemic leading to restric-
tions on timings of businesses, LuLu Exchange -
one of Kuwait’s leading remittances company, has
been onboarding existing customers to its digital
platform, LuLu Money, to meet their payment
needs. In the last two weeks alone, the app has
been downloaded over 2500 times in Kuwait, with
the count crossing 20,000 globally. The number of
transactions too have registered a 40 percent
Month-on-Month growth in this period in the
country, buoyed by the app’s user-friendly and
secure features. Overall, the app has registered an
annual growth of 106 percent in Kuwait.

“We have been investing heavily in building our
IT infrastructure over the last several years, advo-
cating mobile services as the way forward for the
remittances industry. In this time of health crisis,
we are happy that our efforts have borne fruit,
allowing our customers in Kuwait to conduct trans-
actions from the comfort of their homes”, said
Adeeb Ahamed, MD, LuLu Financial Group. 
• Among the app’s several benefits are that it

allows customers to avail exciting offers, view
the best exchange rates in real-time and send
money instantly from the comfort of their
homes. 

• The app also comes with a hybrid function for
customers who want the branch experience yet
want to avoid rush hours, with the option to
block real-time rates for up to 4 hours and then
make the payment at the branch within this
stipulated timeframe. 

Anticipating the demand to increase in the com-
ing days, the team in Kuwait has assigned dedicat-
ed customer helpline numbers and a back-end
team to maintain continuity of critical processes for
a seamless user experience. 

Onboarding new customers
Even as the company aggressively encourages

its existing customers to switch to the mobile app,
new customers who wish to use the app need to
provide their KYC details as a first step, in the
physical branches while they are still open. As of
going to the press, the company has 20 branches
open in Kuwait; adhering to the safety precautions
issued by the government. The operational status
of these branches is being updated regularly, in line
with the directives of the government. The LuLu
Money app which is available on both Android &
iOS, has over 350,000 downloads worldwide, and
counts Kuwait as one of its key user bases. 
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Huawei announces solid business 
performance in 2019 annual report

SHENZHEN, China: Huawei released its 2019 Annual
Report yesterday, detailing a solid business perform-
ance. The company’s global sales revenue in 2019
rounded off at $123 billion, up 19.1 percent year-on-
year; its net profit reached $9 billion; and its cash flow
from operating activities topped $13.1 billion, up 22.4
percent year-on-year. As part of a long-term, ongoing
investment in technological innovation and research,

Huawei invested 15.3 percent of its 2019 revenue - or
approximately $18.8 billion - back into R&D. Its total
R&D spend over the past decade now exceeds $85.9
billion.

“2019 was an extraordinary year for Huawei,” said
Eric Xu, Huawei’s Rotating Chairman. “Despite enor-
mous outside pressure, our team forged ahead with a
singular focus on creating value for our customers. We
worked hard to earn their respect and trust, as well as
that of our partners around the globe. Business
remains solid.”

In 2019, Huawei’s carrier business led the com-
mercial rollout of 5G networks. To further commer-
cial adoption and promote new innovation in 5G
applications, the company established 5G joint inno-
vation centers together with carriers worldwide.
Huawei’s RuralStar base station solutions can effec-
tively address coverage problems in remote areas.
These solutions are being used in over 50 countries
and regions, bringing mobile Internet to more than
40 million people living in remote areas. In 2019,
sales revenue from Huawei’s carrier business reached
$42.5 billion, up 3.8 percent year-on-year.

Huawei’s enterprise business continues to sup-
port the digital transformation of customers across
industries as the company helps lay the foundations
for the digital world. Globally, more than 700 cities
and 228 Fortune Global 500 companies have cho-
sen Huawei as their digital transformation partner.
In 2019, Huawei announced its computing strategy
with the aim of cultivating fertile soil for the intelli-
gent world to flourish. As part of this strategy, the
company launched the world’s fastest AI processor,
the Ascend 910, and the AI training cluster Atlas
900. In 2019, sales revenue from Huawei’s enter-
prise business reached $12.8 billion, up 8.6 percent
year-on-year.

Huawei’s consumer business continues to see
robust growth, with a total of 240 million smart-
phones shipped throughout the year. The company
reports further progress in developing the Seamless
AI Life ecosystem across all scenarios and devices,
including personal computers, tablets, wearables,

and smart screens. In 2019, sales revenue from
Huawei’s consumer business reached $66.9 billion,
up 34 percent year-on-year.

“The external environment will only get more
complicated going forward,” Xu cautioned. “We
need to keep enhancing the competitiveness of our

products and services, promoting open innovation,
and creating greater value for our customers and
society at large. This is the only way we can seize the
historic opportunities presented by the digital and
intelligent transformation of industries, and maintain
robust growth in the long run.”

Company reaffirms commitment to creating greater value for customers and society

Global sales 
revenue in 2019 

$123 billion

By Matthew Gardiner

KUWAIT: Microsoft Excel’s standard
file encryption capabilities can be used
to obfuscate and deliver malware.

Mimecast Threat Center
researchers have discovered a rise in
the LimeRAT malware delivery using
Microsoft Excel spreadsheet’s
VelvetSweatshop default password.
This new research demonstrates that
making an Excel file read-only - as
opposed to locking it - encrypts the
file without the need for an external
created password to open it, making it
easier to fool a victim into installing
the malware. 

How VelvetSweatshop paved the
way for malware delivery

Microsoft Office files are some of
the most popular file formats for the
delivery of email-borne malware. The
Microsoft Office applications that
can open and run these f i les are
broadly deployed, the files are easy
to change to avoid simple file signa-
ture-based detection, are macro-
enabled to make running custom
code easy, and are regularly distrib-
uted by consumers and businesspeo-
ple via email. Certainly, few are ever
surprised to receive invoices or
financial spreadsheet attachments via
email.

However, ease of use and broad
deployment have drawbacks. This
popularity means that exploit ing
Excel files has been a part of cyber-
criminals’ standard attack arsenal for
a long time, and receiving password-
protected Excel files is also a stan-
dard business practice, given the
interesting or sensitive content.

Excel files are designed to be easi-
ly encrypted prior to being emailed,
which helps attackers evade detec-
tion by common malware detection
systems. When you lock an Excel file
with a password, you are encrypting
the entire file using the password as
the encryption/decryption key. To
open the fi le, the intended victim
would need the same password.
When a victim receives an encrypted
attachment in a social engineered
email, the victim is encouraged to use
the password included in the phishing
email to open the attached file. Just
like that, the victim is pwned!

But what if attackers could deliver
a malicious, encrypted Excel f i le
without requiring the intended victim
to do anything other than open the
attached file? Skip the part of need-
ing to encourage them to insert the

password - slipping through all net-
work defenses. Just a simple double-
click of the file would do the trick. 

To decrypt a given encrypted
Excel file, Excel first tries to use the
embedded, default  password,
“VelvetSweatshop,” to decrypt and
open the file and run any onboard
macros or other potentially malicious
code, while keeping the file read-only.
If it fails to decrypt the file using the
“VelvestSweatshop” password, Excel
will request that the user insert a
password, as shown in Figure 1 below.
The advantage of the read-only mode
for Excel to the attacker is that it
requires no user input, and the
Microsoft Office system will not gen-
erate any warning dialogs other than
noting the file is read-only. Using this
read-only technique, the attacker can
reap the obfuscation benefits of file
encryption without requiring anything
further from the user, taking away one
step required of the intended victim
for exploitation to occur. 

LimeRAT Malware 
Exploited in the Wild

Recently, Mimecast threat intelli-
gence researchers came across a cam-
paign which used this Excel
VelvetSweatshop encryption technique
to deliver LimeRAT, a malicious remote
access trojan. 

In this specific attack, the cyber-
criminals also used a blend of other
techniques in an attempt to fool anti-
malware systems by encrypting the
content of the spreadsheet hence hid-
ing the exploit and payload.  Once
LimeRAT has landed, the attacker has
many capabilities at his or her finger-
tips, including delivering ransomware, a
cryptominer, a keylogger, or creating a
bot client.  

Of course, given the general capa-
bility inherent with this Excel-based
malware delivery technique, any type
of malware is a good candidate for
delivery, so Mimecast researchers
expect to see it used in many more
malicious phishing campaigns in the
future. Mimecast Threat Center has
alerted Microsoft to this campaign.   

How to defend your organization 
Due to the popularity and ease of

use of Microsoft Excel spreadsheet,
the VelvetSweatshop technique that
has risen again to deliver LimeRAT
malware will likely prove to be espe-
cially dangerous. Follow these steps to
mitigate your risk. 
• Train your users to scrutinize all

received emails, particularly those
with file attachments.  While this
attack technique reduced the need
for user involvement, it did not elim-
inate it altogether, as receivers were
still required to open the file.

• Use an email security system with
advanced malware protection capa-
bilities that are designed to include
both static file analysis as well as
sandboxing to filter out these mali-
cious emails before delivery. 

• Monitor your network traffic for
outbound connections to likely
command-and-control services.

Continuously update your endpoint
security system to increase the likeli-
hood of detecting malicious software
loading or running on the host. 

Note: Matthew Gardiner is Director
of Enterprise Security Campaigns at
Mimecast

If you’re sitting at home right now, shel-
tering from the coronavirus pandemic -
and there’s a good chance you are -
then you are probably either thinking
about a home delivery, or waiting for
one. Paul Ducklin, principal research
scientist, Sophos warns us on how
scammers are targeting home deliveries.

Even people who have no symp-
toms of the virus, and who haven’t
been in contact with anyone who’s
infected, have been instructed to make
their shopping outings “as infrequent
as possible”.

Indeed, many stores considered non-
essential have been forced to shut,
including electronics shops, so the new
HDMI cable or the replacement mouse
you need for working from home may
only be available online. So, with home
delivery companies seriously stretched
and long shipment times, we suspect
that lots of people will be anxiously
watching their phones for text messages
like this one:

The URL in this case was a short
domain name with a brief coded
sequence of letters and numbers at the
end - pretty usual for links in text mes-
sages, which are typically shortened to
fit in the limited length of an SMS.

And given that no one wants to see
their lovingly awaited shipment of toilet
rolls go astray at the very last step of
the way for something as minor as an
address glitch, it’s tempting to click
through to check what’s going on. As
you can see, the site has a reassuring
HTTPS padlock, meaning that transmis-
sion to and from the site is secure, but
the site itself is just a visual ripoff of the
Canada Post/Postes Canada brand (this
SMS was received by SophosLabs in
Vancouver, BC):

In case you are wondering about that
HTTPS certificate, here’s what it looks
like - we used Firefox on our laptop,
where clicking on the padlock in the
address bar makes it easy to inspect the
details: The server is running on the
popular cPanel web hosting service,
which provides a web certificate auto-
matically (that’s a good thing, because
unencrypted web traffic can be snooped
on and tampered with far too easily).

Highlighted above is the fact that the
certificate was created on 2020-03-24,
the very same day that this scam cam-
paign went out. Anyway, your delivery is
held up by a mere $3 shortfall, which is
the sort of amount you’d probably con-
sider paying anyway and arguing about
later, if the alternative is to lose your
delivery slot. If you do proceed, then the

crooks first want you to confirm your
address, as stated in the original SMS
message...

...and then they want to “process”
your $3 payment by capturing your
credit card details to complete the
transaction:

What to do?
• Don’t be fooled just because you’re

expecting a delivery. The crooks
don’t have to know you are waiting
for a delivery to get the timing right.
Especially during the coronavirus
pandemic, they can simply assume
you are and they’ll be right for a lot
of people a lot of the time.

• Treat delivery SMSes as notifica-
tions instead of links. It’s a bit more
hassle, but avoid clicking on links at
all in messages like these. When you
order items online, make a note of
the right website to use for tracking
the item, and go there yourself if
there is any problem reported with
delivery.

• Check the URL in the address bar.
These days, most cybercriminals are
using HTTPS websites, because
everyone expects a padlock in the
address bar. But the padlock doesn’t
say you are on the correct site,
merely that you are on a site with an
HTTPS certificate. Consider going
to your laptop if you can, and
checking out the link from there. It’s
worth the extra trouble because the
address bar is bigger and tells you
more.

• Use a third-party security product
on your phone. Sophos Intercept X
for Mobile adds to the built-in pro-
tection in your phone because it
helps to keep you away from risky
websites to start with.

• Report compromised cards immedi-
ately. If you get as far entering any
banking data into a “pay page” and
then realize it’s a scam, call your
bank’s fraud reporting number at
once. (Look on the back of your
actual card so you get the right
phone number.) 

Japan business 
sentiment 
negative 
TOKYO: Confidence among Japan’s biggest
manufacturers has plunged into negative ter-
ritory for the first time in seven years, a key
survey showed yesterday as the coronavirus
pandemic hits demand and disrupts produc-
tion.

The Bank of Japan’s March Tankan busi-
ness survey-a quarterly poll of about 10,000
companies-showed a reading of minus 8

among major manufacturers, the first nega-
tive reading since March 2013. The short-
term business sentiment survey reports the
difference between the percentage of firms
that are upbeat and those that see conditions
as unfavorable. A negative reading means
more companies are pessimistic than opti-
mistic. It is considered to be the broadest
indicator of how Japan Inc. is faring.

The index for non-manufacturers fell to
plus 8 from 20 in the December 2019 survey
as the virus also hit tourism, entertainment
and other service industries. The confidence
index for the hotels and restaurant service
industry came in at a staggering minus 59.

“Negative impacts are spreading broadly
in various sectors,” Tsuyoshi Ueno, senior

economist at NLI Research, said in a report
ahead of the Tankan release. They range
from slower exports and the disruption of
parts supply from China, to plunges in for-
eign visitors, cancellations of sports and oth-
er events, and weaker stock prices combined
with a higher yen, he said.

The headline index was also at the lowest
level since March 2013 just before the central
bank embarked on unprecedented massive
monetary easing in tandem with then-new
Prime Minister Shinzo Abe’s pro-spending
policy, known as Abenomics. Takeshi Minami,
chief economist at Norinchukin Research
Institute, said the reading was the same in
March 2020 and 2013 but the direction was
“totally different.” —AFP

Watch out! Scummy scammers
target home deliveries

Paul Ducklin

VelvetSweatshop 
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