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The global healthcare industry remains one
of the most vulnerable to security incidents,
organizational breaches, and data compro-

mises, with both internal external issues impact-
ing the situation. Internally and healthcare organi-
zations have low levels of data encryption and
invest little in increasing the awareness of securi-
ty best practices, which leads to weak manage-
ment and protection of patient data. Externally,
the cost of reselling hacked patient health records
remains lucrative and strong, which drives the
interest levels of global and regional threat actors
to compromise these organizations.

Recent research reports by couple of organiza-
tions, provided empirical evidence of this wide
spread malaise in the industry. Weak security
practices not built into employee job descriptions,
lack of understanding of the importance of data
privacy, and malicious insider activities remain
the principal drivers of the high levels of security
incidents in the healthcare space.

Similar healthcare surveys, revealed insiders
were responsible for network attacks. Insiders
using mis-configured servers and employees
falling victim to phishing scams accounted for two
third of the incidents. Industry executives continue
to point out that too many breaches are the result
of accidental or negligent actions of end-users.

Cyber security is undoubtedly a board level
issue now, as the need to keep key systems and
data protected is now front of mind within the
boardroom, as breaches make unwelcome head-
lines in the media.  Working to deliver change is

never simple and it takes time to develop the
strong defenses required to protect your organiza-
tion, here are our top five tips to get you started: 

#1 Map your risk profile 
Healthcare organizations need to undertake a

comprehensive assessment of their vulnerabilities
including compromise scenarios.  A comprehen-
sive risk audit will help to define the required
cyber security policies and frameworks, which
will be easier to map out.

#2 Identify best practices
Once a cybersecurity solution has been imple-

mented in end-user healthcare organizations, it is
necessary to develop best practice guidelines and
educate all users on them to ensure the new solu-
tion and processes are as effective as possible. 

#3 Undertake breach and response simulations
All organizations live under the threat of a pos-

sible breach or compromise. Simulation testing
allows every organization to improve their ability
to protect the business from a real breach, but
also ensure staff are able to work and maintain
continuity of service in parallel. Response to such
a breach, healthcare end-user organizations can
improve their ability to protect business and
maintain continuity of operations. 

#4 Identify the crown jewels 
Healthcare end-user organizations need to

classify data on the basis of associated levels of
privacy and importance. Based on the levels of
importance around data, they can define levels of

security protection and the associated levels of
investment required to protect that data.

#5 Educating employees about cybersecurity
Education is key. Ensuring employees understand

the importance of following basic cyber security
best practice will help ensure systems are compro-
mised less often. Global research continues to indi-
cate that weak employee awareness is the cause of
more than half of all healthcare breaches. With a
focus on the above areas, healthcare organizations
should find that improvements in employee security
awareness and adoption of security best practices
will deliver positive returns over the medium- to
long-term horizon. —Harish Chib is the Vice
President of Sophos in the MENA region
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Top five tips for securing the healthcare industry
WHO planning to 
fight ‘inevitable’
flu pandemics
GENEVA: The World Health Organization yesterday
launched a strategy to protect people worldwide
over the next decade against the threat of influenza,
warning that new pandemics are “inevitable”.
Influenza epidemics, largely seasonal, affect around
one billion people and kill hundreds of thousands
annually, according to WHO, which describes it as
one of the world’s greatest public health challenges.

WHO’s new strategy, for 2019 through 2030,
aims to prevent seasonal influenza, control the
virus’s spread from animals to humans and pre-
pare for the next pandemic, WHO said. “The threat
of pandemic influenza is ever-present,” WHO chief
Tedros Adhanom Ghebreyesus said in a statement.
The world has suffered through a number of dev-
astating influenzas pandemics, including the
Spanish Flu, which in 1918 killed tens of millions of
people globally.

Three pandemics have occurred since — in 1957,
1968 and in 2009 — when the H1N1 swine flu pan-
demic claimed around 18,500 lives in 214 countries.
“Another influenza pandemic is inevitable,” the UN
health agency said, adding that “in this interconnect-
ed world, the question is not if we will have another
pandemic, but when.” Launching the new strategy,
the WHO chief stressed the need for vigilance and
preparation. —AFP


