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Building and
securing 5G 
networks of
tomorrow
DUBAI: While 5G brings the promise of new
revenue opportunities for service providers,
new infrastructure and use cases will open up
new risks. The security of the SP network
infrastructure, their business, and their cus-
tomers will require a holistic approach says
Ali Amer, Managing Director, Global Service
Provider Sales, Cisco Middle East and Africa

Every new generation of carrier technolo-
gies has brought forward new business and
consumer use cases. The release of 3G rolled
in wireless mobile data communication, while
the release of 4G brought in IP wireless data
communication. Both combined have made
ecommerce, video, gaming, social media, an
every-day routine on smartphones and
mobile phones. 

In essence 3G and 4G networks enabled
mobile broadband for business and con-
sumers. As part of this growth: the world is
now mobile; there is huge growth in network
access; digitization has become a reality lead-
ing to emergence of Internet of Things (IoT);
and cloud is now mainstream.   5G is an
enabler for new set of possibilities and capa-
bilities. The growing 5G momentum promises
new revenue opportunities for service
providers. To pursue these new untapped
opportunities, they will need to ramp up their
network capabilities to support future 5G
services. 

As we move closer towards mainstream
5G adoption, mobile networks are increasing-
ly expected to handle more data-intensive
applications and deliver low-latency connec-
tivity to more devices.  The roll out of 5G net-
works provides an opportunity for service
providers to gain benefits from next genera-
tion cycles in the data center, networks,
mobility, in a multi-vendor environment.
Significant changes such as personalized net-
works are now possible through slicing and
other granular functions. 

Simultaneously, 5G is about service
providers being able to exploit new enter-
prise use cases and new revenue streams. In
parallel, new transient network surfaces raise
additional challenges of security and country
regulations.

Some of the new use cases that 5G will
cater to include: autonomous transport, aug-
mented and virtual reality, smart city traffic
management, rapid response services, robot-
ics in manufacturing, healthcare and fitness,
smart grids and utilities, smart offices, smart
homes, industrial automation, machine to

machine communications, 3D video and high
definition screens, working and play in cloud,
amongst others.     

Other use case categories include: 5G
Enhanced Mobile broadband offers high
speed and dense broadband connectivity to
users. With performance of Gigabit speeds,
5G is an alternative to fixed line connectivity
services. To support enhanced mobile broad-
band use cases, the mobile core must support
high density performance, scalability and
security.

Ultra-reliable low latency communications
focuses on mission critical services such as
virtual reality, tele-surgery, healthcare, intelli-
gent transportation, industry automation,
manufacturing robotics, and factory automa-
tion. Previously delivered through a wired
connection, 5G is now an alternative for these
use cases.

Network slicing technology
For millions of sensors and thousands of

cars, all on the edge of the network, Massive
IoT can support the number of scalable con-
nections required. Service providers can use
network slicing technology, to deliver net-
work as a service for businesses. 5G will
bridge wireless and wireline networks, forc-
ing a major network architectural change
from radio access to core. This requires
transition to cloud native applications, moni-
toring and managing an end-to-end net-
work, including radio access networks and
packet core. It also combines and leverages
the capability of a variable bandwidth net-
work with mixed and flexible access. On the
flip side, this enhanced flexibility increases
the surface vulnerable to threats.  

Securing 5G networks requires complete
visibility of the stack managing a use case
and controls to take remedial action.
Contrary to traditional carrier networks, 5G
networks require visibility from the edge to
the cloud platform, to the application, across
the extended network, to the end point.
Securing the 5G network then requires com-
parison to the normal baseline behavior and
alerts for any deviation. The key functional
aspect being to be able to measure the net-
work, so that it can be managed.

Continuous aggregation of near real-time
network data allows analyses of the work-
flow through a security controller. Based on
predefined security policy, remedial action
and controls can be triggered. Inbuilt
machine learning capability, monitors the
remedial actions and its ability to counter
threats, as an iterative loop for further
improvement and action at a later stage.

Day zero attacks, are typically where the
signature and finger print of the threat actor,
exploiting an unknown vulnerability, are
seen for the first time. These can be detected
by variation from the baseline behavior of
the network, cloud and applications.
Remedial action is then initiated by the

security controller to identify, isolate, and
control the threat. 

Day one attacks, are previously identified
threats, where a series of counter attacks
have already been developed and can be ini-
tiated with predictable results. Applying
these types of responses in a closed loop
process, where both the controller remedia-
tion and its results can be monitored and
recorded, can help in improving future
responses.

Usage of encryption
Another way of securing 5G networks is

the advanced usage of encryption. Half of all
Internet traffic today is encrypted and this is
expected to increase. Machine learning can
be used to build analytics from encrypted
Internet traffic increasing the visibility of
threats as close to the threat as possible.
This reduces the possibility of collateral
damage inside the 5G network.

New tools for increasing visibility inside
5G networks include application level
probes and path computation elements. An
application probe is an automated cell that
travels across the network and benchmarks
the application performance at various net-
work points. 

A path computation element, feeds net-
work characteristics at every point of the
network into a near real-time database to
simulate functioning of a network. As an
example, remedial responses to a DDos
attack are first simulated using the near real-
time network database to assess the impact
before initiation.

The nature of the 5G network creates a
widely distributed data center and an
expanded attack surface. Such a topology is
susceptible to lateral attacks and threats.
This can be countered by segmenting the
network - right from the edge, across gate-
ways, applications, wireless and wireline
networks, backhaul networks and so on.
Segment routing is an important tool in net-
work segmentation.  By investing time and
money in securing their 5G networks, serv-
ice providers can be better assured of a pre-
dictable return on investment. 

Samsung launches 
Galaxy Watch 
in Kuwait
KUWAIT: Samsung Gulf Electronics yesterday intro-
duced the new Samsung Galaxy Watch in Kuwait. The
Galaxy Watch brings the best of the Samsung’s Galaxy
ecosystem with long-lasting battery life, wellness capabil-
ities and a timeless and personalized design. Galaxy
Watch helps users accomplish more with new stress and
sleep monitoring capabilities, in addition to offering a
more robust line up of style options including three new
watch faces in Silver, Midnight Black and Rose Gold, and
new customizable watch band colors. “Samsung continues
to keep innovation at its core and the new fashionable
Samsung Galaxy Watch has taken wearables to a whole
new level where customers can make a personalized style
statement with a diverse range of choices.” Tarek
Sabbagh, Head of IT & Mobile (IM) Division at Samsung
Gulf Electronics. “More than a high-tech device, the fash-
ionable Galaxy Watch has been designed to complement
your taste and help you live your best life. The new
Galaxy Watch will let users express their personal style,
accomplish a variety of daily tasks whilst enjoying a
seamless connection with the world.”

Stay connected - no matter 
where your day takes you

Galaxy Watch’s improved battery life of up to 80+
hours eliminates the need for daily charging and helps
consumers keep up with their busy week. With a longer
battery life, untethering from their smartphone has never
been easier; The Galaxy Watch’s offer for a true stand-
alone experience across devices through messaging, calls,
mapping and music. Users can also start and end their
day with morning and evening briefings to help stay on
top of reminders, weather and their latest schedule. 

Live a balanced life
Designed with wellness in mind, Galaxy Watch offers a

true holistic health experience with its new stress man-
agement tracker, which automatically detects high levels
of stress and offers breathing exercises to help keep users
centered and focused. In addition, a new advanced sleep
tracker monitors all levels of sleep, including REM cycles,
to help users adjust sleeping habits and get the rest they
need to take on their day.  

With sleep and stress under control, Galaxy Watch
also helps users achieve other health and wellness goals,
including fitness. Galaxy Watch adds 21 new indoor exer-
cises, tracking a total of 39 workouts that allow con-
sumers to customize and change up their routines.

Because balanced nutrition is as important as exercise,
Galaxy Watch makes it easier than ever with intuitive
calorie tracking and personalized alerts. 

Flaunt a stylish and timeless design 
Galaxy Watch caters to more sizes and styles with a

silver, 46mm version and 42mm option in black or rose
gold. Users can customize Galaxy Watch even more with
a selection of watch faces and straps. Galaxy Watch car-
ries the legacy of Samsung’s smartwatches with its trade-
mark circular, rotating bezel while embracing the digital
look with Always On Display, in addition to improved
usability. For the first time, Galaxy Watch features analog
watch ticks and hourly chimes, and a depth effect that
casts shadows defining every detail on the watch face for
a traditional look and feel. In addition, Galaxy Watch’s
certified military-level durability with Corning(r) Gorilla(r)
Glass DX+ and industry-leading water resistance with a
5 ATM rating allows for long-lasting use, no matter the
environment. 

Experience the best of Samsung’s Galaxy Ecosystem
Galaxy Watch brings users all the benefits from the

Galaxy Ecosystem creating a seamless experience with
Samsung Health, Samsung Flow, Samsung Knox, Samsung
Pay, Bixby and with partnerships like Under Armour.
Samsung makes music and multimedia control even easier
on Galaxy Watch in addition to keeping information
secure with Samsung Knox and easily unlocking PCs or
tablets using Samsung Flow. Galaxy Watch will be avail-
able starting September 6th, 2018 across all major retail-
ers and Samsung Brand Stores in Kuwait. The Galaxy
Watch is available in Black-Silver (46 mm) at KWD
99.90, and in Midnight Black and Rose Gold (42mm) at
KWD 94.90.

KUWAIT: Easa Husain Al-Yousifi & Sons Co recently
opened a new Best Al-Yousufi Electronics showroom at
the Boulevard Mall - Salmiya. It is one of the largest
and most modern electronics showrooms in Kuwait,
being the thirteenth outlet in Best Electronics chain in
Kuwait. The event was attended by company owners
and corporate managers, prominent figures and guests,
interested customers, media workers and the press.

The company announced that the opening of its new
showroom at the Boulevard Mall is part of its strategy
aimed at meeting its customers’ needs to provide the
best services and shopping facilities. Best Al-Yousufi
Electronics Co, by expanding the number of its show-

rooms open to the public, with this showroom’ being
number 13 , seeks to enhance its service level and make
them available to the largest possible customer base.
Al-Yousufi opened the first location of Best Al-Yousufi
Electronics Showroom in Hawally on September 29,
2009. Best Al-Yousufi Electronics also plans to join
forces with other international brands for its future
showrooms.

To celebrate the new showroom opening, Best Al-
Yousufi Electronics threw in a special opening festivity
at the Boulevard Mall to all its guests and customers
and launched special offers and excellent prices deals
for new products. The welcome speech was presented

by General Manager of the Electronics group, Mr Wael
Deeb, who said that this new showroom comes as part
of the company expansion policy to please all clients in,
also promised of more new showrooms in the coming
future. 

The opening ceremony also featured musical per-
formances and a variety of entertainments in a distinctive
atmosphere where the audience expressed their happi-
ness. Easa Husain Al-Yousifi & Sons Co, through its retail
network has undoubtedly emerged as the preferred
partner for a number of internationally renowned brands,
making it the natural choice for international companies
wishing to put their products in the Kuwaiti market.

‘Best Al-Yousifi Electronics’ opens
showroom at the Boulevard Mall

One of the largest and most modern electronics showrooms in Kuwait

Ali Amer


