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Cargo bandits disrupt 
e-commerce in Brazil
GUARULHOS: In a bunker-like room in a gritty
suburb of Sao Paulo, retired police colonel
Antonio Marin and a dozen employees track the
location of hundreds of cargo trucks on a bank of
monitors. During his 34 years in Sao Paulo state’s
military police, Marin took a gunshot to the thigh
and spent two years guarding the governor. But
his latest job at a private trucking firm may be his
biggest challenge yet: protecting clothing, cos-
metics and other merchandise amid a crime wave
in Brazil that is reshaping the country’s nascent e-
commerce industry.

Last year, 22,000 cargo robberies were report-
ed in two states alone - Sao Paulo and Rio de
Janeiro - home to the country’s two largest cities.
That is about 60 heists a day, a record figure that
has almost doubled since 2012. Authorities blame
criminal gangs preying on shipments. Losses are
estimated at hundreds of millions of dollars annu-
ally. “You are always running a risk,” said Marin,
head of security for Braspress, one of the coun-
try’s largest trucking and logistics firms. “It starts
the moment you put cargo in the truck and travel
across Brazil.”

All manner of businesses are targets, but
authorities say bandits favor consumer goods that
are easy to fence. That is posing a particular chal-
lenge to Brazil’s fast-growing e-commerce trade.
Security costs are squeezing profit margins and
forcing retailers and logistics firms to adjust their
strategies to succeed in Latin America’s largest
economy.

Electronics retailer Via Varejo SA, for example,
has developed a satellite-tracking system to keep
tabs on its trucks. And it dispatches armed guards
to accompany many shipments, logistics chief
Marcelo Lopes told Reuters. “We don’t scrimp on
security,” he said. “We invest heavily to protect
goods and to protect people.”

A major e-commerce player, the company has
also bet big on a “click-and-collect” operation
that allows customers to pick up online orders at
Via Varejo stores. The program is popular with
working-class shoppers who like the security, and
it means fewer delivery trucks plying dangerous
neighborhoods, Lopes said. Brazilian retailer
Magazine Luiza SA has employed a similar model
to grow its online sales. Still, it is avoiding expan-
sion in Rio state, in part due to worries about car-
go theft, Chairwoman Luiza Trajano said last year.
Lousy infrastructure, hefty taxes and tangled
bureaucracy have long made shipping expensive
in this continent-sized country. Rampant cargo
theft has only added to the burden. 

The tricky terrain will be a test for Amazon.com
Inc. The world’s largest online retailer is gearing
up for a major expansion in Brazil after about six
years of peddling mostly e-books and digital
movies here.  Amazon declined to discuss its strat-
egy. But retail veterans said the Seattle company
had better buckle up.  Brazil presents “a very dif-
ferent reality for the companies that prosper else-
where,” Magazine Luiza’s CEO, Frederico Trajano,
said at a public event in April. —Reuters

BEIJING: It can crack your smartphone password in sec-
onds, rip personal data from call and messaging apps, and
peruse your contact book. The Chinese-made XDH-CF-
5600 scanner - or “mobile phone sleuth”, as sales staff
described it when touting its claimed features - was one of
hundreds of surveillance gadgets on display at a recent
police equipment fair in Beijing.

The China International Exhibition on Police Equipment
is something of a one-stop shop for China’s police forces
looking to arm up with the latest in “black tech” - a term
widely used to refer to cutting-edge surveillance gadgets.
The fair underscores the extent to which China’s security
forces are using technology to monitor and punish behavior
that runs counter to the ruling Communist Party. 

That sort of monitoring - both offline and online - is stok-
ing concerns from human rights
groups about the development
of a nationwide surveillance sys-
tem to quell dissent. The
Ministry of Public Security,
which hosted the Beijing fair, did
not respond to a request for
comment. At the fair, Reuters
also saw stalls offering cute-
looking robots, equipped with
artificial intelligence systems to
detect criminals, as well as an
array of drones, smart glasses,
DNA database software and facial-recognition cameras. 

At the fair, which is held annually, most buyers appeared
to be local Chinese police, though some global firms attend-
ed, selling mainly vehicles and aircraft. Ford Motor Co,
Daimler AG’s Mercedes-Benz and Airbus SE had cars and
model helicopters on display. The companies did not imme-
diately respond to requests for comment. It is not unusual for
western companies to sell vehicles to overseas police forces.

It was not possible to verify all the claims made about the
products at the fair, including the XDH-CF-5600 scanner,
which is made by Xiamen Meiya Pico Information Co Ltd, a
Chinese provider of security products and services.
Scanners like the XDH-CF-5600 exist in other markets
around the world, including the United States, but their use
is contentious, especially regarding the forcible extraction of

data from mobile phone devices.
Chinese firms are rushing to meet the growing demand

from the country’s security services, fuelling a surveillance
tech arms race as companies look to outdo each others’
tracking and monitoring capabilities. Western firms have
played little overt role so far in China’s surveillance boom.
Beijing-based Hisign Technology said its desktop and
portable phone scanners can retrieve even deleted data from
over 90 mobile applications on smart phones, including
overseas platforms like Facebook and Twitter.

A big selling point of the technology, according to one
policeman from the restive far western region of Xinjiang
who was eyeing a Hisign scanner, was its claimed ability to
get data from Apple Inc’s iOS operating system, used in
products like the widely popular iPhone. “We are actually

using these kinds of scanners in
Xinjiang already, but I am inter-
ested in this one as it claims to
be more successful with iOS
phones than other brands,” said
the policeman, surnamed Gu,
who travelled 3,000 kilometers
to attend the fair. He declined to
provide his given name.

The iPhone’s iOS system is
seen by many analysts as the
most secure operating system. A
handful of firms in Israel and the

United States have been able to crack into the iOS system,
according to media reports. That ability is often shrouded in
secrecy, however. “The ability to crack iOS has been around,”
said Matthew Warren, the deputy director of the Deakin
University Centre for Cyber Security Research in Melbourne.
“What’s different in this situation is that Chinese authorities
are admitting that they have the capabilities to do that.”

At the Beijing fair, several firms told Reuters they could
crack 4-digit passwords on platforms ranging from iOS 6 to
iOS 8.1, and were working to break through security of the
latest iOS 10 platform. The vendors did not demonstrate
their stated capability of getting into security systems of
older iPhones. Apple’s latest operating system uses a
stronger 6-digit password.  Apple declined to comment on
the vendors’ claims.

Surveillance web
Chinese authorities are targeting a nationwide surveil-

lance network, leveraging off tools made by companies like
Hisign to compile data gleaned from smartphones and
cameras into an online database of its near 1.4 billion peo-
ple. “Our forensic products are sold in 26 provinces across
China and have helped police process 11 million cases,” Han
Xuesong, a sales director at Hisign, told Reuters at the fair.

Hisign is not alone. Meiya Pico has a rival offering, the
DC-8811 Magic Cube, which its marketing materials call
“the Swiss Army Knife of forensics”. The larger FL-2000
is a “forensic aircraft carrier”. Pwnzen Infotech, a firm
backed by Qihoo 360, a cybersecurity specialist, was

another scanner maker at the fair who talked up its sys-
tem’s ability to get data from overseas platforms. A sales
representative described a case last year in which Pwnzen
cracked the phone of a suspect who was “subverting the
government” to get data from his Facebook and Twitter
accounts.  The representative spoke on condition of
anonymity.  Facebook did not respond to requests for
comment. 

A spokeswoman for Twitter said the firm was unable to
comment on technology it had not seen, but added that
“privacy is built into Twitter’s DNA and it’s something we
take an active role in promoting and advocating for
across the world.” —Reuters

Some claim ability to crack Apple iOS system

At Beijing security fair, arms 
race for surveillance tech

BEIJING: A police robot patrols before the third plenary session of the Chinese People’s Political
Consultative Conference (CPPCC).

Papua New
Guinea mulls
‘temporary’
ban on Facebook
SYDNEY: Papua New Guinea said yesterday
it was mulling a temporary shutdown of
Facebook to uncover false accounts and block
fake news in the Pacific nation, which hosts a
major global summit later this year. The pro-
posal, which Communications Minister Sam
Basil said could lead to replacing Facebook
with a locally developed social networking
platform, was ridiculed as ill-timed and
unworkable by opponents.

Basil floated the idea of a one-month shut-
down on Tuesday, saying it would “allow infor-
mation to be collected” on fake accounts and
users who upload pornography and defamato-
ry information so that they could be removed
from the platform. “This will allow genuine
people with real identities to use the social
network responsibly,” he said.

Basil also said PNG could create a local
alternative to Facebook, which has been
rocked by revelations that it improperly
shared the personal data of 87 million users
with British consultancy firm Cambridge
Analytica. “If there need be then we can gath-
er our local applications developers to create
a site that is more conducive for Papua New
Guineans to communicate within the country
and abroad as well,” he was quoted as saying
by local media.

‘Address their concerns’ 
No timeframe was given on the potential

shutdown, although some reports suggested it
could coincide with Port Moresby hosting the
APEC (Asia-Pacific Economic Cooperation)
summit later this year. A spokesperson for
Facebook in Sydney said they had reached out
to PNG authorities and were “working to
address their concerns”.

Basil issued a follow-up statement yester-
day acknowledging that “Facebook use in
PNG is not limited to personal chats and
blogs” but also serves as a forum for legiti-
mate commercial and information services. But
he stood firm on pursuing a study of “the
advantages and disadvantages of use of
Facebook” and of “vulnerabilities” linked to
personal data use and cybercrime. 

PNG Institute of National Affairs executive
director Paul Barker said shutting down
Facebook would make a mockery of the nation
during the 21-member APEC summit, expect-
ed to be attended by US President Donald
Trump. “The APEC meeting is all about pro-
moting the digital era to assist business, devel-
op economies, and improve citizen welfare in
member countries,” he told the PNG Post
Courier newspaper yesterday. “It would be a
travesty if PNG sought to close down
Facebook during the APEC month, making
PNG seem rather foolish.”

Facebook is widely used in PNG to discuss
politics and expose corruption and MPs and
officials have shown a high degree of sensitivi-
ty to posts in the past, according to the
Australian Broadcasting Corporation, one of
the few foreign media groups based in the
country. Basil denied the proposed ban was a
threat to freedom of speech. “I don’t think so
because MPs are open to criticism,” he said. 

Opposition MP Bryan Kramer, who has a
large following on Facebook, called the pro-
posal ridiculous. “The reason the word dumb
comes to mind is because how does one shut

down a platform to carry out research on it,”
he said yesterday.  “It would be equivalent to
saying we are carrying out research on the
negative effects of TV so we are turning it off
so we can study a blank screen.” 

Facebook’s size no barrier to deals 
In related news, Facebook Inc believes it

could acquire other large companies without
running afoul of antitrust enforcers if the
world’s largest social media network chose to
enter a new market, Chief Operating Officer
Sheryl Sandberg said on Tuesday. Sandberg
was asked on stage by a journalist at the Code
Conference whether Facebook, because of its

size, would be allowed in the future to buy
companies as it has such as virtual reality firm
Oculus and messaging service WhatsApp. 

“It really depends what it is. If it was in
something that wasn’t core to what we were
doing and a new area, like Oculus was, I think
it would probably be allowed,” Sandberg
said.  She gave no indication that a deal was
forthcoming.  Facebook, one of the largest
corporations by market capitalization, has
grown in part through acquisitions. In 2014 it
bought WhatsApp for $22 billion and Oculus
for $3 billion, but has not made a similar pur-
chase since. It bought Instagram for $1 billion
in 2012. —Agencies

PARIS: This photograph taken on May 16, 2018, shows a figurine carrying the logo of social
network Facebook. —AFP

Tesla in autonomous
mode hits a parked
police car
SAN FRANCISCO: Police in a Southern
California coastal town said that a Tesla
in autonomous mode hit a patrol car
parked on the side of a road on Tuesday.
No one was in the patrol car when the
collision took place in the late morning,
the Laguna Beach Police Department
said in a message posted along with
photos on Twitter. 

“When using Autopilot, drivers are
continuously reminded of their respon-
sibility to keep their hands on the wheel
and maintain control of the vehicle at
all times,” a Tesla spokeswoman said in
response to an AFP inquiry. “Tesla has
always been clear that  Autopi lot
doesn’t make the car impervious to all
accidents.”

Responses to the police department
Twitter post ranged from thoughtful
analysis of the accident to mistrust of
self-driving cars. “For automation to
learn from mistakes, their developers
need to admit making them,” read a
comment tweeted from the account of

@SafeSelfDrive. “Human error behind
the wheel has been replaced with human
error behind keyboard.”

Tesla chief Elon Musk complained in
a recent earnings call that accidents
involving self-driving cars get sensation-
al headlines while the potential for the
technology to save lives is downplayed
or ignored. Whether an Autopilot feature
was engaged when a Model S collided
with the rear of a stopped fire truck in
the US state of Utah on May 11 remained
to be confirmed.

According to local media, police said
the woman at the wheel of the car
claimed it was in a self-driving mode and
that her attention was on her phone. “It’s
super messed up that a Tesla crash
resulting in a broken ankle is front page
news and the (approximately) 40,000
people who died in US auto accidents
alone in past year get almost no cover-
age,” Musk said in a tweet in mid-May.

“What’s actually amazing about this
accident is that a Model S hit a fire
truck at 60mph and the driver only
broke an ankle.” Among accidents to
make headlines was a fiery March crash
in California that involved its
“Autopilot” feature. The US National
Transportation Safety Board is investi-

gating the accident, which led to the
death of a 38-year-old father of two,
Walter Huang.  Huang’s hands were “not
detected on the wheel for six seconds
prior to the collision,” Tesla said in a

blog post. Uber put a temporary halt to
its self-driving car program in the US
after a March accident in Arizona that
resulted in the death of woman pushing
a bicycle in a street. —AFP
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BEIJING: People look at cars in a Tesla showroom. —AFP


