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Dixons Carphone
suffers cyber attack 
on customer data
LONDON: British mobile phone and electrical
retailer Dixons Carphone has become the victim of
a major cyber attack for the second time in three
years after discovering unauthorized access to its
payment card data. Shares in Dixons Carphone,
which issued a profit warning last month, fell as
much as 6.4 percent yesterday, taking year-on-year
losses to 37 percent. “We have taken action to
close off this access and have no evidence it is con-
tinuing. We have no evidence to date of any fraudu-
lent use of the data as result of these incidents,” the
company said.

It said an investigation, which started last week,
indicated there was an attempt, going back to July
last year, to compromise data on 5.9 million credit
cards in one of the processing systems of Currys
PC World and Dixons Travel stores. It said 5.8 mil-
lion of these cards had chip and pin protection and
the data accessed contained neither pin codes, card
verification values nor any authentication data that
would enable cardholder identification or purchas-
es to be made.

However, it said 105,000 non-EU issued pay-
ment cards which do not have chip and pin protec-
tion had been compromised. Dixons Carphone said
it had immediately notified the relevant card com-
panies so that they could protect customers. It said
it had found no evidence of any fraud on these
cards as a result of this incident.

The group said it had also found that 1.2 million
records containing non-financial personal data,
such as names, addresses or email addresses, had
been accessed. It said there was no evidence of
fraud here either. Dixons Carphone informed
Britain’s data protection regulator the Information
Commissioner’s Office (ICO), as well as the
Financial Conduct Authority (FCA) and the police.

The ICO said it was liaising with the National
Cyber Security Centre, the FCA and other agencies
to determine the impact on customers. The group’s
Carphone Warehouse division suffered a data
breach in 2015 and in February this year was fined
a record matching 400,000 pounds ($533,240) by
the ICO. It paid 320,000 pounds as there was a 20
percent reduction for early payment. It said since
the 2015 attack it had worked extensively with
cyber security experts to upgrade its security sys-
tems. In 2016 the ICO fined broadband provider
TalkTalk 400,000 pounds for security failings that
allowed hackers to launch a cyber-attack in 2015.

‘Disappointed and sorry’
“We are extremely disappointed and sorry for

any upset this may cause,” Dixons Carphone CEO
Alex Baldock said. “The protection of our data has
to be at the heart of our business, and we’ve fallen
short here.”  Baldock joined Dixons Carphone in
April and last month the group warned on profits
and said it would have to close shops, wiping more
than 500 million pounds off its stock market value.
Russ Mould, investment director at AJ Bell, said the
cyber attack could undermine consumer confidence
in the retailer. —Reuters

LOS ANGELES: Console makers long at the center of
the video game universe are adapting to an exploding
constellation of ways to play, with the cloud looming
on the horizon. Microsoft, Nintendo, and Sony
remained stars, with rival Xbox, PlayStation, and
Switch gaming hardware respectively, at the
Electronic Entertainment Expo (E3) show floor that
opened in Los Angeles on Tuesday.

But the premier industry gathering was very much
focused on games themselves, and the idea they can
be played as a service hosted in the internet cloud
using an array of devices from smartphones to per-
sonal computers. The annual E3 event “occurs against
a backdrop of disruption in
the console market,” accord-
ing to IHS Markit games
technology research director
Piers Harding-Rolls.

“As the market becomes
more digitally enabled and
service based, console com-
panies and publishers are
starting to map out their
longer-term strategies
including the building out of
subscription cloud gaming
services,” Harding-Rolls said. Companies interested in
cloud gaming see it as a way to reach broader audi-
ences, adding to console businesses instead of taking
away from them, according to the analyst. “I see con-
soles being around for the foreseeable future,”
Harding-Rolls said.

Shifting terrain 
But the competitive landscape will tilt away from

console-market leading PlayStation to terrain more
favorable to Xbox, he reasoned. Microsoft has built a
powerful platform for hosting computing in the inter-
net cloud, making such service a thriving part of its
business. “We commit and harness the full breadth of
our resources at Microsoft to deliver on the future of

play,” Xbox team leader Phil Spencer said at an E3
briefing. The Redmond, Washington-based technology
veteran has also invested heavily in machine learning,
naming its Cortana digital assistant after an artificial
intelligence character in blockbuster Xbox video
game “Halo.”

Spencer also said that Microsoft is working on a
cloud service for streaming console-quality games to
internet-linked devices. “If you agree that the eventual
future of games consumption is through cloud gaming
services, then those companies with a strong position
in cloud are likely to be best placed to benefit from
the transition,” Harding-Rolls said. “In this context,

Microsoft’s cloud division
gives the company a natural
advantage when trying to
build a profitable business.”

Sony and Microsoft have
each put out word they are
working on next-generation
consoles, but planned capa-
bil it ies have yet to be
revealed. PlayStation 4 has
dominated the current con-
sole generation, briskly out-
selling Xbox One. But if the

video game world shifts to Microsoft’s strengths, its
new competition in play could become cloud and AI
titans such as Amazon, Google, Tencent, and Alibaba,
according to Harding-Rolls.

Learning from mobile 
The video game industry is seeing its biggest

investment ever, with the three big consoles “very
healthy,” according to Electronic Software Association
chief executive Michael Gallagher. The ESA trade
group organizes E3, with 60,000 industry insiders
and gamers from some 100 countries expected to
attend the three-day gathering. Video game industry
revenue worldwide tallied about $116 billion last year,
according to the ESA.

Console makers have been taking lessons from
mobile games, building online communities of players
who provide feedback; stream play; subscribe to serv-
ices, and spend money on digital content such as
dance moves or funky clothing for characters. “Mobile
has been a fantastic growth point for the industry,”
Gallagher said. Console video game titan Bethesda is
unabashedly bridging the divide between console and
mobile play with versions of blockbusters “Fallout”
and Elder Scrolls” for play on smartphones or tablets.

“I can’t wait to play it,” Gallagher said of “Elder
Scrolls: Blades” that will be available free for iPhones

or Android-powered mobile devices when it  is
released later this year. Another sign of console-quali-
ty play making its way to mobile devices came in the
form of telecom giant AT&T showing off ultra high-
speed 5G wireless data capabilities on the E3 show
floor. Super-fast internet service is seen as key to rich,
seamless game play. “Exponential increases in com-
puting power, storage and speed will lead to the
streaming of realistic, systemic, densely populated and
persistent game worlds to any screen,” said Yves
Guillemot, chief executive of French video game pow-
erhouse Ubisoft. —AFP

Microsoft has a powerful platform for hosting computing in the cloud

Cloud play on the horizon in 
changing video game world

LOS ANGELES: Game enthusiasts and industry personnel gather outside of the Microsoft Theater for the
‘XBox’ experience during the Electronic Entertainment Expo E3.  —AFP

London hopes for 
bright tech future 
despite Brexit
LONDON: London has a bright tech future post-Brexit
working closely with other European capitals but the
government should open up more to immigration,
London Mayor Sadiq Khan said. Launching London
Tech Week, dubbed Europe’s largest festival of tech-
nology and innovation by its organisers, Khan said in an
interview that London must “collaborate” with other
European hubs regardless of Britain’s future exit from
the European Union.

Almost three weeks after French President
Emmanuel Macron hosted talks with 60 tech leaders
during a Paris sector fair, including Facebook CEO
Mark Zuckerberg, London Tech Week is delivering
more than 200 demonstrations spread out across the
capital and bringing together 50,000 participants. 

“One of the things about London’s future is that we
have to work closely with our partners across Europe,”
Khan told AFP on the sidelines of this week’s event. “I
love Paris, I love Berlin, love Barcelona, love Frankfurt,
other cities across Europe... We shouldn’t see each oth-
er as competitors, always competing.  Of course some-
times we do compete but also we should be collaborat-
ing, working closer together,” the mayor added.

London ‘open to talent’ 
He said London would remain a welcoming destina-

tion despite Brexit, in order to continue a long tradition
of attracting talent. “London’s openness will always be
one of our strengths, our diversity and so if you live in
France or live in Germany or live in Poland or live in
Italy or live in Spain, or around the world, and you want
to fulfill your potential we’ll still going to be a welcom-
ing place,” he said.

In a note of caution, however, Khan called for
changes to Britain’s visa rules. “The visa route for non-
EU is very clunky.... But also we’ve got to make it easier
for talented people from the EU to come to London.”
As part of London Tech Week, the government on
Wednesday announced the creation of 1,600 new jobs

and £2.3 billion ($3.1 billion, 2.6 billion euros) of invest-
ment into the UK technological economy from the pri-
vate sector.

“The measures we are announcing... will allow inno-
vative British start-ups to invest in their future, and in
the UK, by hiring more skilled people, expanding their
business and exporting their expertise across the
world,” Prime Minister Theresa May said in a statement.
The government also plans to create a so-called Start-
Up Visa for entrepreneurs. “This will replace a visa
route which was exclusively for graduates, opening it up
to talented business founders,” the statement added.

According to May’s Conservative government,
British tech businesses last year attracted $7.8 billion
compared with France and Germany’s combined total

of $6.0 billion and almost double the UK amount in
2016. “London has always been a place open to talent.
For one thousand years, even before the European
Union,” Khan said. “That’s not going to change. You can
come here to study, to be a tourist, to work, to invest.” 

Khan, who backed Britain remaining in the EU in the
2016 referendum, is hopeful that the country can ride
potential Brexit storms. A post-Brexit transition period
to allow companies and people to adapt has been
agreed with the EU in principle until 2020 and Khan
said it could extend even further. “The good news is
that the transition period is quite a long way off...
We’re not going to fall off a cliff edge in March 2019, it
will go on to at least December 2020 and maybe
longer,” he said. —AFP

Bitcoin ‘whales’ pulling
cryptocurrency strings
LONDON: Bitcoin, the star of the cryptocurrency world, is
widely seen as a freewheeling tool as open as the internet
itself. But analysts have cast doubt on the veracity of that
perception, highlighting that the bulk of bitcoin is in fact
heavily concentrated in the hands of a powerful few. Some
1,000 bitcoin holders-out of a total 11 million-hold some
35.4 percent of currency, according to BitInfoCharts.

These bitcoin “whales”-a word popularly used for big
money players in financial markets-”literally control the
currency”, said Bob McDowall, an expert in cryptocurren-
cies. They can “dictate monetary policy, which is normally
the function of a central bank or a government”, he said.
Unlike central bank-issued denominations, virtual curren-
cies are produced, or “mined,” by banks of computers
solving complex algorithms and freely traded online.

The other key difference with typical currencies is that
the number of bitcoin in existence can never exceed 21 mil-
lion. There are currently some 17 million bitcoins in circula-
tion. Bitcoin’s surge in value from a few cents to a peak in
December 2017 of $19,500 turned some of its first
investors into billionaires. The BitInfoCharts study also

found that the top 10 account holders held 5.96 percent of
the bitcoins. Experts cautioned that the statistics should be
taken with a pinch of salt, however, as several individuals
could be behind a single account and one person could
hold several accounts.

‘Whales’ with power? 
In a 24-hour period between Monday and Tuesday, the

100 biggest bitcoin transactions out of 200,000 accounted
for 24 percent of the money volumes-an unimaginable level
of concentration compared to other markets. “In the cur-
rency market for example it’s such a huge market with so
many transactions in a day that a pure actor can’t have any
influence on a market,” Craig Erlam, an analyst for Oanda, a
currency trading platform, told AFP.

Big bitcoin players, by contrast, can hold a lot of sway
over the market. To try and prevent excessive falls in the
value of the currency, observers believe that the “whales”
may be checking with each other first before putting in
major orders, leading to suspicions of fraud in this unregu-
lated market. US authorities in May opened a criminal
investigation into possible market manipulation of bitcoin
and other cryptocurrencies, suspecting traders of “spoof-
ing”-putting in false orders and quickly withdrawing them
to move the currency. But Aaron Brown, former director of
AQR Capital Management, who runs a bitcoin fund, said
the role of “whales” is being exaggerated.

He admitted that a coordinated sale of bitcoin by the
biggest accounts could cause the value of the currency to
plunge but said that the risk was theoretical and that major
historical investors in the currency have a strong sense of
community. Since the end of 2017, the concentration of bit-
coins has decreased, according to a study by Chainalysis, a
think tank.

Several long-term investors have sold their bitcoins and
a new type of player has entered the scene-speculators,
who tend to hold fewer bitcoins but carry out more trans-
actions. “The supply of bitcoin available for trading has
increased by 57 percent since December 2017,” the
Chainalysis study found. —AFP
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LONDON: London Mayor Sadiq Khan (C) attends the launch event of London Tech Week, at the Francis
Crick Institute. —AFP


