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Cisco 2018 annual
Cybersecurity report
DUBAI: Malware sophistication is increasing as adversaries
begin to weaponize cloud services and evade detection through
encryption, used as a tool to conceal command-and-control
activity. To reduce adversaries’ time to operate, security profes-
sionals said they will increasingly leverage and spend more on
tools that use AI and machine learning, reported in the 11th
Cisco(r) 2018 Annual Cybersecurity Report (ACR).  

While encryption is meant to enhance security, the expand-
ed volume of encrypted web traffic (50 percent as of October
2017)—both legitimate and malicious—has created more chal-
lenges for defenders trying to identify and monitor potential
threats. Cisco threat researchers observed more than a threefold
increase in encrypted network communication used by inspect-
ed malware samples over a 12-month period. 

Applying machine learning can help enhance network secu-
rity defenses and, over time, “learn” how to automatically detect
unusual patterns in encrypted web traffic, cloud, and IoT envi-
ronments. Some of the 3,600 chief information security officers
(CISOs) interviewed for the Cisco 2018 Security Capabilities
Benchmark Study report, stated they were reliant and eager to
add tools like machine learning and AI, but were frustrated by
the number of false positives such systems generate. While still
in its infancy, machine learning and AI technologies over time
will mature and learn what is “normal” activity in the network
environments they are monitoring.

“Last year’s evolution of malware demonstrates that our
adversaries continue to learn,” said Scott Manson,
Cybersecurity Lead - Middle East and Africa, Cisco. “We have
to raise the bar now - top down leadership, business led, tech-
nology investments, and practice effective security - there is too
much risk, and it is up to us to reduce it.”

Cisco 2018 Annual Cybersecurity Report Additional Highlights 
The financial cost of attacks is no longer a hypothetical num-

ber. According to study respondents, more than half of all
attacks resulted in financial damages of more than
US$500,000, including, but not limited to, lost revenue, cus-
tomers, opportunities, and out-of-pocket costs. 

Supply chain attacks are increasing in velocity, complexity.
These attacks can impact computers on a massive scale and can
persist for months or even years. Defenders should be aware of
the potential risk of using software or hardware from organiza-
tions that do not appear to have a responsible security posture.

Security is getting more complex
Defenders are implementing a complex mix of products

from a cross-section of vendors to protect against breaches.
This complexity and growth in breaches has many downstream
effects on an organization’s ability to defend against attacks,
such as increased risk of losses. In 2017, 25 percent of security
professionals said they used products from 11 to 20 vendors,
compared with 18 percent of security professionals in 2016.
Security professionals said 32 percent of breaches affected
more than half of their systems, compared with 15 percent in
2016. Security professionals see value in behavioral analytics
tools in locating malicious actors in networks. 92 percent of
security professionals said behavior analytics tools work well.
Two-thirds of the healthcare sector, followed by financial servic-
es, found behavior analytics to work extremely well to identify
malicious actors.

Use of Cloud is growing
In this year’s study, 27 percent of security professionals said

they are using off-premises private clouds, compared with 20
percent in 2016. Among them, 57 percent said they host net-
works in the cloud because of better data security; 48 percent,
because of scalability; and 46 percent, because of ease of use.
While cloud offers better data security, attackers are taking
advantage of the fact that security teams are having difficulty
defending evolving and expanding cloud environments. The
combination of best practices, advanced security technologies
like machine learning, and first-line-of-defense tools like cloud
security platforms can help protect this environment.

‘There’s a dirty side to our tech obsession’

Secondhand smartphone market 
takes off but it’s far from green

BARCELONA: Thanks to a fast-growing secondhand
market, smartphones are increasingly being re-used
but large-scale handset recycling is not happening as
the industry struggles to go green. Thrown in the
thrash or left abandoned in a drawer, the fate of
mobile phones —- which consumers replace on aver-
age every two years-is starting to change amid grow-
ing criticism over their environmental impact.

“People love technology-the upgrades, the unbox-
ing, the new features,” the EEB network of environ-
mental groups in Europe said in a statement as the
world’s largest mobile phone fair opened this week in
Barcelona. “But there’s a dirty side to our tech obses-
sion: trainloads of e-waste trundling out of our cities
and towards hellish waste dumps in Africa and Asia.”

Growth in reused mobiles 
According to a recent UN report, small devices

like smartphones represented nine percent of all e-
waste in the world in 2016, up from seven percent in
2014. But things in the mobile sector are slowly start-
ing to change. “There is very strong growth in the
reused phone market,” said Bertrand Grau, a technol-
ogy analyst at Deloitte, which forecasts sales of sec-
ond hand mobile phones will expand by 20 percent a
year between 2015 and 2020.

The surge in sales of secondhand phones-which
may just need a change of battery or screen-is being
fuelled in part by consumers, who are reluctant to
dish out more money for new models that offer little
innovation. “Phones are becoming more and more
expensive, more than 1,000 euros for the iPhone X,
but the established brands are attractive so people
prefer to buy a refurbished Apple phone rather than a
cheaper Chinese brand,” said Grau.

As such, mobile brands and operators are increas-
ingly offering phone exchange programs. Consumers
can turn in their old model to get a discount on a new

one or cash. “Today this has become almost a main-
stream practice around the world,” said Biju Nair, the
head of Hyla, a Texas-based firm which helps the
industry collect and repurpose used phones and had
a stand at Barcelona’s Mobile World Congress. Hyla
and other such firms provide operators with software
that checks the state of the phone, makes sure it was
not stolen, erases all the data on the device and
makes it reusable.

French start-up Volpy, meanwhile, has created an
app that buys phones directly from consumers and
sends a courier to fetch the handset. “We realized that
smartphones that had significant market value were
not recycled, even though there was an interest for
consumers to do so,” said Volpy head Marc Simeoni.

Phone design 
The system is still in its infancy. Only 7 to 15 per-

cent of smartphones sold in France, and 20 to 25 per-
cent of those sold in North America, are recondi-
tioned. But “it’s a first step to responsibly handling
phones,” said Elizabeth Jardim, an e-waste specialist
with the US branch of Greenpeace. “We advise to
keep the phones in use for longer, whether it is the
original owner, or whether it’s a second-hand owner”
since this reduces the amount of energy and raw
materials used to make a new one, she added.

A smartphone is made up of about 50 different
materials, including rare materials that are sometimes
extracted from nations in conflict like the Democratic
Republic of Congo. Manufacturing smartphones also
requires a huge amount of energy, often fossil fuels
since 60 percent of them are made in China where
coal remains the main source of energy. And only
about 20 percent of all e-waste-defined as anything
with a plug or a battery-is going in the official collec-
tion and recycling schemes, according to a UN
report.

“One thing that makes it difficult is the way the
phones are designed. They’re incredibly fragile, for
instance the glass they use for the display. Often,
the phones are designed to be di f f icul t  to be
repaired,” said Jardim. Faced with these problems,
efforts by major brands remain slim. Technology
giant Apple said last year it wants to “one day” end

the need to mine materials from the earth to make
its gadgets. It has melted down iPhone aluminum
enclosures to make mini computers used in its fac-
tor ies . And under pressure from Greenpeace,
Samsung agreed to recycle the Galaxy Note 7
smartphones it was forced to recall in 2016 because
of problems with its battery. —AFP

BARCELONA: A person holds the new ZTE’s dual screens foldable smartphone AXON on the first day of the
Mobile World Congress (MWC) on February 26, 2018. —AFP

5G: The cornerstone
of the digital 
revolution
BARCELONA: Blazing fast 5G wireless networks prom-
ise to unlock the potential of internet connected devices,
or the Internet of Things-making driverless cars and
talking fridges a reality. With most European operators
targeting 2020 for its rollout, 5G is the term on every-
one’s lips at the Mobile World Congress in Barcelona.

How does 5G work?
Like the 4G networks currently widely available, 5G is

based on radio frequencies, the same used for television
broadcasts, walkie-talkies, wi-fi signals or a garage door
remote control. It will use a higher radio frequency which
are not in use and can move data at a much faster speed.
But since higher radio frequencies don’t travel as far as
lower frequencies, it will rely on denser arrays of small
antennas and artificial intelligence to offer data speeds
up to 50 or 100 times faster than current 4G networks.

What can it do?
5G will allow people to send texts, make calls, and

browse the web as always-but will dramatically increase
the speed at which data is transferred across the net-

work. This will make it easier to download and upload
Ultra HD and 3D video and allow smartphones to run
more complex mobile internet apps. 5G will also make
room for the thousands of internet-connected devices
entering our everyday world. The combination of speed
and quicker response times could unlock the full capa-
bilities of other hot trends in technology, offering a
boost to self-driving cars, drones, virtual reality and the
wider Internet of Things. Beyond speed, the biggest
benefit of 5G is its low latency, or the short lag time
between a device pinging the network and getting a
response. A 5G network virtually eliminates it, meaning a
surgeon may not need to be in the same room as a
patient in the future for example.

Why is 5G seen as essential?
The tech industry is counting on 5G to trigger a wave of

growth in equipment sales and mobile services. For years tele-
com operators and device makers have debated common stan-
dards, which will make it possible to have a similar network
everywhere and develop products that could be targeted to it.

What are the obstacles to its adoption?
The industry is still fighting over the nitty-gritty details of

the technology itself and a lack of common standards could
slow its adoption. 5G compatible phones are still not on the
market and in many countries 4G deployment is not yet com-
plete. In a number of African countries it is only just starting.
Telecoms operators must make a massive investment to
deploy 5G.

Deutsche Telekom CEO Timotheus Hoettges has estimat-
ed the cost of providing 5G networks in Europe alone at
EUR300 billion to EUR500 billion ($370 billion to $615 bil-
lion). 5G also faces competition from other technologies that
may be better suited for the connected devices, such as
French firm Sigfox’s non-cellular IoT network or LoRa, a rival
non-standardized low power wide area (LPWA) offering
backed by France-based Orange amongst others. —AFP

BARCELONA: Huawei CEO Richard Yu gives a press conference
to present the new Huawei Balong 5G01, a 3GPP 5G commercial
chipset on February 25, 2018 in Barcelona, on the eve of the
inauguration of the Mobile World Congress (MWC). —AFP

DUBAI: ManageEngine, the real-time IT manage-
ment company, yesterday announced that it will be
hosting its 7th Middle East User Conference in
Dubai from February 27 to 28, 2017 at the Address
Dubai Marina. Raj Sabhlok, President,
ManageEngine, will deliver the keynote, highlight-
ing the evolving role of IT management and cyber-
security in addressing the latest developments in
global cloud, networking, and security management
with the advent of new technologies such as Bot,
AI, Machine Learning, and Blockchain. 

According to IDC, despite crossing the $2.4 bil-
lion mark in 2018, security spending in Middle East,
Africa, and Turkey (META) will continue to be
insufficient due to the increasingly complex nature
of the threat landscape. The quest to scale digital
businesses will make organizations in the META
region adopt a cloud-first or cloud-only approach,
with spending on public cloud services topping $1.1
billion in 2018. Spending on big data and analytics
solutions in the META region will tip the scales at
$2.4 billion in 2018.

“With market situations being volatile and due to
the significant increase in attacks, cybersecurity will
continue to be a key focus for ManageEngine in the
months ahead. We have recently launched an endpoint
security solution - Patch Manager Plus on Cloud, and
also tuned our SIEM solution to adhere to global com-
pliances such as GDPR, PoPI, and Australia’s
Notifiable Data Breaches Scheme, in line with the
move. We believe that our revamped solutions will be
instrumental in protecting organizations, combatting
security threats, and enhancing operational efficiency
for our customers worldwide. We look forward to dis-
cussing the best use cases with our customers in the
Middle East during the user conference,” said Raj
Sabhlok, President, ManageEngine.

“Regional enterprises are looking at securing
their networks, cloud, and application assets in the
most agile and cost-effective manner. Moreover,

the dynamic environment is compelling them to
expand their business offerings as they increase
their regional footprint. The latest cloud and
mobile-friendly solutions from ManageEngine are
well equipped to meet these requirements of
regional enterprises in IT management and cyber-
security standards,” said Nirmal Manoharan,
Regional Director - Sales, ManageEngine.

At the Middle East User Conference 2018, cus-
tomers can expect to hear from ManageEngine
experts on the company’s Middle East business
plans and channel strategy, R&D focus, product
development pipeline, investment in new technolo-
gies such as Bot Technology, A.I. , Machine
Learning, and Blockchain. The two-day user con-
ference will also offer a detailed walk-through and
demo sessions on various ManageEngine solutions
such as ServiceDesk Plus, OpManager Plus,
Applications Manager, Desktop Central, Mobile
Device Manager Plus, Password Manager Pro, Key
Manager Plus, AD suite of products, Site24x7, and
Log360, amongst others.

Raj Sabhlok, President,
ManageEngine

ManageEngine to highlight evolving role of 
cybersecurity at Mideast User Conference

Brothers look 
to harness AI 
for greater good
SAN FRANCISCO: As debate swirls on whether artificial
intelligence will be a boon or a curse for humanity, two
Indian-American entrepreneur brothers are out to ensure
the emerging technologies don’t just benefit the richest in
society. Romesh and Sunil Wadhwani this week launched
what is billed as the world’s first nonprofit institute dedicat-
ed to putting AI to work improving lives of poor farmers,
rural health care workers or teachers in communities with
scant resources.

“AI will go where AI will go; it is difficult to predict
where,” Sunil Wadhwani said of the conflicting views on
the emergence of computers more brilliant than their
human creators. “Our focus is how many tens of millions of
lives can we improve in the next five or 10 years. Where AI
goes in 100 years, it will go.” The entrepreneur brothers,
who have a series of lucrative startups to their name, have
committed $30 million over 10 years to the Wadhwani AI
institute, established in Mumbai with the Indian govern-
ment as a partner.

Areas targeted at the outset will include health care, edu-
cation, agriculture and urban infrastructure. The project’s
founders hope AI could help nurses in rural areas with diag-
noses, advise how to optimize crops, translate text books
into various languages as needed or even spot signs stu-
dents might be on paths to dropping out. “AI is a game-
changing technology,” said Sunil Wadhwani, who is based in
Pittsburgh as a trustee for Carnegie Mellon University. “A lot
of developing countries are getting left behind; US and
China are leapfrogging ahead.”

Students from New York University and the University of
Southern California will travel to Mumbai to collaborate,
while the brothers also plan to partner with players in Silicon
Valley, where Romesh Wadhwani is based. The ethical issues
raised by AI-from its potential to destroy jobs to the power
it could exert over people’s lives-will be front of mind,
according to institute chief P. Anandan, a former Microsoft
Research director. “It has the potential to be used badly, or
run away on its own,” Anandan said of AI. “At the end of the
day, you are going to manage that by being aware of it from
the start and applying it where intentions are good.” —AFP

Nirmal Manoharan,
Regional Director - Sales,

ManageEngine


