
Researchers and journalists who have identified loop-
holes in India’s massive national identity card proj-
ect have said they have been slapped with criminal

cases or harassed by government agencies because of
their work. Last month, the Unique Identification Authority
of India (UIDAI), the semi-government body responsible
for the national identity project, called Aadhaar, or “Basis”,
filed a criminal case against the Tribune newspaper for
publishing a story that said access to the card’s database
could be bought for 500 rupees ($7.82).

Reuters spoke to eight additional researchers,
activists and journalists who have complained of being
harassed after writing about Aadhaar. They said UIDAI
and other government agencies were extremely sensitive
to criticism of the Aadhaar program. Aadhaar is a bio-
metric identification card that is becoming integral to the
digitization of India’s economy, with over 1.1 billion users
and the world’s biggest database.

Indians have been asked to furnish their Aadhaar
numbers for a host of transactions including accessing
bank accounts, paying taxes, receiving subsidies, acquir-
ing a mobile number, settling a property deal and regis-
tering a marriage. The Tribune said one of its reporters
purchased access to a portal that could provide data
linked to any Aadhaar cardholder. The UIDAI complaint,
filed with the police cyber cell in the capital, New Delhi,
accused the newspaper, the reporter, and others of cheat-
ing by impersonation, forgery and unauthorized access to
a computer network.

Media associations sharply criticized the action - the
Editors Guild of India said UIDAI’s move was “clearly
meant to browbeat a journalist whose story was of great
public interest.  It is unfair, unjustified and a direct attack
on the freedom of the press”. In response, the agency said
“an impression was being created in media that UIDAI is
targeting the media or whistleblowers or shooting the
messenger”. “That is not at all true. It is for the act of
unauthorized access, criminal proceedings have been
launched,” it said in a statement.

Osama Manzar, the director of the Digital
Empowerment Foundation, a New Delhi-based NGO,

called the government’s prickliness “a clear sign that rather
than it wanting to learn how to make Aadhaar a tool of
empowerment, it actually wants to use it as a coercive tool
of disempowerment”.

Data leakage
Last May, the Centre for Internet and Society (CIS), an

independent Indian advocacy group, published a report
that government websites had inadvertently leaked several

million identification numbers from the project. UIDAI sent
the CIS a legal notice within days, said Srinivas Kodali, one
of the authors of the report. The notice alleged that some
of the data cited in the report would only be available if
the site had been accessed illegally.  The UIDAI wrote that
the people involved had to be “brought to justice.”

According to Kodali, two more notices followed,
addressed to the group’s directors and two researchers,
containing more accusations. “They said it was a criminal
conspiracy, and demanded that we send individual
responses,” he said. CIS then received questions about its
funding from the home ministry section that grants NGOs
permission to receive foreign funding, said a source in the
group who saw the letter. CIS viewed this as a threat to its
funding, the source said. CIS declined to comment on the
notices or on the questions about funding.

UIDAI did not reply to multiple emails seeking com-
ment on the accusations about CIS and similar complaints
by other activists and journalists, and officials could not
be reached by phone. Officials at the Ministry of
Information Technology that supervises UIDAI were
unreachable by phone. In a column in the Economic Times
newspaper in January, Ajay Pandey, the head of the
UIDAI, wrote: “The data of all Aadhaar holders is safe and
secure. One should not believe rumors or claims made on
its so-called ‘breach’.”

R S Sharma, the head of India’s telecom regulatory
body, said there was an “orchestrated campaign” against
Aadhaar as it was against the interests of those who
operated in the shadow economy with fictitious names,
or were skimming off subsidies. “It is going to clean up
many systems,” Sharma told a television channel last
month. “That’s probably one of the reasons why people
realize that this is now becoming too difficult or too dan-
gerous for them.”

‘That trip to Turkey?’
A Bangalore researcher who contributed to the CIS

report said scrutiny by police and government officials
was a common occurrence, but harassment was stepped
up after it was published. “Sometimes people from the

police station visit you. Other times from the home ministry.
It was intimidating,” the researcher said. The person, who
asked not to be named for fear of reprisal, said police offi-
cers asked questions like “How was that trip to Turkey?’,”
to make it clear the subjects were under surveillance.

When Sameer Kochhar, a social scientist and author of
books on Aadhaar, demonstrated how the system’s biomet-
rics safeguards could be bypassed last year, UIDAI filed a
police report in New Delhi, a person familiar with the matter
said. Subsequently, Kochhar received at least three notices
from the Delhi Police alleging that he had violated 14 sec-
tions under three separate laws, the person said. Kochhar’s
lawyer declined comment. Delhi Police officials declined
comment. Critics have warned Aadhaar could be used as an
instrument of state surveillance while data security and pri-
vacy regulations are still to be framed. —Reuters
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The Trump administration is sending “a clear and
strong signal that in its view Israel has every right to
unilaterally and pre-emptively confront any national

security threats to it that are coming from Syria,” Nicholas
Heras, Middle East security fellow at the Center for a New
American Security think tank, told KUNA yesterday. Heras
was responding to questions about the US stance in the
wake of the downing of an Israeli F-16 fighter jet by Syrian
antiaircraft fire, which led to Israel carrying out extensive
airstrikes inside Syria on Saturday.

Analysts interviewed by KUNA, as well as recent
remarks by US Defense Secretary James Mattis, empha-
sized the hand of Iran in the latest military developments in
Syria. “Israel’s willingness to use military power, carefully
walking up an escalation ladder depending on the threat
from Iranian and Hezbollah forces that are actively operat-
ing in Syria, is not contradictory to the Trump team’s Syria
strategy,” Heras said. 

The government of Israel and the Trump administra-
tion “are greatly concerned with Iran’s effort to turn the
Assad-controlled areas of western Syria into one large
armed camp for Hezbollah and other Iranian-mobilized
Shia militias to carry a war into the territory of Israel
itself,” he said. The Trump team “has laid out a vision
quite clearly that it seeks to diminish Iran in Syria, in all
facets of Iranian influence there, and Israel’s military
capabilities are a key part of that strategy,” Heras said.
“There is going to be no daylight between President
Trump and the Israelis in regard to Israel’s freedom of
action in Syria.” 

An Iranian drone’s penetration of Israeli airspace was “a
clear provocation, and the strong Israeli reaction wasn’t
surprising,” Ibrahim Al-Assil, a Syrian political analyst, civil
society activist and resident fellow at the Middle East
Institute, told KUNA. The Iranian presence near Israeli
borders is “a big concern for Israeli security”, he added.
The US has emphasized its intention to curb Iranian desta-
bilizing activities in the region, but has not outlined a clear
strategy to do so, he said.  

“In Syria, Iran has increased its influence on the regime
and the armed forces, and even Russia can’t limit that influ-
ence in Syria,” Assil said.  “The United States might need to
draw some red lines for Iranian military activities in Syria,”
he said. “Iran seems to be thinking about its next step, and
might turn its militias on the ground in Syria toward other
regional targets - after they succeeded in securing wide
territories in Syria and pushing the Syrian opposition
forces.” It will not be an easy task for the US, and “requires
tremendous diplomatic efforts” from Secretary of State
Rex Tillerson, Assil said.

Air power  
The Israeli air force has dominated the skies over

Syria and Lebanon for decades, Hady Amr, a non-resident
senior fellow in foreign policy at the Brookings
Institution’s Center for Middle East Policy, told KUNA.
“Indeed, we heard this weekend from the Israeli air force
that they have flown thousands of sorties over Syria in the
past year alone,” he noted.

The detente between Israel, Lebanon and Syria “has
been tense as of late,” Amr said. “While the incident will
certainly raise tensions, we should all hope that calmer
heads will prevail,” he said. “We also don’t know yet if this
incident will alter the balance of power in the skies over
Syria and cause Israel to hold back on further missions,
but we do know that the Israeli military is a learning
organization and will adapt.”

Beyond issuing statements supporting Israel’s right to
defend itself against Iranian and Syrian aggression in the
Golan Heights, the US has not responded to the downing
of the Israeli jet “in a meaningful way,” Alia Awadallah,
research associate for National Security and International
Policy at the Center for American Progress think tank, told
KUNA. “Even with the announcement of a small US resid-
ual force in Syria to counter Iranian influence, US troops
are focused on northeastern Syria and show no sign of
getting involved in the Golan,” Awadallah said. Israeli lead-
ers are aware of this and instead directing their response
to Russia President Vladimir Putin, who they hope will
reign in Iran and Syria from more transgressions, she said.
“The United States has actively avoided becoming
involved in this area, but if there are further incidents you
would expect it to take a more active role in mediating and
de-escalating tensions to avoid a conflict,” Awadallah said.  

Mattis on Sunday said “everywhere we find trouble in
the Middle East, you find the same thing behind it.
Whether it be in Yemen or Beirut, or in Syria, in Iraq, you
always find Iran engaged.” “If you live in the region,
there’s no doubt what Iran is doing,” Mattis said. “If
you’re in Bahrain, and the police there have captured
explosives and that sort of thing, clearly from Iran; if
you’re picking up debris in Saudi Arabia of Iranian mis-
siles; or you’ve got explosive boats, remote-controlled
boats out in the Red Sea, you can see where Iran is
either producing the wherewithal for the fight or actually
leading the fight, in some cases.” The Quds Force leader-
ship is evident in Iraq and Syria, he noted. Syria is pro-
viding a way “for Iran to give weapons, including more
sophisticated weapons, to the Lebanese Hezbollah,” and
Israel “has an absolute right to defend themselves,”
Mattis said, commenting on the recent Israeli airstrikes
inside Syria. “They (the Israelis) don’t have to wait until
their citizens are dying under attack before they actually
address that issue.”  —KUNA 
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South Sudan civil 
war drives more 
children onto 
streets, into work

When Malit ran away from home a
year ago, he didn’t know he
would be eating from the

garbage and sleeping rough. But the 12-
year-old insists life on the streets of Aweil, a
city in South Sudan’s northwest, is better
than the one he left. “My father left us and
moved to Sudan and my mother wasn’t able
to cook food for us every day,” Malit told
the Thomson Reuters Foundation, devouring
a mango including its peel. “I was always
hungry. That’s why I decided to run away.”

Hunger, fuelled by a protracted civil war
and a failed economy, has pushed children
like Malit into labor or life on the streets,
according to a report by the United
Nations’ Food and Agriculture
Organization (FAO). South Sudan - the
world’s youngest country which gained
independence in 2011 - is wrestling one of
the world’s worst humanitarian crises.

The UN children’s agency UNICEF says
every second person in the population of
12 million is hungry, 72 percent of children
are out of school, and 4.2 million children
need help. The United Nations says almost
19,000 children have been recruited, many
by force, by armed groups in the civil war
that started in 2013 when clashes erupted
between troops loyal to President Salva
Kiir and his former deputy Riek Machar.

Malit roams the streets with two other
children during the day seeking food. The
three are often on the lookout for ways to

snitch some money. None attend school.
Malit says there are hundreds of street
children in Aweil. In the capital Juba, up to
3,000 children live on the street, and that
number is increasing daily, said the Mind
and Soul Institute, a local charity that
works with street children. Charity workers
say other factors driving child homeless-
ness include family break-ups, abuse,
polygamy practices and neglect.

Children suffering
Tens of thousands of people have since

been killed since the war erupted and a
third of the population fled their homes.
The economy and security have deterio-
rated. A peace deal signed in 2015 was lat-
er ignored, and a ceasefire negotiated in
December was violated within hours.
Peace talks resumed in Ethiopia’s capital
Addis Ababa on Feb 5 and are ongoing. 

Children suffer worst of all, said Bester
Mulauzi, country director of program
development for Save the Children that
gives cash and farming supplies to families
to help keep children off the streets.
“Children living on the streets face
unimaginable dangers. They risk being
forcibly recruited by armed groups and are
more likely to be abused and exploited,” he
said. “Many children are working and living
on the streets simply out of sheer necessity
to feed themselves.” 

Others, like 6-year-old Akok, are tasked
with caring for younger siblings. Akok’s
mother left their remote village near the
border with Sudan a year ago, bringing two
children to Aweil where they stay at a
friend’s compound. During the day, Akok
looks after her baby brother while her
mother scours the town for food, which she
regularly sends to her village for Akok’s oth-
er siblings. Dinner for Akok is often just
leaves. Her bed is the floor of the compound
which the family shares with some goats.

“My mum is away all day and it’s scary. If
something happened to my baby brother, I
wouldn’t know what to do,” she said.

Heavy burden
Nicholas Kerandi, a food security spe-

cialist at the FAO, said children had to care
for their siblings in many households as the
men had joined the army or left to find
work in Sudan. “(That) leaves women with
incredibly little time to both provide food
and care for their children,” he said. “Child
care then often becomes the responsibility
of the older brothers and sisters.”

Many children are also compelled to
work. Nyang, 13, gets up before dawn to
spend the day at one of Aweil’s brickmak-
ing sites, carrying clay cubes up a hill to
dry in the sun. About 30 children work at
the site, which is the size of two football
fields, for less than one dollar a day. “There
is no child labor law in South Sudan that is

specifically protecting children. (The issue)
is not taken seriously, also because of cul-
tural beliefs,” said James Alau Sabasio of
the Mind and Soul Institute.

Nyang said he is the only one in a family
of 10 earning a salary. “My father is a
teacher but hasn’t been paid in the last year,
and my mother collects firewood and tries
to sell it,” he said. The bricksite manager is
28-year-old Thong, who does not object to
employing children. “They are cheaper and
still work hard,” he said, adding that he is
respected in his community and helps many
families to survive. He said the conflict and
a lack of food are the reasons so many chil-
dren work or live on the street. Gathered
around a fire at night with friends, Malit
said he missed his family and wanted to go
home. “But I know there is no food. My
friends take care of me now,” he said. “If
more food comes to this country, I will go
home to my family.” —Reuters 

Nyang, 13, carries heavy bricks on Jan 17, 2018. He is responsible to provide
food for his whole family in Aweil, South Sudan. —Reuters 


