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WASHINGTON: The US military displays what it says are Iranian weapons, at Joint Base Anacostia-Bolling in Washington, DC. Senior US officials presented what the Pentagon called ‘clear and tangible evidence’ that Iran is arming
dangerous groups with “advanced weapons” and is fueling instability across the Middle East. — AFP 

LONDON: Website Nile Net Online promises
Egyptians “true news” from its offices in the
heart of Cairo’s Tahrir Square, “to expand the
scope of freedom of expression in the Arab
world.” Its views on America do not chime with
those of Egypt’s state media, which celebrate
Donald Trump’s warm relations with Cairo. In
one recent article, Nile Net Online derided the
American president as a “low-level theatre
actor” who “turned America into a laughing
stock” after he attacked Iran in a speech at the
United Nations.

Until recently, Nile Net Online had more
than 115,000 page-followers across Facebook,
Twitter and Instagram. But its contact tele-
phone numbers, including one l isted as
0123456789, don’t work. A Facebook map
showing its location dropped a pin onto the
middle of the street, rather than any building.
And regulars at the square, including a news-
paper stallholder and a policeman, say they
have never heard of the website.

The reason: Nile Net Online is part of an
influence operation based in Tehran. It’s one of
more than 70 websites found by Reuters which
push Iranian propaganda to 15 countries, in an
operation that cybersecurity experts, social
media firms and journalists are only starting to
uncover. The sites found by Reuters are visited
by more than half a million people a month, and
have been promoted by social media accounts
with more than a million followers.

The sites underline how political actors
worldwide are increasingly circulating distort-
ed or false information online to influence
public opinion. The discoveries follow allega-
tions that Russian disinformation campaigns
have swayed voters in the United States and
Europe. Advisers to Saudi Arabia’s crown
prince, and the army in Myanmar, are also
among those using social media to distribute
propaganda and attack their enemies. Moscow
has denied the charges; Riyadh and Yangon
have not commented.

Former CIA director John Brennan told
Reuters that “countries around the globe” are
now using such information warfare tactics.
“The Iranians are sophisticated cyber players,”
he said of the Iranian campaign. “There are ele-
ments of the Iranian intelligence services that
are rather capable in terms of operating
(online).” Traced by building on research from
cybersecurity firms FireEye and ClearSky, the
sites in the campaign have been active at differ-
ent times since 2012. They look like normal news
and media outlets, but only a couple disclose
any Iranian ties.

Reuters could not determine whether the
Iranian government is behind the sites; Iranian
officials in Tehran and London did not reply to
questions. But all the sites are linked to Iran in
one of two ways. Some carry stories, video and
cartoons supplied by an online agency called
the International Union of Virtual Media
(IUVM), which says on its website it is head-
quartered in Tehran. Some have shared online
registration details with IUVM, such as
addresses and phone numbers. Twenty-one of
the websites do both.

Emails sent to IUVM bounced back and
telephone numbers the agency gave in web
registration records did not work. Documents
available on the main IUVM website say its
objectives include “confronting with remark-
able arrogance, western governments and

Zionism front activities.” Nile Net Online did
not respond to questions sent to the email
address on its website. Its operators, as well as
those of the other websites identified by
Reuters, could not be located. Previous owners
identified in historical registration records
could not be reached. The Egyptian govern-
ment did not respond to requests for comment.

Some of the sites in the Iranian operation
were first exposed in August by companies
including Facebook, Twitter and Google’s par-
ent, Alphabet, after FireEye found them. The
social media companies have closed hundreds
of accounts that promoted the sites or pushed
Iranian messaging. Facebook said last month it
had taken down 82 pages, groups and accounts
linked to the Iranian campaign; these had gath-
ered more than one million followers in the
United States and Britain.

But the sites uncovered by Reuters have a
much wider scope. They have published in 16
different languages, from Azerbaijani to Urdu,
targeting Internet users in less-developed
countries. That they reached readers in tightly
controlled societies such as Egypt, which has
blocked hundreds of news websites since 2017,
highlights the campaign’s reach.

A news site called Another Western Dawn
which says its focus is on “unspoken truth.” It
fooled the Pakistani defense minister into issu-
ing a nuclear threat against Israel; Ten outlets
targeting readers in Yemen, where Iran and US
ally Saudi Arabia have been fighting a proxy
conflict since civil war broke out in 2015; A
media outlet offering daily news and satirical
cartoons in Sudan. Reuters could not reach any
of its staff; A website called Realnie Novosti, or
“Real News,” for Russian readers.

It offers a downloadable mobile phone app
but its operator could not be traced. The news
on the sites is not all fake. Authentic stories sit
alongside pirated cartoons, as well as speeches
from Iran’s Supreme Leader Ayatollah Ali
Khamenei. The sites clearly support Iran’s gov-
ernment and amplify antagonism to countries
opposed to Tehran - particularly Israel, Saudi
Arabia and the United States. 

Nile Net’s “laughing stock” piece was
copied from an Iranian state TV network arti-
cle published earlier the same day. Some of the
sites are slapdash. The self-styled, misspelled
“Yemen Press Agecny” carries a running
update of Saudi “crimes against Yemenis dur-
ing the past 24 hours.” Emails sent to the
agency’s l isted contact, Arafat Shoroh,
bounced back. The agency’s address and
phone number led to a hotel in the Yemeni
capital, Sana’a, whose staff said they had never
heard of Shoroh.

The identity or location of the past owners
of some of the websites is visible in historical
Internet registration records: 17 of 71 sites
have in the past listed their locations as Iran or
Tehran, or given an Iranian telephone or fax
number. But who owns them now is often hid-
den, and none of the Iranian-linked operators
could be reached. More than 50 of the sites
use American web service providers Cloudflare
and OnlineNIC - firms that provide website
owners with tools to shield themselves from
spam and hackers. 

Frequently, such services also effectively
conceal who owns the sites or where they are
hosted. The companies declined to tell Reuters
who operates the sites. Under USlaw, hosting

and web services companies are not generally
liable for the content of sites they serve, said
Eric Goldman, co-director of the High Tech
Law Institute at Santa Clara University. Still,
since 2014, US sanctions on Iran have banned
“the exportation or re-exportation, directly or
indirectly, of web-hosting services that are for
commercial endeavours or of domain name
registration services.”

Douglas Kramer, general  counsel  for
Cloudflare, said the services it provides do
not include web-hosting services. “We’ve
looked at those various sanctions regimes, we
are comfortable that we are not in violation,”
he said. A spokesman for OnlineNIC said
none of the sites declared a connection to
Iran in their registration details, and the com-
pany was in full compliance with US sanc-
tions and trade embargoes. The US Treasury’s
Office of Foreign Assets Control (OFAC)
declined to comment on whether it planned
an investigation.

Another western dawn 
The Kremlin is widely seen as the super-

power in modern information warfare. From
what is known so far, Russia’s influence oper-
ation - which Moscow denies - dwarfs Iran’s.
According to Twitter, nearly 4,000 accounts
connected to the Russian campaign posted
over 9 million tweets between 2013 and 2018,
against over 1 million tweets from fewer than
1,000 accounts believed to originate in Iran.
Even though the Iranian operation is smaller,
i t  has had impact  on volat i le  topics .
AWDnews - the s i te  with the focus on
“unspoken truth” - ran a false story in 2016
which prompted Pakistan’s defense minister
to warn on Twitter he had the weapons to
nuke Israel. 

He only found out that the hoax was part of
an Iranian operation when contacted by
Reuters. “It was a learning experience,” said
the deceived politician, 69-year-old Khawaja
Asif, who left Pakistan’s government earlier this
year. “But one can understand that these sorts
of things happen, because fake news has
become something huge. It’s something which
anyone is capable of now, which is very dan-
gerous.”

Israeli officials did not respond to a request
for comment. AWDnews publishes in English,
French, Spanish and German and, according to
data from web analytics company SimilarWeb,
receives around 12,000 unique visitors a
month. Among others who shared stories from
AWDnews and the other websites identified by
Reuters were politicians in Britain, Jordan,
India, and the Netherlands; human-rights
activists; an Indian music composer and a
Japanese rap star.

Jobs for women
FireEye, a US cybersecurity firm, originally

named six websites as part of the Iranian influ-
ence operation. Reuters examined those sites,
and their content led to the Tehran-based
International Union of Virtual Media. IUVM is
an array of 11 websites with names such as
iuvmpress, iuvmapp and iuvmpixel. Together,
they form a library of digital material, including
mobile phone apps, items from Iranian state
media and pictures, video clips and stories
from elsewhere on the web, which support
Tehran’s policies. —Reuters

How Iran spreads disinformation worldwide
Reuters finds 71 websites in global influence operation
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Charlottesville 
victims recount 
their life-altering 
injuries at trial
CHARLOTTESVILLE: Jeanne Peterson
was fast on her feet till she was struck
by a car last year in Charlottesville driv-
en by a neo-Nazi accused of attacking
her. Now, she finds it difficult to walk
unassisted. Wednesday Bowie almost
bled to death when her pelvis was
crushed in six places by the same
Dodge Challenger and has been left
with a “permanent gait” after it healed
diagonally.

Both women took the witness stand
Friday-Peterson with the help of a bailiff-
on the second day of court proceedings
against James Alex Fields Jr. Fields, 21, is
accused of first degree murder over the
killing of 32-year-old paralegal Heather

Heyer, as well as hit-and-run charges and
eight counts of causing serious injury
when he plowed into a crowd of counter-
protesters at a white supremacist rally.
Peterson, whose right leg was crushed by
the impact, recounted attending the Unite
the Right rally to protest against the pres-
ence of hundreds of white supremacists in
her beloved Virginia hometown.

Confrontations broke out, which led
city authorities to declare the rally an
“unlawful gathering,” and the far-right
protesters began to disperse. The previ-
ously charged atmosphere became “joy-
ful, it was celebratory and convivial,”
said Peterson, with counter-protesters
happy because “the alt-right hadn’t
been able to make any of their hateful
speeches.” She didn’t see Fields’ car
coming. “I just heard three bumps,”
Peterson said-realizing only later that
two were his vehicle running over her
right leg, and one reversing back over it.
“I saw Heather Heyer up in the air and
remember thinking to myself ‘That’s
what someone’s eyes look like when
they are dead.’” —AFP


