
NEW DELHI: US technology giants plan to
intensify lobbying efforts against stringent Indian
data localization requirements, which they say
will undermine their growth ambitions in India,
sources told Reuters. US trade groups, repre-
senting companies such as Amazon, American
Express and Microsoft, have opposed India’s
push to store data locally. That push comes amid
rising global efforts to protect user data but is
one that could hit planned investments by the
firms in the Indian market, where the companies
currently have limited data storage.

The issue could further undermine already
strained economic relations between India and
the United States. Technology executives and
trade groups have discussed approaching Prime
Minister Narendra Modi’s office to appraise him
of their worries. Separately, the industry is con-
sidering pitching the issue as a trade concern,
including at the India-US talks in September in
New Delhi, according to two sources familiar
with the matter.

Though a final decision hasn’t been made, the
deliberations come while the United States and
India are locked in a dispute over US tariff
increases and on the Indian policy of capping
prices of medical devices, which hurts American
pharmaceutical companies. “This issue is impor-
tant enough to be discussed at the India-US
trade level,” said Amba Kak, a global public poli-
cy adviser at the Internet company Mozilla Corp.

“Data localization is not just a business con-
cern, it potentially makes government surveil-
lance easier, which is a worry.” Stricter localiza-
tion norms would help India get easier access to
data when conducting investigations, but critics
say it could lead to increased government
demands for data access. Technology firms wor-
ry the mandate would hurt their planned invest-
ments by raising costs related to setting up new
local data centres.

Greater use of digital platforms in India for
shopping or social networking have made it a
lucrative market for technology companies,
but a rising number of data breaches have
pushed New Delhi to develop strong data
protection rules. 

Shamika Ravi, a member of Modi’s eco-
nomic advisory council, said data localization
was a global phenomena and India wasn’t an
outlier. “It’s in the long term strategic and

economic interest,” said Ravi, who is also a
research director at Brookings India.

Extensive meetings 
The main government committee on data pri-

vacy last month proposed a draft law, recom-
mending restrictions on data flows and propos-
ing that all “critical personal data” should be
processed only within the country. It would be
left to the government to define what qualifies as
such data. Global companies are coming togeth-
er to push back. In a meeting last week organ-
ized by lobby group US-India Strategic
Partnership Forum, executives from Facebook,
Mastercard, Visa, American Express, PayPal,
Amazon, Microsoft and others discussed plans
to approach Indian lawmakers, including Indian
parliamentary panels on information technology
(IT) and finance, five sources said. The industry
also discussed approaching media and internet
groups to explain why data localization would
be bad for India’s booming IT, e-commerce and
payments landscape, the sources said. “People
are fairly stressed and scared,” said an executive
working for a multinational technology firm.

The US-India lobby group said it was “nearly
impossible” to implement “industry-specific reg-
ulations in our global data environment without
the ripples being felt”. It didn’t comment on its
recent meeting, but said it will continue facilitat-
ing policy discussions. Mastercard, American

Express and Amazon didn’t respond to a request
for comment, while Facebook, Microsoft, Visa
and PayPal declined to comment.

The Indian bill, which was opened for public
comments this week, will later go to parliament
for approval. The US-India Business Council, a
lobby group that is part of the US Chamber of
Commerce, has brought in the Washington-
headquartered law firm Covington & Burling to
suggest submissions on India’s data protection
law. The firm’s 43-page draft recommendations,

seen by Reuters, listed removing data localiza-
tion requirements as a top priority and called
New Delhi’s proposed move a “protectionist
approach”. The US-India Business Council
didn’t comment on how it would act on the rec-
ommendations of Covington & Burling, which
declined comment. The lobby group’s president,
Nisha Biswal, however said India’s draft privacy
law was of “great importance,” and that the
group would share its concerns with the gov-
ernment directly. — Reuters 

US govt seeks 
Facebook help 
to wiretap
Messenger
SAN FRANCISCO: The US government is
trying to force Facebook Inc to break the
encryption in its popular Messenger app so
law enforcement may listen to a suspect’s
voice conversations in a criminal probe, three
people briefed on the case said, resurrecting
the issue of whether companies can be com-
pelled to alter their products to enable sur-
veillance. The previously unreported case in
a federal court in California is proceeding
under seal, so no filings are publicly available,
but the three people told Reuters that
Facebook is contesting the US Department of
Justice’s demand.

The judge in the Messenger case heard
arguments on Tuesday on a government
motion to hold Facebook in contempt of court
for refusing to carry out the surveillance
request, according to the sources, who spoke
on condition of anonymity. Facebook and the
Department of Justice declined to comment.
The Messenger issue arose in Fresno,
California, as part of an investigation of the
MS-13 gang, one of the people said.

US President Donald Trump frequently
uses the gang, which is active in the United
States and Central America, as a symbol of lax
US immigration policy and a reason to attack
so-called “sanctuary” laws preventing police
from detaining people solely to enforce immi-
gration law. Trump called members of the gang
“animals” this year when the Sheriff of Fresno
County complained that California laws limit-
ed her co-operation with federal immigration
enforcement targeting gang members.

The potential impact of the judge’s coming
ruling is unclear. If the government prevails in
the Facebook Messenger case, it could make
similar arguments to force companies to
rewrite other popular encrypted services such
as Signal and Facebook’s billion-user
WhatsApp, which include both voice and text
functions, some legal experts said.

Law enforcement agencies forcing technol-
ogy providers to rewrite software to capture
and hand over data that is no longer encrypted
would have major implications for the compa-
nies which see themselves as defenders of indi-
vidual privacy while under pressure from police
and lawmakers. Similar issues came into play
during a legal fight in 2016 between the Federal
Bureau of Investigation and Apple Inc over

access to an iPhone owned by a slain sympa-
thizer of Islamic State in San Bernardino,
California, who had murdered county employ-
ees. In the Apple case the company argued
that the government could not compel it to
create software to breach the phone without
violating the company’s First Amendment
speech and expression rights. The government
dropped the litigation after investigators got
into the phone with a contractor’s help. Unlike
the San Bernardino case, where the FBI want-
ed to crack one iPhone in its possession, pros-
ecutors are seeking a wiretap of ongoing
voice conversations by one person on
Facebook Messenger.

Facebook is arguing in court that
Messenger voice calls are encrypted end-to-
end, meaning that only the two parties have
access to the conversation, two of the people
briefed on the case said. Ordinary Facebook
text messages, Alphabet Inc’s Gmail, and other
services are decrypted by the service
providers during transit for targeted advertis-
ing or other reasons, making them available
for court-ordered interception.

End-to-end encrypted communications, by
contrast, go directly from one user to another
user without revealing anything intelligible to
providers. Facebook says it can only comply with
the government’s request if it rewrites the code
relied upon by all its users to remove encryption
or else hacks the government’s current target,
according to the sources. Legal experts differed
about whether the government would likely be
able to force Facebook to comply.

Stephen Larson, a former judge and federal
prosecutor who represented San Bernardino
victims, said the government must meet a high
legal standard when seeking to obtain phone
conversations, including showing there was no
other way to obtain the evidence. Still, the US
Constitution allows for reasonable searches,
Larson said, and if those standards are met,
then companies should not be able to stand in
the way. A federal appeals court in Washington
DC ruled in 2006 that the law forcing tele-
phone companies to enable police eavesdrop-
ping also applies to some large providers of
Voice over Internet Protocol, including cable
and other broadband carriers servicing homes.
VoIP enables voice calls online rather than by
traditional circuit transmission.

However, in cases of chat, gaming, or other
internet services that are not tightly integrated
with existing phone infrastructure, such as
Google Hangouts, Signal and Facebook
Messenger, federal regulators have not
attempted to extend the eavesdropping law to
cover them, said Al Gidari, a director of priva-
cy at Stanford University Law School’s Center
for Internet and Society. “A messaging plat-
form is excluded,” maintains Gidari, who is not
involved in the Fresno case. — Reuters 
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Under-fire Apple
removes 25,000 
apps in China
BEIJING: Apple said yesterday it had
removed many gambling-related apps from its
Chinese app store as the US giant comes
under scrutiny amid trade tensions between
Beijing and Washington. Apple removed
25,000 apps suspected of facilitating gam-
bling and illegal lotteries, state broadcaster
CCTV reported on Sunday, emphasizing there
was still work to be done.

“Reporters have discovered even after the
Apple company’s large-scale repairs, loop-
holes still exist,” said CCTV anchor Chang
Xiao. A CCTV report last month accused the
company of allowing illegal gambling apps to
proliferate. “We have already removed many
apps and developers for trying to distribute
illegal gambling apps on our App Store, and
we are vigilant in our efforts to find these and
stop them from being on the App Store,” the
company said in a statement.

With the rhetoric between Washington and
Beijing heating up, China’s state media has
probed for deficiencies in Apple’s China oper-
ations.  Another state media report last month
tore into Apple for what it claimed was inade-
quate filtering of messages sent through its
iMessage service. The app store clearance did
little to abate the criticism from CCTV.

“With the help of the Apple platform, the

(gambling app operators) can directly profit,”
a law professor was quoted as saying in the
latest CCTV segment, adding it was Apple’s
responsibility not only to remove the apps
from the store but to cut off access from
phones to which they have been downloaded.
China is one of Apple’s largest markets,
accounting for roughly 20 percent of its rev-
enue last year. CEO Tim Cook has spent much
time in recent years courting authorities.

But Apple’s major market presence as the
trade battle rages has placed its products
front and centre for criticism. Apple has taken

several steps to satisfy Chinese regulators,
including this summer transferring control of
Chinese user data to a state-owned company.
The move was met by criticism from some
rights groups and even Chinese users worried
about data privacy. 

Apple also upset rights groups last year
when it restricted its Chinese customers’
access to Virtual Private Networks, which
allow users to circumvent China’s Great
Firewall and to access blocked websites such
as Facebook, Twitter and The New York
Times.  — AFP 

BEIJING: Women pose for a selfie in front of an Apple Store undergoing reno-
vation at a mall. — AFP  

US health secretary
says agency has 
power to eliminate
drug rebates
WASHINGTON: US Health and Human Services
Secretary Alex Azar said it was within his agency’s power
to eliminate rebates on prescription drug purchases, a
key element of the Trump administration’s plan to lower
prescription medicine costs. Such rebates are negotiated
in the United States by pharmacy benefits managers
(PBMs) to lower the cost of medicines for their clients,
including large employers and health plans that cover
tens of millions of Americans.

Drugmakers say they are under pressure to provide
rebates to the few PBMs that dominate the market and
that those payers do not pass on enough of those savings
to patients - a contention the PBMs dispute. The drug-
makers say the rebates force them to raise the price of

their therapies over time to preserve their business. The
Trump administration has been receptive to that argu-
ment. Azar, in an interview with Reuters on Friday, said
rebates created a perverse incentive to continuously
raise drug prices.

Azar, a former top executive at drugmaker Eli Lilly &
Co, is trying to deliver on President Donald Trump’s prom-
ises to lower the cost of prescription drugs for Americans,
which Trump made a major priority during his 2016 presi-
dential campaign. The Department of Health and Human
Services last month proposed regulations that would scale
back protections for rebates that might otherwise be ille-
gal under a federal anti-kickback law.

The PBM industry has challenged that move, saying
HHS cannot eliminate rebates on its own and would need
Congress to change the federal statute. The ultimate
responsibility for high drug prices, those companies say,
lies with the manufacturers who set those prices. Azar
contends that the current rebates are a product of previ-
ous HHS regulation. “What one has created by regulation,
one could address by regulation,” he added. He did not say
when such new regulations, which are being reviewed by
the Office of Management and Budget, might take effect.
“The question of rebates may very well be fundamental to

the issue of how you reverse these constant incentives to
higher list prices (for medicines).”

Campaign issue 
The cost of healthcare, and prescription drugs specifi-

cally, is expected to be a major campaign issue ahead of
November elections, in which Democrats are seeking to
take control of the U.S. House of Representatives and
Senate from Trump’s Republicans. In May, Trump unveiled
a “blueprint” comprising dozens of proposed policies to
give the government greater leverage over drug prices, but
did not support changes to give the federal government’s
Medicare health plan for seniors direct negotiating power
with drugmakers. Critics say that has spared the pharma-
ceutical industry any real challenge to its pricing practices.

Azar defended the administration’s actions, noting that
more than a dozen leading drugmakers, including Pfizer Inc,
Merck & Co and Celgene Corp, had pledged to hold off on
further price increases this year. “They are seeing where
this is going, they are seeing that we are ticking off the
blueprint items one by one,” Azar said. “We are not depend-
ent on the voluntary action of pharmaceutical companies.
We are not counting on their goodwill or their altruism. ...
They’re just changing because they see that’s the future.”

Critics say the drug price pledges by major drugmakers are
largely window dressing. Since May, HHS has given
Medicare Advantage health plans, which are administered
by private-sector health insurers, new tools to lower pre-
scription drug costs. The agency’s Food and Drug
Administration has unveiled a plan to boost the use of
biosimilars, which are cheaper versions of expensive biotech
medicines. Azar has directed the FDA to establish a working
group to study how to import drugs safely from other coun-
tries if a drugmaker dramatically raises prices.

The actions have already sparked concerns. Last week, a
leading group of rheumatologists met with Azar to discuss
changes to Medicare Advantage that could force some
patients to try a less effective, cheaper medication for a period
of time before their health plan would cover a more expensive
therapy. HHS said Azar emphasized the agency’s interest in
lowering drug prices but expressed openness to alleviating
burdens that could be placed on physicians as a result of the
new rule. Azar said he spoke with Trump every few days,
either in person or over the phone and that in every conver-
sation, the president wanted to hear about progress on low-
ering prescription medicine costs. “I have never once had a
meeting or phone call with the president where we have not
talked about drug pricing,” Azar said.  — Reuters  

Heatwaves, rains
may become
more severe 
as weather stalls
OSLO: Scorching summer heatwaves and down-
pours are set to become more extreme in the
northern hemisphere as global warming makes
weather patterns linger longer in the same place,
scientists said yesterday. They said there was a
risk of “extreme extremes” in North America,
Europe and parts of Asia because manmade
greenhouse gas emissions seemed to be disrupt-
ing high-altitude winds that blow eastwards in
vast, looping “planetary waves”.

“Summer weather is likely to become more
persistent - more prolonged hot dry periods,
possibly also more prolonged rainy periods,”
said Dim Coumou, lead author of the study at the
Potsdam Institute for Climate Impact Research
(PIK) and Vrije Universiteit Amsterdam. “Both
can lead to extremes” such as heat, drought,
wildfires or flooding, he told Reuters of the find-

ings in the journal Nature Communications,
based on a review of existing scientific literature.

Many parts of the northern hemisphere have
experienced baking heat this summer, with wild-
fires from California to Greece. Temperatures
topped 30 Celsius (86 Fahrenheit) even in the
Arctic Circle in northern Europe. The stalling of
weather patterns could threaten food produc-

tion. “Persistent hot and dry conditions in
Western Europe, Russia and parts of the U.S.
threaten cereal yields in these breadbaskets,”
the authors wrote.

They linked the slowdown in weather pat-
terns to the Arctic, which is heating at more
than twice the global average amid climate
change. — Reuters

This aerial picture shows a giant roll of more than 2500 laminated postcards
displayed for an exhibit test of an action against climate change, in the
Aletsch Glacier near the Jungfraujoch in the Swiss Alps. — AFP 


