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When Favor Tata, an African expat, got a call
last month from someone posing as a cus-
tomer care representative at one of the
telecommunication companies in Kuwait, the

offer was too enticing to refuse and she saw no reason
for not handing over some of her bank details. “Congrat-
ulations! You (your phone number) have just won a sum
of KD 10,000 through a draw. We just need your full
name, civil ID number and the last four digits of your ac-
count number,” the caller requested. It wasn’t until she
read between the lines in the email that subsequently fol-
lowed the call that she realized that scammers had gained
access to her private information. 

They pose as professionals - lawyers, government
officials, company executives, royal family members,
etc as they prey on their victims, luring them with give-
away offers. Some scammers are crafty and use mock
corporate mail extensions, which are available via some
free email providers. For credibility, some fraudsters
pretend to be Europe-based and use what look like
foreign telephone numbers. 

“It is not uncommon for companies to call you and

offer you better services or special promotional offers -
but these days, scammers are tapping in and hacking
people’s information. On many occasions, the victim will
be given an email address or phone number of a third
party and asked to contact him or her. Usually, it is the
same scammer using a different email address. The pur-
pose of this is to draw the victim deeper into the plot and
darken reality. In some cases, the victims will be asked to
provide their bank information,” Kuwaiti legal practi-
tioner Nawaf Al-Fusia explained.

A Lebanese expat told Kuwait Times about her ordeal.
“I got a message on my Instagram account from some-
one claiming to be a sheikha from the UAE. The scammer
later sent the ID card and personal information of
“Sheikha Mariam” as proof via WhatsApp and requested
me to send $1,000 to a Syrian woman. The so-called
sheikha promised to reward me handsomely in apprecia-
tion and asked for my bank details. I rejected the offer
because there is no way a sheikha from such a ruling
family will be asking someone she doesn’t know to send
money,” Sareena Sahar explained. 

Technology has made it easier and cheaper for scam-
mers and telemarketers to connect with people - and
also makes it difficult to identify and deal with a fake call.

These days, scammers are finding ways to get their calls
through, with some unscrupulous companies hiding the
real numbers from which the calls originated. Recently,
an Egyptian man reported that an unidentified person
stole KD 16,000 from his bank account. The man, who
works in an oil company in Kuwait, told police that he
found the money missing from his account after someone
called him via Viber (with a local bank’s logo) claiming he
has won KD 8,000. He was asked to provide his personal
details for confirmation. 

MBA for $2,000
The latest tactics of phone scammers is to pretend to be

from online US universities. The scam begins with a phone
call to the potential victim. The scammers will offer you ad-
mission and subsequently lure you with a scholarship offer.
The victims will be asked to give their credit card’s last
digits. To make it real, scammers tell their victims that the
conversation is being recorded.

“They sent me an email congratulating me. I was told to
fill an online form - stating my name, contact numbers,
place of work, salary, years of experience, etc. After that, I
received a call from a Mrs Rosaline who claimed to be the
deputy registrar of a school. She told me that the school

Scammers change style and tactics 


