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LOS ANGELES: The caller who rang
Valerie Sobel’s cellphone had a horrifying
message: “We have Simone’s finger. Do
you want to see the rest of her in a body
bag?” Then came the sound of her
daughter, screaming in terror. “She called
me Mom (and said) ‘I’m terrified, please
help,’ “ Sobel recalled. In the hours that
followed, the kidnappers talked her into
wiring $4,000 for ransom. Only later did
she find out there had been no kidnap-
ping. It was a scam. “I was in bad shape
for days,” she said.

On Tuesday, police and federal agents
warned that so-called virtual kidnappings
are on the rise, and dozens of people
already have found themselves terrorized
into giving money to con artists. Los
Angeles police alone have received more

than 250 reports of such crimes in the past
two years, and people have wired more
than $100,000, said Capt. William Hayes,
who commands the Robbery Homicide
Division. By comparison, actual kidnap-
pings for ransom are rare. 

Los Angeles police typically receive 10
to 15 cases a year, including kidnappings
performed by other family members and
acquaintances, Hayes said. In the fake kid-
nappings, the callers demand that the vic-
tims remain on the phone so they don’t
have a chance to call their loved ones, offi-
cials said. “If you get a phone call like this,
immediately hang up,” Hayes said. “Contact
that loved one.” The FBI began investigat-
ing a spurt of cases in 2013. 

A multiagency probe dubbed
Operation Hotel Tango identified at least

80 people in several states who had
received such calls, although not all sent
money, said Gene Kowel, acting special
agent in charge of the FBI’s criminal divi-
sion in Los Angeles. However, many of the
crimes go unreported, he said. “It’s fair to
say there have been thousands of calls
made to US victims, primarily from Mexico,”
he said. Last week, a Texas woman became
the first person in the nation to be indicted
in connection with a virtual kidnapping
scheme. 

Ransom demands
Yanette Rodriguez Acosta, 34, of

Houston is charged with wire fraud, con-
spiracy to commit wire fraud and conspira-
cy to launder money. She is facing up to 20
years in prison for each of 10 counts if con-

victed. The indictment alleges that Acosta
and her partners used Mexican telephone
numbers to call people in Texas, California
and Idaho. They allegedly fooled people
into giving them tens of thousands of dol-
lars either through money drops or wire
transfers.

In some cases, the scammers choose
area codes and make cold calls, hoping to
catch an unsuspecting victim, officials said.
In others, the crooks may use social media
to obtain names of children and other
facts that can be used to frighten specific
victims. In Sobel’s case, she believes the
phony kidnappers obtained her daughter’s
voice, perhaps from her voicemail, and
then altered it. “I was convinced that this
was real,” she said. Fear for a child’s safety
can override skepticism, authorities said.

Even Los Angeles Police Department
Sgt. O.C. Smith was victimized. Smith said
he received a cellphone call about two
years ago while driving on a freeway.
“There was a woman ... screaming ‘Daddy,
Daddy help me. I’m in a van being taken
somewhere,’ “Smith said. Although he
didn’t recognize the voice, Smith said he
couldn’t take the risk that it was his daugh-
ter. The callers threatened to “put a bullet
in the back of her head” if he didn’t pay a
ransom, Smith said. He talked the phony
kidnappers’ ransom demands down from
$1 million to a mere $350, although in the
end he never paid. While on the phone
with them, he managed to flag down
Torrance, California, police officers who
were able to call and verify that his chil-
dren were safe at school.—AP

Authorities warn about the rise of virtual kidnapping scams

DUBAI: Mimecast Limited (NAS-
DAQ: MIME), a leading email and
data security company, yesterday
announced the results of its third
quarterly Email Security Risk
Assessment (ESRA),a report of the
results of tests which measure the
effectiveness of incumbent email
security systems. This quarter ’s
assessment noted a continued
challenge of securing organizations
from malicious attachments, dan-
gerous files types, impersonation
attacks, as well as spam - with near-
ly a quarter of “unsafe” email being
delivered to users’ inboxes.

Among the email security serv-
ices assessed, the tests found that
using Mimecast in conjunction with
prominent cloud-based email serv-
ice providers, including Google G
Suite and Microsoft Office 365,
would substantially improve results
by blocking thousands more email-
borne attacks. The report indicates
the need for organizations to
enhance their cyber resilience
strategies for email with a multi-lay-
ered approach that includes a
third-party security service
provider. 

“To achieve a comprehensive
cyber resilience strategy, organiza-
tions need to first assess the actual
capabilities of their current email
security solution. Then, they should
ensure there’s a plan in place that
covers advanced security, data
management and business conti-

nuity, as well as awareness training
to the end user, which combined
help prevent attacks and mitigate
business impact,” said Ed Jennings,
chief operating officer at Mimecast.
“These quarterly Mimecast ESRA
reports highlight the need for the
entire industry to work toward a
higher standard of email security.” 

Malware attachments on the rise
The risks to email  remain

whether delivered to a cloud-
based,  on-premises, or to a hybrid
email environment. Email remains
the top attack vector for delivering

security threats such as ran-
somware, impersonation, and mali-
cious files or URLs. Attackers
motives include credential theft,
extracting a ransom, defrauding
victims of corporate data and
funds and in several recent cases,
sabotage with data being perma-
nently destroyed. To date,
Mimecast ’s ESRA reports have
inspected the inbound email
received for 62,323 email users
over a cumulative 428 days. More
than 45 mill ion emails were
inspected, all of which had passed
through the incumbent email
security system in use by each
organization - of this, 31 percent
were deemed “unsafe” by
Mimecast. These assessments have
uncovered more than10.8 million
pieces of spam, 8,682 dangerous
file types, 1,778 known and 503
unknown malware attachments
and 9,677 impersonation emails to
date.

Common threats
When the data was sliced by

incumbent email security vendor
the report found that even some of
the top email cloud players were
missing commonly found
advanced security threats, high-
lighting the need for a multi-lay-
ered approach to email security.
Notably these cloud vendors are
leaving organizations vulnerable
by missing millions of spam emails

and thousands of threats and
allowing them to be delivered to
the users’ email inboxes. Many
organizations have a false sense of
security believing that a single
cloud email vendor can provide
the appropriate security measures
to ensure protection from email
threats.  This quarterly ESRA report
strongly indicates the need for
organizations to consider third par-
ty email security services to more
effectively secure their email and
increase their overall  cyber
resilience.

Late last year, Mimecast com-
missioned Forrester Consulting to
evaluate drivers of cloud-based
email adoption and to evaluate
their related business concerns and
expectations. The report, titled
Closing The Cloud Email Security
Gap, revealed that only 5 percent
of respondents are very confident
in the overall security capabilities
of their chosen email  cloud
provider. In fact, 44 percent of
respondents said they would
review the security implications of
their cloud provider more thor-
oughly if they were to deploy a
cloud-based email platform again.
In this report, Forrester Consulting
recommended that to enhance
their cyber resilience, these organi-
zations should leverage a third-
party security services provider to
defend against all forms of email-
borne threats.

Out of 45m emails 
25% are ‘unsafe’

Ed Jennings

NEW YORK: In this file photo, from left, an iPod, iPod Nano and iPod Shuffle
are displayed at an Apple store in New York. —AP

SAN FRANCISCO: The iPod Nano and iPod
Shuffle have played their final notes for
Apple. The company discontinued sales of
the two music players Thursday in a move
reflecting the waning popularity of the
devices in an era when most people store
or stream their tunes on smartphones. The
iPod product line stil l  remains alive,
though. Apple plans to continue selling its
internet-connected iPod Touch. In a show
of its commitment to the iPod Touch, Apple
doubled the storage capacity of its top of-
line model to 128 gigabytes. That version
costs $300. 

An iPod Touch with 32 gigabytes of stor-
age sells for $200. The Nano and Shuffle
came out in 2005 as less expensive and

smaller alternatives to Apple’s standard
iPod. The Cupertino, California, company
stopped updating the Nano and Shuffle
several years ago. Apple has long predicted
iPods would gradually fade away as more
people bought iPhones or other smart-
phones capable of playing music.

The company’s sales of iPods peaked in
its fiscal year 2008 when the devices gener-
ated revenue of $9.2 billion. The then-
nascent iPhone accounted for $1.8 billion
in revenue that same year. Last year, the
iPhone generated revenue of nearly $136
billion. Sales of iPods have plunged by so
much that Apple no longer provides
specifics about the devices in its financial
statements.—AP

Apple kills iPod Nano, Shuffle 
as music moves to phones

DUBAI: Kaspersky Lab researchers have
examined publicly available hardware
and software tools for covert password
interception and discovered that a pow-
erful hacking tool can be created for as
little as $20, and just a few hours of work
by someone with basic programming
knowledge. In an experiment they used a
DIY Raspberry Pi based USB-device, con-
figured in a specific way, and carrying no
malicious software. Armed with this
device, they were able to covertly collect
user authentication data from a corpo-
rate network at a rate of 50 password
hashes per hour.

The research started with a real story:
in another investigation that Kaspersky
Lab experts participated in, an insider
(the employee of a cleaning company)
used a USB-stick to infect a workstation
inside a targeted organization with mal-
ware. Upon hearing the story, Kaspersky
Lab security enthusiasts became curious
about what else could be used by insid-
ers to compromise a targeted network?
And, would it be possible to compromise
a network without any malware at all?

They took a Raspberry-Pi microcom-
puter, configured it as an Ethernet
adapter, made some additional configu-
ration changes in the OS running on the
microcomputer, and installed a few pub-
licly available tools for packet sniffing,
data collection and processing. Finally,
the researchers set up a server to collect
intercepted data. After that, the device
was connected to the targeted machine
and started to automatically feed the
server with stolen credential data.

The reason why this happened was
that the OS on the attacked computer
identified the connected Raspberry-Pi
device as a wired LAN adapter, and auto-
matically assigned it a higher priority
than other available network connec-
tions and - more importantly - gave it
access to data exchange in the network.
The experimental network was a simula-
tion of a segment of a real corporate net-
work. As a result, researchers were able
to collect authentication data sent by the
attacked PC and its applications, as they
tried to authenticate domain and remote
servers.

In addition, researchers were also able
to collect this data from other computers
in the network segment. Moreover, as the
specifics of the attack allowed for inter-
cepted data to be sent through the net-
work in real time, the longer the device
was connected to the PC, the more data it

was able to collect and transfer to a
remote server. After just half an hour of
the experiment researchers were able to
collect nearly 30 password hashes, trans-
ferred through the attacked network, so
it is easy to imagine how much data
could be collected in just one day. 

In the worst-case scenario, the
domain administrator’s authentication
data could also be intercepted should
they login to their account while the
device is plugged-in into one of the PCs
inside the domain. The potential attack
surface for this method of data intercep-
tion is big: the experiment was success-
fully reproduced on both locked and
unlocked computers running on
Windows and Mac OS. However,
researchers were not able to reproduce
the attack on Linux based devices. 

“There are two major things that we
are worried about as a result of this
experiment: firstly - the fact that we
didn’t really have to develop the soft-
ware - we used tools freely available on
the Internet. Secondly - we are worried
about how easy it was to prepare the
proof of concept for our hacking device.
This means that potentially anyone, who
is familiar with the Internet and has basic
programming skills, could reproduce this
experiment. And it is easy to predict
what could happen if this was done with
malicious intent. The latter is the main
reason why we decided to draw public
attention to this problem. Users and cor-
porate administrators should be pre-
pared for this type of attack”, said Sergey
Lurye, a security enthusiast and co-
author of the research at Kaspersky Lab. 

Although the attack allows for the
interception of password hashes (a
cipher-alphabetic interpretation of a
plaintext password after it has been
processed by a specific obfuscation algo-
rithm), the hashes could be deciphered
into passwords, since the algorithms are
known or used in pass-the-hash attacks.
In order to protect your computer or net-
work from attacks with help of similar
DIY devices, Kaspersky Lab security
experts recommend the following
advice:

For regular users:
l On returning to your computer, check

if there are any extra USB devices
sticking out of your ports. 

l Avoid accepting flash drives from
untrusted sources. This drive could in
fact be a password interceptor. 

l Make a habit of ending sessions on
sites that require authentication.
Usually, this means clicking on a “log
out” button.

l Change passwords regularly - both on
your PC and the websites you use fre-
quently. Remember that not all of
your favorite websites will use mecha-
nisms to protect against cookie data
substitution. You can use specialized
password management software for
the easy management of strong and
secure passwords, such as the free
Kaspersky Password Manager. 

l Enable two-factor authentication, for
example, by requesting login confir-
mation or use of a hardware token.

l Install and regularly update a security solu-
tion from a proven and trusted vendor.

For system administrators:
l If the network topology allows it, we

suggest using solely Kerberos proto-
col for authenticating domain users. 

l Restrict privileged domain users from
logging into the legacy systems, espe-
cially domain administrators.

l Domain user passwords should be
changed regularly. If, for whatever rea-
son, the organization’s policy does not
involve regular password changes, be
sure to change this policy. 

l All of the computers within a corpo-
rate network have to be protected
with security solutions and regular
updates should be ensured.

l In order to prevent the connection of
unauthorized USB devices, a Device
Control feature, such as that available
in the Kaspersky Endpoint Security for
Business suite, can be useful.

l If you own the web resource, we rec-
ommend activating the HSTS (HTTP
strict transport security) which pre-
vents switching from HTTPS to HTTP
protocol and spoofing the credentials
from a stolen cookie.

l If possible, disable the listening mode
and activate the Client (AP) isolation
setting in Wi-Fi routers and switches,
disabling them from listening to other
workstation traffic.

l Activate the DHCP Snooping setting
to protect corporate network users
from capturing their DHCP requests
by fake DHCP servers.
Besides intercepting the authentica-

tion data from a corporate network the
experimental device can be used for col-
lecting cookies from browsers on the
attacked machines. 

How insiders could compromise any 
corporate network with a $20 device

SEOUL: Intel’s more than two decade-long reign as
the king of the silicon based semiconductor is
poised to end Thursday when South Korea’s
Samsung Electronics elbows the US manufacturer
aside to become the leading maker of computer
chips. Samsung reported record-high quarterly
profit and sales Thursday. Analysts say it likely
nudged aside Intel in the April-June quarter as the
leading maker of semiconductors, the computer
chips that are as much a staple of the 21st century
wired world as crude oil was for the 20th century.

Samsung said its semiconductor business
recorded 8 trillion ($7.2 billion) in operating income
on revenue of 17.6 trillion won ($15.8 billion) during
the April-June period. Intel, which reports its quar-
terly earnings later Thursday, is expected to report
$14.4 billion in quarterly revenue. On an annual
basis, Samsung’s semiconductor division is widely
expected to overtake Intel’s sales this year, analysts
at brokerages and market research firms say.

Mobile devices and data are the keys to under-
standing Samsung’s ascent as the new industry
leader, even as its de facto chief is jailed, battling
corruption charges, and it recovers from a fiasco
over Galaxy Note 7 smartphones that had to be
axed last year because they were prone to catch
fire. Manufacturers are packing more and more
memory storage capacity into ever smaller mobile
gadgets, as increased use of mobile applications,
connected devices and cloud computing services
drive up demand and consequently prices for
memory chips, an area dominated by Samsung.

Just as Saudi Arabia dominates in oil output,
Samsung leads in manufacturing the high-tech
commodity of memory chips, which enable the
world to store the data that fuels the digital econo-
my. “Data is the new crude oil,” said Marcello Ahn, a

Seoul, South Korea-based fund manager at Quad
Investment Management. For over a decade,
Samsung and Intel each ruled the market in its own
category of semiconductor. Intel, the dominant
supplier of the processors that serve as brains for
personal computers, has been the world’s largest
semiconductor company by revenue since 1992
when it overtook Japan’s NEC.

‘Super cycle’ 
Samsung is reaping the rewards of dominating

in the memory chip market which is growing much
faster than the market for computers that rely on
processing units dominated by Intel, said Chung
Chang Won, a senior analyst at Nomura Securities.
“Greater use of smartphones and tablet PCs instead
of computers is driving the rise of companies like
Samsung,” Chung said. Since 2002, Samsung
Electronics has been the largest supplier of memory
chips, called DRAMs and NANDs. But for years
demand for memory chips was vulnerable to boom
and bust cycles depending on output and on
demand from the consumer electronics industry. 

At times, competition was brutal as supply
gluts arose. That changed in 2012 when Japan’s
Elpida filed for bankruptcy and was sold to Micron
Technology, leaving only three major suppliers of
DRAM, a type of memory chip used in servers,
computers and handsets: Samsung Electronics, SK
Hynix and Micron. Tight supplies coupled with
rock solid demand have pushed prices of memory
chips higher, with average selling prices of DRAMs
and flash memory chips doubling over the past
year, bringing South Korea’s memory chip makers
record wide profit margins. Both Samsung and SK
Hynix are expected to report all-time high profits
this year. —AP

Samsung poised to unseat 
Intel as king of microchips

SEOUL: In this file photo, a wafer of 8-gigabit NAND flash memory device, left, is dis-
played at a Samsung’s showroom in Seoul, South Korea. —AP


