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DUBAI: Trend Micro Incorporated, a global
leader in cybersecurity solutions, yesterday
announced the launch of a corporate ven-
ture fund to explore emerging technology
markets. With an initial investment of $100
million, this venture fund will allow Trend
Micro to nurture a portfolio of startups
that are incubating ideas and
living at the epicenter of hyper
growth markets, such as the
Internet of Things (IoT ).
According to Gartner estimates,
26 billion devices will be con-
nected to the Internet by 2020.

Eva Chen, founder and chief
executive officer for Trend Micro
noted, “Trend Micro’s vision has
always been to make the world
safe for exchanging digital infor-
mation. The explosion of
devices is transforming how the
world works, thinks and acts. It
is clear that the ecosystem is
still evolving and there is work to do to
ensure organizations and individuals can
operate and live safely in this new reality.”
Trend Micro’s venture will offer companies
financial backing, access to its world-class
global threat intell igence, strategic
alliances, as well as its channel of more
than 28,000 partners.

In return, working with these invest-
ments will uncover insights into emerging

ecosystem opportunities, disruptive busi-
ness models, market gaps and skillset
shortages. These learnings will influence
Trend Micro’s cybersecurity solution plan-
ning across the company. “We have a 29-
year history of successfully anticipating
technology trends to secure all types of

environments,” said Chen. “The
first mega wave we caught was
the growth of the PC market-
place; we committed early on
to endpoint protection and
remain a Leader in Gartner’s
Magic Quadrant for Endpoint
Protection Platforms today.”

“ The second mega wave
was all about the cloud; we
made a bet early on to secur-
ing the cloud and so far we
have secured over two billion
workload hours on Amazon
Web Services (AWS) alone.
Now, we believe the next wave

has arrived with IoT; our fund will help us
harness this opportunity.” With a strong
financial position and 72 quarters of con-
secutive profitability, Trend Micro is well
positioned to invest funds to do research
and make advancements consistent with
its corporate strategy. The formation of this
venture arm allows additional freedom to
dive into new areas without disrupting
core business resources.

Trend Micro launches new 

$100 million venture fund

Cisco’s security research organiza-
tion Talos’ initial analysis of the
global ransomware worm attack

that has affected multiple organiza-
tions worldwide points to the attack
starting in the Ukraine, possibly from
software update systems for  a
Uk rainian tax accounting pack age
called MeDoc. This appears to have
been confirmed by MeDoc itself.
MeDoc is a widely used tax software
used by many organizations in or doing
business with Ukraine. There have been
other reports of this attack appearing
in France, Denmark, Spain, the UK,
Russia and the US. 

Once this ransomware enters your
system, it uses three ways to spread
automatically around a network, one of
which is the known Eternal Blue vulnera-
bil ity,  similar to how last month’s
WannaCry attack unfolded. What’s clear
from this, and recent attacks, is that
organizations must prioritize patching
systems to lower their risk profile. We
have to patch as quickly as we can. In
addition, making back-ups of key data is
a fundamental of any security program.

Q: What can you tell us about the
attack?

A: Today we saw our second ever

ransomware worm, coming on the
heels of WannaCry last month. This ran-
somware outbreak has affected multi-
ple organizations in several countries
today, Cisco’s security research organi-
sation Talos is actively investigating this
new malware variant. This new ran-
somware variant encrypts the master
boot record (MBR) of a system. Think of
the MBR as the table of contents for
your hard drive - clearly very important.

Talos’ initial analysis points to the

attack starting in the Ukraine, possibly
from software update systems for a
Uk rainian tax accounting pack age
called MeDoc. This appears to have
been confirmed by MeDoc itself.
MeDoc is widely used tax software
used by many organisations in or doing
business with Ukraine. There have been
other reports of this attack appearing
in France, Denmark, Spain, the UK,
Russia and the US.  Once this  ran-
somware enters your system, it uses
three ways to spread automatically
around a network, one of which is the
known Eternal Blue vulnerability, simi-
lar  to how last  month’s  WannaCr y
attack unfolded.

Q: What is ransomware?
A: A type of  malware that locks

down your computer/system and takes
control/encr ypts your data and
demands a ransom

Q: What is bitcoin?
A: A crypto currency used online.

Bitcoin is not controlled by any one
government or state because it allows
anonymity and is ideal for attackers.

Q: Do we know which organizations
were impacted?

A: Reported victims so far include
Ukrainian infrastructure like power com-

panies, airports, public transit, and the
central bank, as well as Danish shipping
company Maersk, pharmaceutical com-
pany Merck, the Russian oil giant Rosnoft,
and institutions in India, Spain, France,
the United Kingdom, and beyond.

Q: How did this attack start?
A: Cisco’s security research organiza-

tion Talos’ initial analysis points to the
attack starting in the Ukraine, possibly
from software update systems for a
Uk rainian tax accounting pack age
called MeDoc. This appears to have
been confirmed by MeDoc itself.
MeDoc is a widely used tax software
used by many organizations in or doing
business with Ukraine.

Q: How is it spreading?
A: Once this ransomware enters

your system, it  uses three ways to
spread automatically around a net-
work ,  one of  which is  the k nown
Eternal Blue vulnerability, similar to
how last  month’s WannaCr y attack
unfolded.

Q: How is  this  different to
WannaCry? Is there a ‘killswitch’ for this
attack?

A: This ransomware doesn’t seem to
incorporate the errors that hindered
WannaCry from spreading. Specifically,

this attack doesn’t seem to have a kill
switch function. It is also harder to
detect since it moves within a network.
It is not scanning of the internet like
WannaCry did.

Q: Who is responsible for this attack?
A: Attribution is difficult in attacks

like this. Cisco is focused on understand-
ing the attack and protecting our cus-
tomers.

Q: What is Cisco’s recommendation
for customers to protect against this?

A: Ensure your organization is run-
ning an actively supported operating
system that receives security updates.
Have effective patch management that
deploys security updates to endpoints
and other critical parts of your infra-
structure in a timely manner. Run anti-
malware software on your system and
ensure you regularly receive malware
signature updates. Implement a disaster
recovery plan that includes backing up
and restoring data from devices that are
kept offline. Adversaries frequently tar-
get backup mechanisms to limit the
possibil it ies a user may be able to
restore their files without paying the
ransom. If vulnerabilities aren’t patched,
an organisation will continue to be at
risk for infection by this ransomware.

New ransomware attack ‘Nyetya’
Interview with Scott Manson, Cyber Security Leader for Middle East and Turkey, Cisco

TAIPEI: Apple opened its first store in Taiwan
yesterday with more than a thousand shop-
pers flocking to the site located in the island’s
landmark skyscraper and tallest building,
Taipei 101. The launch comes just weeks after
the US tech giant  unvei led a  Singapore
branch-its first in Southeast Asia-which it
expects to be among the most popular Apple
stores in the world.  “ This is  an incredibly
important region for Apple,” the company said
in a statement. 

Excited fans in Taiwan thronged upon the
new store with its iconic glass facade and more
than 100 iPhones, iPads, Macs, Apple Watches

and iPods laid out for customers to try. They
were greeted by cheering and applauding staff
who chanted “welcome” and “Apple Taiwan”, In
a bid to tap into Taiwanese culture, the compa-
ny also handed out red T-shirts with a Banyan
Tree print inspired by artwork from local paper
cutting expert Yang Shi-yi.

Near the store entrance a big-screen image
of Yang’s work loomed over wooden chairs to
replicate the traditional Taiwanese custom of
meeting under a Banyan tree. “It ’s a pretty
unique design for a store, and I like that they
have a place like that for people to meet,” said
28-year-old American tourist Steve Burt, who

queued for more than a day to be the first in
line to enter the store. Apple celebrated its
40th anniversary last year. 

Most of its earnings come from the iPhone,
which faces increasingly tough competition in
a saturated market. “I am really glad that there
is finally an Apple Store in Taiwan so I don’t
have to send my iPhone to another country for
repair,” said 19-year-old college student Shih
Feng, who also camped overnight for yester-
day’s opening. Apple has almost 500 stores
globally with more than a million visitors daily.
Elsewhere in Asia it has stores in Hong Kong,
China, Japan and Singapore.—AFP

Apple opens first store in Taiwan

By Rick Holland, VP Strategy 
at Digital Shadows

Late on 27 June, the New York
Times reported that a number of
Ukrainian banks and Ukrenergo,

the Ukrainian state power distributor,
had been affected by unidentified
malware which caused significant
operational disruption. Multiple secu-
rity vendors and independent
researchers subsequently identified
the malware as a wormable ran-
somware variant with functional and
technical similarities to Petya. 

Based on these similarities and con-
tinuing confusion, the malware has
been dubbed Nyetya, Petna, ExPetr,
and NotPetya, among others. It has
been linked with a large number of
infections, a significant proportion of
which (around 60% according to statis-
tics published by Kaspersky) affected
machines in Ukraine, though at the
time of writing the overall number of
infections is not known. 

How NotPetya Works
On 27 June, a social media account

used by the National Police of Ukraine
Cyber police Department, suggested
that the reported infections originated
from a compromised software update
delivered to users through MeDoc, a
Ukrainian accounting software
provider. While MeDoc has denied this,
Microsoft has confirmed that a small
number of infections were the result of
malware being delivered to machines
by the MeDoc’s software update
process. Once the malware was
installed, intra-network propagation
functions enabled it to rapidly spread
between networked machines over the
following vectors: 

EternalBlue and EternalRomance
exploits: EternalBlue and EternalRomance
are exploits for SMB remote code execu-
tion vulnerabilities (CVE-2017-0144 and
CVE-2017-0145) leaked by the Shadow
Brokers in April These exploits were
reportedly used to propagate between
networked machines running SMB.
Patches for these vulnerabilities were
released by Microsoft in March (MS17-
010) and in May.

PsExec: The ransomware used a tool
similar to Mimikatz to harvest user cre-
dentials. These credentials were then
passed to an older version of the PSExec
Windows tool which was dropped by
the malware. This tool then attempted to
use PowerShell remote functionality to
copy itself onto a target machine and
begin execution. Windows Management
Instrumentation (WMI): The malware
also enumerated Windows network
shares with WMI and attempted to
launch a copy of itself on any discovered
network shares.

Once installed, the malware func-
tioned similarly to Petya, checking for
the availability of Administrator privi-
leges by using the Windows API Adjust
Token Privileges function. If this was
successful, the malware would over-
write the infected machine’s Master
Boot record (MBR), rendering it
unbootable. If this was not possible,
AES-128 keys were used to encrypt
each individual file, with the AES keys
subsequently being encrypted using

an RSA-2048 public key. To obtain the
private RSA key necessary to recover
the AES keys, victims were instructed
to transfer $300 USD in Bitcoin to a
specified Bitcoin ID and send their wal-
let ID and victim ID number in an email
to a specified address. 

Why
While the malware’s functionality

has reportedly made it highly effective
at propagating to machines within a
local network, it has been reported as
having no function for spreading out-
side of these local networks. It was
therefore assessed as likely to be much
more effective for conducting targeted
attacks than wCry (AKA WannaCry). In
the case of NotPetya, it is highly likely
that the ransom payment method was
never intended to result in revenue for
attackers or the recovery of victim
data. Although the email service
provider with which the account was
registered has publicly announced
that this account has been disabled, it
has subsequently been reported that

victim ID numbers were pseudo ran-
domly generated rather than being
derived from the RSA key used for AES
key encryption.

This indicates that it would not be
possible for the threat actors to provide
victims with the correct decryption key,
even if a victim had paid the ransom
and succeeded in making contact.
Furthermore, Matt Suiche has reported
that, unlike Petya, which encrypts an
infected machine’s MBR in a reversible
manner, this malware reportedly irre-
versibly overwrote 24 sector blocks of
the MBR section of an infected
machine’s disk, rendering it perma-
nently inoperable.

With monetary gain as a motivation
out the picture, the most likely motiva-
tion left for NotPeyta’s behavior is
destructive malicious intent. Malicious
intent is not synonymous with any sin-
gle ‘class’ of threat actor, hacktivists ‘do
it for the lulz”; nation state actors con-
duct malicious cyber-attacks to fulfill
geostrategic objectives. With this in
mind, NotPeyta does demonstrate an
advanced understanding of how to
mount a wide spread hard hitting
cyber-attack, and to capitalize on this
attack with maximum media exposure. 

Who
Clues lie in the geopolitical context

and the initial target geography of the

malware. Kaspersky Labs have claimed
a 60/30 percent split (total number of
infections unknown) between Ukraine
and Russia. Additionally, the initial
attack occurred during the Ukrainian
holiday celebrating independence
from Russia. If one subscribes to the
theory that Russian state or affiliated
actors are responsible, this had the tac-
tical effect of delaying a coherent
response from Ukrainian defenders
and strategically punishing Ukraine for
its independence from Russia.
Although these facts are interesting -
and they do suggest that the malware
was actively aimed at the Ukrainian
economy - they are circumstantial and
do not conclusively link the incident to
any particular nation state. Attribution
is and will continue to be a challenge.

The technology behind this attack
is well within the range of many hack-
tivists and cyber criminals, and so
these details have less diagnostic value
when considering the ‘who’. Although
speculative, there are other factors to
consider: the supply chain compro-

mise, efforts at obfuscation (hiding the
wiper as ransomware), the geography
that the malware was deployed in, and
the timing of the deployment with
Ukrainian national holidays. This points
towards an attacker with political moti-
vations behind the attack. It seems
that the actor behind the NotPetya
variant was politically motivated with
an exceptional appetite to conduct
cyber-attacks against specific organi-
zations within the Ukraine target
geography.     

Longer-Term Implications
So where does this incident leave

the longer-term assessment of the
implications of NotPetya? Prepare for
stray bullets. Many organizations
were impacted by the NotPeyta cam-
paign. The interconnectivity of mod-
ern systems and the ubiquity of
applications mean that enterprises
could find themselves the victims of
attacks not specifically targeting their
organizations.

The bar for cyber-attacks keeps get-
ting lower. The availability of leaked
tools from the NSA and HackingTeam,
coupled with ‘how to’ manuals, means
that threat actors will have access to
powerful tools that they can iterate
from and leverage to aggressively
accomplish their goals. Sadly, cyber-

attacks of this nature are not uncom-
mon and so businesses, governments
and of course consumers need to take
steps to protect themselves against
ransomware attacks.

The “basics” aren’t easy, but they
should not be forgotten. Both
NotPetya and the earlier WannaCry
exploited basic and known security
vulnerabilities, so segmenting net-
works and applying basic patching
cycles will go a long way to mitigating
threats such as this. This will go a long
way in mitigating the ‘stray bullet’ fac-
tor outlined above. Think about the
soft factors. Defense is not just about
technical indicators and warning any-
more, ‘soft’ factors such as motivation
and geostrategic issues are now not
just ‘nice to haves’ but are increasingly
critical in the response to malware like
NotPetya.

Plan to fail
No amount of good security will

entirely remove the risk posed by
cyberattacks so it is critical to backup

critical data and systems on a regular
basis and ensure crisis management
and comprehensive data recovery
plans are in place and practiced.
Extortion and destructive malware
response should be in your incident
response playbooks. If you aren’t
already doing so, think about the digi-
tal risks associated with your supply
chain. Sure, not all suppliers are
attack vectors for targeted attacks,
but many suppliers do not have the
mature levels of security. Regardless
of the alleged culpability of MEDoc,
the deployment mechanism does
highlight the attention that we all
need to start paying to supply chain
compromise.

Defense in depth
Digital Shadows advocate using a

‘defense in depth’ strategy guided by
four main principles: Configuring host-
based firewalls and using IP-white list-
ing measures, segmenting networks
and restricting workstation-to-work-
station communication, applying
patches and disabling unneeded lega-
cy features, and restricting access to
important data to only those who are
required to have it. WannaCry and
NotPeyta is a sign of things to come,
and you can expect attackers will
improve their future campaigns. 

Petya-like wormable malware
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NEW YORK: Twice in the space of six weeks,
the world has suffered major attacks of ran-
somware - malicious software that locks up
photos and other files stored on your com-
puter, then demands money to release them.
It’s clear that the world needs better defens-
es, and fortunately those are starting to
emerge, if slowly and in patchwork fashion.
When they arrive, we may have artificial intel-
ligence to thank.

Ransomware isn’t necessary trickier or
more dangerous than other malware that
sneaks onto your computer, but it can be
much more aggravating, and at times devas-
tating. Most such infections don’t get in your
face about taking your digital stuff away from
you the way ransomware does, nor do they
shake you down for hundreds of dollars or
more. Despite those risks, many people just
aren’t good at keeping up with security soft-
ware updates. 

Both recent ransomware attacks walloped
those who failed to install a Windows update
released a few months earlier. Watchdog
security software has its problems, too. With
this week’s ransomware attack , only two of
about 60 security services tested caught it at
first, according to security researchers. “A lot
of normal applications, especially on
Windows, behave like malware, and it’s hard
to tell them apart,” said Ryan Kalember, an
expert at the California security vendor
Proofpoint.

How to find malware
In the early days, identifying malicious

programs such as viruses involved matching
their code against a database of known mal-
ware. But this technique was only as good as
the database; new malware variants could
easily slip through. So security companies
started characterizing malware by its behav-
ior. In the case of ransomware, software could
look for repeated attempts to lock files by
encrypting them. But that can flag ordinary
computer behavior such as file compression.

Newer techniques involve looking for
combinations of behaviors. For instance, a
program that starts encrypting files without
showing a progress bar on the screen could
be flagged for surreptitious activity, said
Fabian Wosar, chief technology officer at the
New Zealand security company Emsisoft. But
that also risks identifying harmful software
too late, after some files have already been
locked up. 

An even better approach identifies mal-
ware using observable characteristics usually
associated with malicious intent - for
instance, by quarantining a program dis-

guised with a PDF icon to hide its true nature.
This sort of malware profiling wouldn’t rely
on exact code matches, so it couldn’t be easi-
ly evaded. And such checks could be made
well before potentially dangerous programs
start running.

Machine vs Machine
Still, two or three characteristics might

not properly distinguish malware from legit-
imate software. But how about dozens? Or
hundreds? Or even thousands? For that,
security researchers turn to machine learn-
ing, a form of artificial intelligence. The secu-
rity system analyzes samples of good and
bad software and figures out what combina-
tion of factors is likely to be present in mal-
ware. As it encounters new software, the sys-
tem calculates the probability that it’s mal-
ware, and rejects those that score above a
certain threshold. When something gets
through, it’s a matter of tweaking the calcu-
lations or adjusting the threshold. Now and
then, researchers see a new behavior to
teach the machine.

An arms race
On the flip side, malware writers can

obtain these security tools and tweak their
code to see if they can evade detection.
Some websites already offer to test software
against leading security systems. Eventually,
malware authors may start creating their own
machine-learning models to defeat security-
focused artificial intelligence. 

Dmitri Alperovitch, co-founder and chief
technology officer at the California vendor
CrowdStrike, said that even if a particular sys-
tem offers 99 percent protection, “it’s just a
math problem of how many times you have to
deviate your attack to get that 1 percent.” Still,
security companies employing machine learn-
ing have claimed success in blocking most
malware, not just ransomware. SentinelOne
even offers a $1 million guarantee against ran-
somware; it hasn’t had to pay it yet.

A fundamental challenge
So why was ransomware still able to

spread in recent weeks? Garden-variety anti-
virus software - even some of the free ver-
sions - can help block new forms of malware,
as many are also incorporating behavioral-
detection and machine-learning techniques.
But such software still relies on malware data-
bases that users aren’t typically good at keep-
ing up to date. Next-generation services such
as CrowdStrike, SentinelOne and Cylance
tend to ditch databases completely in favor
of machine learning. —AP

How artificial intelligence 

is taking on ransomware


