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SAN FRANCISCO: Apple has snapped out of
the first sales slump in the iPhone’s decade-
long history, although the modest upturn
doesn’t mean that it has broken out of its inno-
vation funk. If anything, the numbers Apple
released Tuesday highlight the company’s
growing dependence on the iPhone, whose
sales tower above Apple’s other current offer-
ings. The company hasn’t managed to come up
with another breakthrough product since its
chief visionary, Steve Jobs, died in 2011.

Meanwhile, Apple’s rivals have been rolling
out new products in other promising fields
such as augmented reality, virtual reality and
artificial intelligence. Apple currently trails in
those areas, although many analysts believe
the company may try to catch up with prod-
ucts featuring those trendy technologies later
this year. No matter what’s coming down the
pike, the iPhone remains a huge moneymaker.
Its success is the main reason Apple boasts a
market value of $640 billion - more than any
other company.

The iPhone is also driving the rapid growth
of Apple’s services division, which makes money
from fixing devices, selling music streaming
subscriptions and commissions on sales of
mobile apps. Apple’s services revenue surged 18
percent to $7.2 billion in the past quarter, put-
ting it on pace generate enough annual rev-
enue by itself to rank among the world’s largest
companies.

Barely on the rise 
But selling more iPhones has been getting

tougher as more people hold on to older mod-
els for longer periods and competitors such as
Samsung and Google entice customers with
sleek devices running on Android software.
The trend led to three consecutive quarters in
which iPhone sales fell compared to the prior
year, causing Apple’s total revenue to sag as
well. Apple bounced back in the quarter end-
ing in December, buoyed by a positive
response to the late September release of the
iPhone 7 and 7 Plus. That device featured a bet-
ter camera, which drew rave reviews, and no
jack for headphones, which irked some con-
sumers and befuddled others. 

Apple shipped 78.3 million iPhones in the
latest quarter, a 5 percent increase compared
to the previous year. It benefited from a year-
end quarter consisting of 14 weeks, one more
than the previous year period. If not for the cal-
endar quirk, the iPhone sales slump might not
have ended. 

Apple sold an average of 5.6 million iPhones
per week in the latest quarter compare to 5.7
million iPhones per week in the previous year.
The Cupertino, California, company also was

helped by a recall of Samsung’s Note 7 phones,
which were plagued by battery fires. That
problem drove some people switch to other
models such as the iPhone.

About 17 percent of all iPhones are now 7
models, according to Localytics, which tracks
activity on mobile devices. Most of the rest are
older iPhone 6 or iPhone 5 models. Apple
could have sold more of the iPhone 7 Plus,
which boasts a bigger screen and an extra
camera, but the company misgauged demand
and didn’t make enough to meet customer
demand, CEO Tim Cook said during a confer-
ence call. IPhone sales could slip yet again.
Anticipation is building for the expected
release of a 10th anniversary iPhone of some
sort this summer or fall. 

Many smart phone owners could hold off
until they get a good look at this year’s iPhone,
says Daniel Ives, a senior vice president for the
mobile research firm Synchronoss
Technologies. “It’s like a drum roll while every-
one waits for the curtains to roll back to unveil
the next iPhone,” Ives says. “There is a lot of
pent-up demand out there, so this has the
potential to be a game changer.” Cook promis-
es there are still many iPhone advances yet to
come that will win even more fans. “The smart
phone is still in the early innings of the game,”
he said. “I think there’s a lot more to do.”

The iPad, a tablet that became a smash hit
after its 2010 debut, remains mired in a three-
year sales slump, further magnifying the
iPhone’s importance to Apple. The company

shipped 13.1 million iPads in the past quarter, a
19 percent drop from the previous year.
“Remember when Apple called itself Apple
Computer Inc.?” says BGC Financial analyst
Colin Gillis, harking back to the company’s
identity until 2007. “They may as well call
themselves Apple Phone Inc. now.” Propelled
by the iPhone, Apple Inc.’s revenue edged up 3
percent to $78.4 billion in the quarter. But its
profit dipped 3 percent to $17.9 billion.

Still waiting
It was Apple’s biggest quarterly revenue in

its 40-year history, but it doesn’t erase the
question that has nagged Tim Cook since he
succeeded Jobs as CEO nearly 5 1/2 years ago:
What’s next? Cook touts a smartwatch that
Apple introduced as a huge success, but most
analysts still view it as more of a novelty. In
interviews, Cook has hinted Apple is exploring
opportunities in augmented reality, which
casts holograms and other digital images onto
the real world around you. 

Apple also has been buying companies and
hiring engineer specializing in artificial intelli-
gence, a niche focused on teaching computers
to think and talk more like humans. Gillis
believes Apple already has wasted too much
time trying to figure out its next big move.
“When your iPhone juice runs down, you
should already be ready to ramp up your next
product,” he says. “What have we gotten after
all  the bill ions that Apple has spent on”
research and development? —AP

Apple reversed its iPhone 

slump, but what’s next?

Selling iPhones gets tougher

SAN FRANCISCO: In this file photo, Phil Schiller, Apple’s senior vice president of worldwide
marketing, talks about the pricing on the new iPhone 7 during an event to announce new
products, in San Francisco. — AP

According to the Cisco (NASDAQ:
CSCO) 2017 Annual Cybersecurity
Report (ACR), over one-third of organ-

izations that experienced a breach in 2016
reported substantial customer, opportunity
and revenue loss of more than 20 percent.
Ninety percent of these organizations are
improving threat defense technologies and
processes after attacks by separating IT and
security functions (38 percent), increasing
security awareness training for employees
(38 percent), and implementing risk mitiga-
tion techniques (37 percent). The report sur-
veyed nearly 3,000 chief security officers
(CSOs) and security operations leaders from
13 countries in the Security Capabilities
Benchmark Study, part of the Cisco ACR.

Now in its 10th year, the global report
highlights challenges and opportunities for
security teams to defend against the relent-
less evolution of cybercrime and shifting
attack modes. CSOs cite budget constraints,
poor compatibility of systems, and a lack of
trained talent as the biggest barriers to
advancing their security postures. Leaders
also reveal that their security departments
are increasingly complex environments with
65 percent of organizations using from six to
more than 50 security products, increasing

the potential for security effectiveness gaps. 
“In 2017, cyber is business, and business

is cyber -that requires a different conversa-
tion, and very different outcomes. Relentless
improvement is required and that should be
measured via efficacy, cost, and well man-
aged risk. The 2017 Annual Cybersecurity
Report demonstrates, and I hope justifies,
answers to our struggles on budget, person-
nel, innovation and architecture,” said Ziad
Salameh, Managing Director - West Region,
Cisco Middle East. To exploit these gaps, ACR
data shows criminals leading a resurgence of
“classic” attack vectors, such as adware and
email spam, the latter at levels not seen
since 2010. Spam accounts for nearly two-
thirds (65 percent) of email with eight to 10

percent cited as malicious. Global spam vol-
ume is rising, often spread by large and
thriving botnets. 

Measuring effectiveness of security prac-
tices in the face of these attacks is critical.
Cisco tracks progress in reducing “time to
detection” ( T TD), the window of time
between a compromise and the detection of
a threat. Faster time to detection is critical to
constrain attackers’ operational space and
minimize damage from intrusions. Cisco has
successfully lowered the TTD from a median

of 14 hours in early 2016 to as low as six
hours in the last half of the year. This figure is
based on opt-in telemetry gathered from
Cisco security products deployed worldwide. 

“One of our key metrics highlighted in
the 2017 Annual Cybersecurity Report is the
‘time to detection’ - the time it takes to find
and mitigate malicious activity. We have
brought that number down to as low as six
hours. A new metric - the ‘time to evolve’ -
looked at how quickly threat actors changed
their attacks to mask their identity. With
these and other measures gleaned from
report findings, and working with organiza-
tions to automate and integrate their threat
defense, we can better help them minimize
financial and operational risk and grow their
business,” said Scott Manson, Cyber Security
Leader for Middle East and Turkey, Cisco.

Lost customers, lost revenue
The 2017 ACR revealed the potential

financial impact of attacks on businesses,
from enterprises to SMBs. More than 50 per-
cent of organizations faced public scrutiny
after a security breach. Operations and
finance systems were the most affected, fol-

lowed by brand reputation and customer
retention. For organizations that experi-
enced an attack, the effect was substantial:
Twenty-two percent of breached organiza-
tions lost customers - 40 percent of them
lost more than 20 percent of their customer
base. Twenty-nine percent lost revenue, with
38 percent of that group losing more than
20 percent of revenue. Twenty-three percent
of breached organizations lost business
opportunities, with 42 percent of them los-
ing more than 20 percent.

Hacker operations and 
new business models

In 2016, hacking became more “corpo-
rate.” Dynamic changes in the technology
landscape, led by digitization, are creating
opportunities for cybercriminals. While
attackers continue to leverage time-tested

techniques, they also employ new approach-
es that mirror the “middle management”
structure of their corporate targets. New
attack methods model corporate hierarchies:
Certain malvertising campaigns employed
brokers (or “gates”) that act as middle man-
agers, masking malicious activity.
Adversaries can then move with greater
speed, maintain their operational space, and
evade detection. 

Cloud opportunity and risk: Twenty-sev-
en percent of employee-introduced, third-
party cloud applications, intended to open
up new business opportunities and increase
efficiencies, were categorized as high risk
and created significant security concerns.
Old-fashioned adware - software that down-
loads advertising without user permission -
continued to prove successful, infecting 75
percent of organizations investigated.  A
bright spot emerged with a drop in the use
of large exploit kits such as Angler, Nuclear
and Neutrino, whose owners were brought
down in 2016, but smaller players rushed in
to fill the gap.

Secure business, maintain vigilance
The 2017 ACR reports that just 56 percent

of security alerts are investigated and less
than half of legitimate alerts remediated.
Defenders, while confident in their tools,

battle complexity and manpower chal-
lenges, leaving gaps of time and space for
attackers to utilize to their advantage. Cisco
advises these steps to prevent, detect, and
mitigate threats and minimize risk:

Make security a business priority :
Executive leadership must own and evangel-
ize security and fund it as a priority. 

Measure operational discipline: Review
security practices, patch, and control access
points to network systems, applications,
functions, and data. 

Test security effectiveness: Establish clear
metrics. Use them to validate and improve
security practices. 

Adopt an integrated defense approach:
Make integration and automation high on
the list of assessment criteria to increase visi-
bility, streamline interoperability, and reduce
the time to detect and stop attacks. Security
teams then can focus on investigating and
resolving true threats.

Cisco Annual Cybersecurity Report 
Cybersecurity has changed drastically

since the inaugural Cisco Annual Security
Report in 2007. While technology has helped
attacks become more damaging and defens-
es become more sophisticated, the founda-
tion of security remains as important as ever.
In 2007, the ACR reported web and business
applications were targets, often via social
engineering, or user-introduced infractions.
In 2017, hackers attack cloud-based applica-
tions, and spam has escalated. Ten years ago,
malware attacks were on the rise, with
organized crime profiting from them. In
today’s shadow economy, thieves now run
cybercrime as a business, offering low barri-
er-to-entry options to potential customers. 

Today perpetrators can be anyone, any-
where; they don’t require a security back-
ground and can easily purchase “off-the-
shelf” exploit kits. 

The 2007 report tracked 4,773 Cisco
IntelliShield Security Alerts, mapping closely
to the level seen by the National
Vulnerability Database. By the 2017 report,
for the same time period, the vendor-dis-
closed vulnerability alert volume had
increased by 33 percent to 6,380. We believe
the increase is driven by greater security
awareness, an increased attack surface and
an active adversary. 

In 2007 Cisco advised defenders to own a
holistic approach to security, integrating
tools, processes and policies, and educating
stakeholders to protect their environments.
Businesses looked to vendors for a compre-
hensive answer, often in vain, who instead
prescribed piecemeal point solutions. In
2017 CSOs are grappling with the complexi-
ty of their environments. Cisco is combatting
this through an architectural approach to
security, helping customers get more from
existing security investments, increasing
capability while decreasing complexity. 

Cisco reduces time to detection to six hours

Ziad Salameh, Managing Director, West
Region, Cisco Middle East

DETROIT: This photo provided by the Insurance Institute for Highway Safety shows a
Tesla Model S during crash safety testing. — AP

DETROIT: Two luxury electric vehicles - the
Tesla Model S and the BMW i3 - fell short of
getting the highest safety ratings in new
crash tests by the insurance industry. The
Insurance Institute for Highway Safety tested
2017 models of both vehicles. Neither earned
the institute’s “Top Safety Pick” award, which
is given to vehicles that get the highest rating
in five different crash tests and offer a crash-
prevention system with automatic braking. To
get a highest “Top Safety Pick-Plus” designa-
tion, vehicles must meet all of those criteria
and have good headlights.

In the 2017 model year, 38 vehicles have
won the “Top Safety Pick-Plus” designation,
including two plug-in hybrids: the Toyota
Prius Prime and the Chevrolet Volt. But no all-
electric vehicles are on the list. The institute
hasn’t yet tested the all-electric Chevrolet Bolt,
which went on sale at the end of 2016. Tesla’s
Model S, an all-electric luxury sedan that
starts at $72,500, earned good ratings in four
of the institute’s five tests, including a side
impact test and a head restraint test. But it
earned a lower rating in a small overlap frontal
crash test, which replicates what happens

when the front corner of the car collides with
a tree or telephone poll at 40 miles per hour. 

The Tesla’s safety belt allowed the crash
dummy to move too far forward and it hit its
head on the steering wheel. The institute said
Tesla made a production change this month
to address the problem, so the car will be
tested again. The Model S has earned the
highest ratings on US government crash tests,
but IIHS performs different tests. Tesla also
earned a “poor” rating for its headlights. And a
high-performance version of the Model S, the
P100D, got a lower ranking on the roof
strength test because its larger battery makes
it much heavier, so the roof might not hold
up as well in a rollover crash. 

The government hasn’t performed a roof-
strength test on the P100D. The BMW i3, a
small electric car that starts at $42,400, also
earned good ratings in four out of five tests. It
fell short in the head restraint test, which
measures how well the car protects against
neck injuries in a rear crash. The i3 earned the
second-highest rating of “acceptable” for its
headlights. The government hasn’t yet report-
ed crash-test results for the i3.—AP

Tesla, BMW electrics fall short 

of highest crash-test rating

FRANKFURT: German auto giant Daimler
on Tuesday said it had struck a partnership
with Uber to supply self-driving cars for the
US ride-hailing company. The tie-up comes
as both carmakers and ridesharing firms
are jockeying to establish themselves as
leading players in the burgeoning world of
autonomous driving, seen as the future of
the auto industry. “Under the terms of the
cooperation, Daimler plans to introduce
self-driving vehicles... on Uber’s global
ridesharing network in the coming years,”
the companies said in a joint statement.

The agreement will see Daimler build
and operate self-driving Mercedes-Benz
cars for use by Uber, but the statement
revealed no financial details. “As the inven-
tor of the automobile, Daimler aims to be a
leader in autonomous driving-one of the
most fascinating aspects of reinventing
mobility,” Daimler CEO Dieter Zetsche said
in the statement. San Francisco-based Uber
has invested heavily in self-driving car tech-
nology in recent years, and is currently
piloting the use of autonomous vehicles on
roads in the United States. — AFP

Daimler to supply self

driving cars for Uber


