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WASHINGTON: The Trump administration has publicly
blamed North Korea for unleashing the so-called
WannaCry cyber attack that crippled hospitals, banks and
other companies across the globe earlier this year. “The
attack was widespread and cost billions, and North Korea
is directly responsible,” Tom Bossert, homeland security
adviser to President Donald Trump, wrote in a piece pub-
lished on Monday night in the Wall Street Journal.

“North Korea has acted especially badly, largely
unchecked, for more than a decade, and its malicious behav-
ior is growing more egregious,” Bossert wrote. “WannaCry
was indiscriminately reck-
less.” The White House was
expected to follow up with
a more formal statement
blaming Pyongyang,
according to a senior
administration official. The
US government has
assessed with a “very high
level of confidence” that a
hacking entity known as
Lazarus Group, which
works on behalf of the
North Korean government,
carried out the WannaCry
attack, said the official, who
spoke on condition of anonymity to discuss details of the
government’s investigation.

Lazarus Group is widely believed by security
researchers and US officials to have been responsible for
the 2014 hack of Sony Pictures Entertainment that
destroyed files, leaked corporate communications online
and led to the departure of several top studio executives.
North Korean government representatives could not be
immediately reached for comment. The country has
repeatedly denied responsibility for WannaCry and called
other allegations about cyber attacks a smear campaign.    

Washington’s public condemnation does not include
any indictments or name specific individuals, the adminis-
tration official said, adding the shaming was designed to
hold Pyongyang accountable for its actions and “erode
and undercut their ability to launch attacks.” The accusa-
tion comes as worries mount about North Korea’s hacking
capabilities and its nuclear weapons program.

‘Pattern of misbehaving’
Many security researchers, including the cyber firm

Symantec, as well as the British government, have already
concluded that North Korea was likely behind the
WannaCry attack, which quickly unfurled across the globe
in May to infect more than 300,000 computers in 150
countries. Considered unprecedented in scale at the time,
WannaCry knocked British hospitals offline, forcing thou-
sands of patients to reschedule appointments and disrupt-
ed infrastructure and businesses around the world. 

The attack originally looked like a ransomware cam-
paign, where hackers encrypt a targeted computer and

demand payment to
recover files. Some
experts later concluded
the ransom threat may
have been a distraction
intended to disguise a
more destructive intent.
FedEx’s computer net-
works were among the
most heavily hit.  The
international shipper said
in September it expected
to sustain a $300 million
profit hit as a result of the
attack. Some researchers

have said they believed WannaCry was deployed acciden-
tally by North Korea as hackers were developing the code.
The senior administration official declined to comment
about whether US intelligence was able to discern if the
attack was deliberate. “What we see is a continued pattern
of North Korea misbehaving, whether destructive cyber
attacks, hacking for financial gain, or targeting infrastruc-
ture around the globe,” the official said.

WannaCry was made possible by a flaw in Microsoft’s
Windows software, which was discovered by the US
National Security Agency and then used by the NSA to
build a hacking tool for its own use. In a devastating NSA
security breach, that hacking tool and others were pub-
lished online by the Shadow Brokers, a mysterious group
that regularly posts cryptic taunts toward the US govern-
ment. The fact that WannaCry was made possible by the
NSA led to sharp criticism from Microsoft President Brad
Smith and others who believe the NSA should disclose
vulnerabilities it finds so that they can be fixed, rather then
hoarding that knowledge to carry out attacks. Smith said

WannaCry provided “yet another example of why the
stockpiling of vulnerabilities by governments is such a
problem.” US officials have pushed back on those asser-
tions, saying the administration discloses most computer
flaws that government agencies detect. Last month, the
White House published its rules for deciding whether to
disclose cyber security flaws or keep them secret as part
of an effort to be more transparent about the inter-agency
process involved in weighing disclosure. 

Missile defense system 
Meanwhile, Japan’s government yesterday approved

the introduction of the US military’s land-based Aegis mis-
sile interceptor system, beefing up its defense against

“serious” and “imminent” North Korea threats. The regime
in Pyongyang has fired two missiles over Japan this year
and has threatened to “sink” the country into the sea. Last
month, North Korea test-fired an intercontinental ballistic
missile (ICBM) that plunged into the waters of Japan’s
exclusive economic zone. 

“North Korea’s nuclear and missile development has
entered a new stage of threat that is more serious and
imminent to our country’s security,” the government said
as it endorsed the introduction of Aegis Ashore at a cabi-
net meeting. Japan needs to drastically improve its missile
defense, Tokyo added. Japan plans to introduce the Aegis
Ashore system at two locations, covering the entire nation
with powerful radars. —Agencies
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News in brief

Soldier-slapping video
JERUSALEM: Israel’s army arrested a Palestinian teenager
yesterday after a video went viral of her slapping Israeli
soldiers in the occupied West Bank as they remained
impassive. The video supposedly shot Friday showed two
Palestinian teenage girls approaching two Israeli soldiers,
before shoving, kicking and slapping them while filming on
mobile phones. The heavily armed soldiers do not respond in
the face of what appears to be an attempt to provoke rather
than seriously harm them. They then move backwards. The
incident is believed to have taken place next to the house of
one of the girls, 17-year-old Ahed Tamimi, in the Palestinian
village of Nabi Saleh in the West Bank. Early yesterday the
Israeli army raided Tamimi’s house and arrested her, her
father Bassem said, accusing the army of seizing telephones,
computers and other electronic equipment. “They didn’t give
a reason for her arrest,” Bassem said.  

43 die in Philippines 
MANILA: The death toll from a tropical storm that pum-
meled the central Philippines rose to 43 with hopes fading
for dozens of others still missing after massive landslides,
authorities said yesterday. Slow-moving Kai-Tak finally
swept out to the South China Sea on Monday after induc-
ing days of heavy rain that led to deadly floods and land-
slides as it sliced across the central islands last weekend.
The government’s disaster monitoring agency listed 43
dead in an updated tally and said 45 other people were still
missing, many of them feared buried by mud avalanches
that struck the small island of Biliran. “The retrieval opera-
tions are still ongoing but we are not finding anyone alive.
We only find dead bodies,” Sofronio Dacillo, a disaster
monitoring officer said by telephone from Biliran. “We still
have not given up hope of finding someone alive but the
chances are slim.” Bulldozers continued to dig for survivors
in houses buried by landslides on Biliran, located about
500 kilometers southeast of Manila.  

Warship springs a leak
LONDON: Britain’s future flagship vessel HMS Queen
Elizabeth, its biggest-ever warship, has sprung a leak,
defense officials admitted yesterday, only two weeks after
it was commissioned into the Royal Navy.  Her Majesty’s
Ship Queen Elizabeth, which cost $4.1 billion to build, has
been taking on water for some time due to a problem with
a shaft seal. The 280-metre long aircraft carrier, the most
powerful ship Britain has ever built, is undergoing sea trials
and is due to enter service in 2020.  “This is the reason
why we have the sea trials-to make sure that everything is
working absolutely perfectly,” said Defense Secretary
Gavin Williamson. “HMS Queen Elizabeth is the most mag-
nificent aircraft carrier in the world.  “She is going to make
a significant difference as to what we can actually achieve
and what we are able to do as a global power.”  

Navy commander fired 
MANILA: The commander of the Philippine Navy was
abruptly sacked yesterday in a surprise move which a leg-
islator and news reports linked to a dispute about a con-
tract for warships. Vice Admiral Ronald Joseph Mercado
was replaced by Rear Admiral Robert Empedrad in compli-
ance with “the instructions from higher authorities”, said
military spokesman Colonel Edgard Arevalo. “The reason
for this change of command will be explained in due time,”
Arevalo said in a statement. The navy spokesman, Captain
Lued Lincuna, likewise referred queries about Mercado’s
sudden dismissal to “higher authorities”. Mercado was
reassigned to a subordinate post. The head of the
Philippine military, as well as the army, navy and air force
chiefs, are appointed by the president. 
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WASHINGTON: Jeanette Manfra, chief cybersecurity official for the Department of Homeland
Security (DHS), speaks about the Wannacry virus as they announce that the US believes North
Korea was behind the cyber attack, during a briefing at the White House yesterday. —AFP 

In eastern DR Congo, 
Ugandan rebel group 
sows misery, terror
OICHA: Jean-De-Dieu was working in the fields in his village
of Mamoundioma one day in October when he heard the
distant but unmistakeable sound of gunfire. The 48-year-old
pastor and farmer abandoned the fields and fled with his
wife and their 10 children to Oicha, 25 kilometers away,
where they took refuge with friends. With 12 extra mouths to
feed, life there is tough. “We all go out into the fields to look
for things to eat,” said Kahindo, 28, the host family’s eldest
daughter. “It’s war,” Jean-De-Dieu says with simple resigna-
tion. They are part of a mass exodus of civilians in eastern
Democratic Republic of Congo-people who have seen
neighbors killed, their home put to the torch and cattle and
crops pillaged, and have fled clutching a few belongings.

The immediate cause of their misery is a shadowy
Ugandan Muslim militia, the Allied Defense Forces (ADF),
who on December 7 carried out the worst attack on UN
peacekeepers in nearly a quarter of a century. Fourteen
peacekeepers were killed and 53 wounded in an ambush by
several hundred militiamen, whose weaponry included rock-
et-propelled grenades. The toll was the bloodiest against
MONUSCO, the UN force that was deployed in the DR
Congo in 1999, and the worst against a UN force since the
deaths of 24 Pakistani peacekeepers in Somalia in June 1993.

MONUSCO and the Congolese army have said that
additional forces have been sent to shore up the area
since the assault. “We still have work to do,” said
Congolese general Marcel Mbangu, who is in charge of
UN forces in the region. “The equipment is still en
route.” On Sunday, a civilian was killed and another
injured, Amisi Kalonda, administrator for the territory of
Beni said. A member of a local youth organization, who
said he had witnessed the killing, said the victim’s throat
had been cut, and a soldier had also died.

Blood-thirsty militia
Behind the dramatic headlines of these casualties lies a

tale with a far higher toll of victims, most of them anony-
mous. Since October 2014, more than 700 people have
been killed in the Beni region, in the North Kivu region,
bordering Uganda and Rwanda. Between September and
November, more than 15,000 people fled their homes in
the eastern town of Oicha, a refugee aid group said.

Displaced families who have nowhere to go are forced to
sleep in classrooms where they leave their bedding and
belongings during the day. On the outskirts of the town, sever-
al hundred pygmies, displaced from their homes deep in the
forest, subsist on cassava leaves, yams and other root vegeta-
bles. Many children have bloated stomachs, a sign of malnutri-
tion, displaced pygmy Defao Bassinga said. The ADF, formed
in 1989, began its attacks in 1995 in the mountains of west

Uganda, with the goal of overthrowing Ugandan President
Yoweri Museveni. Forced westwards by the Ugandan army,
the group relocated most of its activities to the DRC, finding a
lucrative niche in its lawless, resource-rich east.

Its rollcall of crimes include mass killings and maiming
using machetes, the use of child soldiers and rape,
according to the UN. The group has been linked to
Somalia’s Al-Shabaab and to Al-Qaeda. Its founder and
leader, Jamil Mukulu, was arrested in Tanzania in April
2015 and was extradited to the DRC, to await trial. Yet
the ADF are just one of a number of armed groups, based
on ethnic or sectarian lines, who roam eastern DRC.
According to UN estimates, more than four million peo-
ple are internally displaced in the DRC and 922,000 peo-
ple were forced to flee their homes last year-more than in
any other country. —AFP 

Sexual harassment 
firestorm puts US 
workplaces in flux
NEW YORK: The Christmas party at the Advertising
Specialty Institute is the chance to eat, drink and be merry
after a year of hard work, relaxing with colleagues in the fes-
tively decorated cafeteria at the family firm near Philadelphia.
So far, so normal. Except that plenty of other companies have
axed the annual tradition, determined to avoid untoward
behavior as the United States closes out 2017 reeling from a
firestorm of sexual harassment and abuse scandals.

The tsunami of allegations, which have ended the
careers of a litany of powerful men from Hollywood, to pol-
itics to journalism, have left staff from the top down won-
dering if a hug here, or a remark there could be misinter-
preted. “You usually hug for the holidays-that’s the norm.
It’s a very close knit company,” says trade show manager
Tricia Walter, 45, who has worked at ASI, which produces
promotional products, for 10 years. 

“They may not feel so comfortable this time because
maybe I’ll take it the wrong way and it could cause trouble
for them, which is kind of a shame.” Overall, Walter wel-
comes the accusations for giving the “power or the voice”
to those who may have previously felt hesitant or fearful,
though she also wonders “if there are a few shady or vin-
dictive women... jumping on the bandwagon.”

“I hope people have a great time,” says colleague Dave
Vagnoni who heads up ASI’s specialist magazine. “I don’t
want workplaces to become vanilla, you should still be able

to joke with people of the opposite gender.” Outwardly, at
least, ASI appears exemplary when it comes to harassment.
Women of different ages, speaking to AFP during the
Christmas festivities, say they feel totally safe compared to
other companies where they may have worked previously.

‘Complicated time’   
CEO Timothy Andrews, 55, sacked a manager for inap-

propriate conduct in 2016 and recently emphasized a zero-
tolerance policy, inviting anyone to report any grievances
straight away, promising a prompt investigation. “I think it is
going to be a complicated time until we all sort through our
own feelings about what’s appropriate and what’s not appro-
priate,” he said. “That uncomfortable time is ok if it means
that in a generation, women are treated appropriately in the
workforce.” The #MeToo campaign that saw hundreds of
thousands of women take to social media to complain about
decades of sexual harassment was one of the defining cultural
moments of 2017 in Western Europe and the United States.

The floodgates were opened in early October when The
New York Times and New Yorker published explosives alle-
gations against now fallen Hollywood mogul Harvey
Weinstein. Since then, barely a day has gone by in the
United States without another prominent man being
accused and rapidly fired from their job. Among them is
double Oscar winner Kevin Spacey. Fellow double Oscar
winner Dustin Hoffman also faces mounting allegations, dat-
ing back decades and including women as young as 16.

Star television anchors Matt Lauer and Charlie Rose
were sent packing. Chefs such as Mario Batali have taken a
leave of absence, fashion photographers such as Terry
Richardson have been ostracized and politicians such as Al
Franken have stepped aside. The avalanche of revelations
has exposed a culture of complicity that allowed powerful
men to operate with impunity, often paying out millions of
dollars in non-disclosure agreements that bought accusers’

silence. Few allegations of sexual abuse or rape can be
prosecuted because most happened too long ago to be
brought before a court of law.

Standard bearers  
Time magazine named “the silence breakers” its Person of

the Year for triggering the national reckoning by revealing the
pervasiveness of harassment, assault and abuse in US life.
Dictionary Merriam Webster said “feminism” was its word of
2017. But few see the scourge as over, personified by the US
president himself-elected despite boasting of being able to
grab women. “When you’re a star, they let you do it. You can
do anything,” Donald Trump boasted on tape as a reality TV
star in 2005. The emergence of the “Access Hollywood” tape
flung his presidential campaign into crisis in October 2016.
Several women came forward to accuse him of harassment,
but a month later he defeated Hillary Clinton regardless.

In the wake of #MeToo, some of those accusers are now
demanding a Congressional investigation. Trump has dis-
missed their accusations as “fabricated stories.” Like others,
freelance movie casting director Ellen Chenoweth fears a
backlash that could get out of hand or be exploited by peo-
ple nursing a grudge. “I would not want it to spin out of con-
trol into something like ‘that guy looks at me wrong.’ It’s also
about how you raise you kids, what you teach boys and how
you need to respect girls,” she said. 

“I have already heard the rumblings of a backlash,”
Facebook CEO Sheryl Sandberg wrote in early December.
“‘This is why you shouldn’t hire women.’ Actually, this is
why you should.” ASI is convinced that the workplace
must set an example. “We have to be the standard bearers
because we are the place where most people are spending
most of their time,” Andrews said. “We have to be setting
the standard. If not where else are the standards going to
be set?”—AFP

OICHA: A displaced Pygmie man sits outside his makeshift house in Oicha. —AFP 


