
DUBAI: Sophos (LSE:SOPH), a global leader in network and endpoint security
recently released the findings of a regional study indicating that majority of
organizations in Middle East and Africa (MEA) are recognizing the benefits of
integrated security especially the concept of linking network firewall and end-
point security for better insights. However, the report revealed that although
MEA organizations were unlikely to increase the number of vendors they inter-
act with, they were likely to increase the number of products
in use, which highlights that organizations in the region cur-
rently do not tend to follow an integrated strategy when it
comes to security.  

The Sophos-sponsored InfoBrief Synchronized Security
Market Analysis - Middle East and Africa, developed by
International Data Corporation (IDC), revealed that the MEA
countries represented a total security solutions market poten-
tial of nearly $1.89 billion in 2015, which is expected to
increase at a CAGR of 9.3 percent to a total of $2.94 billion in
2020 as per the IDC Worldwide Security Spending Guide,
H12016. Close to 42 percent of organizations in the MEA felt
‘highly confident’ of their security posture.

“IT security is a top priority for companies in this region as
it can impact uptime and overall service levels. In terms of plans
to deploy, there is a major focus on end-to-end coverage with advanced securi-
ty systems, making it apparent that respondents want to simplify and improve
control over securing their organization’s assets. This is followed by plans to
deploy mobile device security and cloud-specific security solutions.”

“MEA’s mobile device proliferation is among the highest in the world, mak-
ing it important to secure devices and content on devices. Increased deploy-

ment of private and public cloud services makes it critical for organizations to
integrate security as a part of their cloud strategy,” said Harish Chib, Vice
President Middle East and Africa, Sophos. 

“It is clear from the responses that, in addition to threat landscape complexi-
ty, organizations do not have a holistic strategy when it comes to deploying
their security solutions. With the increase in sophisticated attacks across the

region, companies are now looking for smarter and simpler IT
security solutions. The majority of respondents across all four
countries agreed with the concept of linking network firewall
and endpoint security for better insights. The acceptance is
higher among larger enterprise. Synchronized security is the
new key for protection against cyber threats,” Chib added. 

By far the biggest complexity factor found in the study was
configuration and management. Respondents in Saudi Arabia
and UAE rated this as their biggest concern when it comes to
security complexity. In MEA, only 33% of the organizations have
a single-vendor strategy with majority of them highlighted
their multiple-vendor security environments, with some com-
panies in UAE and KSA indicating in excess of nine vendors -
indicative of the level of complexity within their environment. 

In addition organizations in MEA indicated having around 1-6
products, while a few were in excess of 13. This variance between the number
of vendors and products deployed is indicative of a lack of an integrated view.
However, this is likely to change in the future as the majority highlighted of
organizations’ plan to invest in a centralized security management console over
the next 1-2 years, with UAE organizations at the forefront, indicating their
intention to invest in the next 12 months. 
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DUBAI: Microsoft last Thursday brought together
industry experts and prominent technology decision-
makers at a media event in Dubai, to demonstrate how
Gulf-based organizations can use cloud services to
protect themselves against cyber-threats. The GCC
region has, over the past decade, become a hot zone
for cyber-attacks, due to the acceleration of Internet
and mobile penetration and relatively high average
net worth among its citizenry. In 2017, the popularity
of the Internet of Things (IoT) is expected to increase
the number of endpoints available to cyber-criminals
and hacktivists, leading to a marked surge in breaches. 

As the region’s enterprises and public bodies con-
tinue to adopt technologies like cloud computing to
digitally transform their businesses, Microsoft believes
service providers and their customers will need to
address the demand for fresh policies and procedures
that consider the evolving threat landscape. Cyber-
attacks are responsible for widespread disruption and
losses in productivity and growth. Global estimates
vary, but figures are routinely reported in the range of
hundreds of billions of dollars. 

One estimate predicts the global cyber-security
market to be worth more than $120 billion in 2017 - a
35-fold increase over the past 13 years - and to reach
more than $1trillion cumulatively over the next five
years. “The threat landscape evolves with the technolo-
gy ecosystem and so cybersecurity isa top priority for
Microsoft,” said Mohammed Arif, Windows and Devices

Business Group Lead, Microsoft Gulf. As targets for
attacks grow, we expect the number of breach
attempts to increase. 

The Microsoft cloud incorporates security at
every level and in every scenario. We encrypt data
to the highest standard, whether at rest or in transit
to or from our data centers. Whatever the size or
nature of your organization, we can tailor a cyber-
security solution that keeps you safe but allows you
to operate, meaning security does not get in the
way of your growth. 

The Dubai event gathered Microsoft experts who
discussed the company’s security portfolio and the
emerging threats and counter-threat solutions in the
region. Additionally, representatives from National
Bank of Abu Dhabi (NBAD), Cleveland Clinic Abu Dhabi
and Emirates Airlines, participated in a panel discus-
sion about the challenges Gulf businesses face as they
try to address the shifts in the threat landscape. Past
high-profile attacks across the GCC have propelled
cyber-security from the IT office to the boardroom,
and it now tops the C-level agenda. The Participants
explained how they had adopted Microsoft solutions
to help protect their digital assets and employees.

In the past year, Microsoft has taken steps to further
strengthen its security platform, with the introduction
of services such as Microsoft Cloud App Security,
Windows Defender Advanced Threat Protection
(WDATP) and Office 365 Advanced Security
Management. Intelligence is at the heart of services
such as Azure Security Centre, Microsoft Advanced

Threat Analytics and WDATP. Enterprise-grade security
in Windows 10 and the Microsoft Surface range is
enabling enterprises to take ownership of their securi-
ty infrastructure. 

Surface Enterprise Management Mode (SEMM)
allows users to modify privileges, lock out suspicious
sessions, and control hardware configuration and
operating system behavior. With the Creators
Update, Windows 10 continues to broaden and
deepen its security features. The new Windows
Defender Security Center, combines security and
health options in one place making easier for users
to control Windows 10 device security and health
options. For enterprise customers, the Creators
Update will continue to bring new tools and capabil-
ities that help simplify IT - making it easier to better
deploy, manage and support Windows 10 devices -
and to help stomp security threats.

Microsoft’s SQL Server continues to lead the mar-
ket, with its advanced data security features and new
capabilities for Azure Security Centre (ASC) and
Operations Management Suite (OMS). The platform
helps organizations protect data, and detect and
respond to sophisticated threats across cloud and dat-
acenter resources. SQL works together with OMS and
ASC to act on real-time intelligence from Microsoft’s
network of global threat-monitoring and insights, giv-
ing customers greater visibility into their own security
configuration, as well as insights into potential redun-
dancy in their data. 

Office 365 Secure Score is a new security analytics

tool that helps IT professionals assesses the strength of
their current Office 365 security configuration. Its
threat intelligence, available later this year, provides
near real-time insight into the global threat landscape,
to help customers stay ahead of cyber threats. Many
companies in the Middle East are ill-equipped to
defend against major cyber-attacks, according to
research by Symantec and Deloitte. Their report sug-
gests that more than two thirds of organizations in the
region lack the internal capabilities to protect them-
selves against sophisticated intrusion methods. 

Additionally, 70 percent of regional IT decision-
makers admit having less than full confidence in their
company’s cybersecurity policies. But Middle Eastern
companies are increasingly rising to the challenges
posed by cyber-attacks, expanding their IT depart-
ments and promoting greater awareness of threats.
Current estimates value the Middle East cybersecurity
sector at $25 billion over the next 10 years, and
Microsoft is responding by building a robust ecosys-
tem of security partners across the region. 

“As governments and enterprises around the
world continue to recognize the cost and produc-
tivity benefits of digital transformation, a holistic,
managed approach to security has become more
critical than ever before,” Added Arif.  “That is why
we are collaborating with partners, customers and
governments to combat the region’s threat land-
scape. We want to give businesses and govern-
ments peace of mind, so they can focus on doing
what they do best - innovating.”

Microsoft addresses cyber security
in the era of digital transformation

NEW YORK: Is Verizon planning to spy on its cus-
tomers? You might conclude that it is after reading
Verizon’s privacy policy on an upcoming AppFlash
service, which promises easier access to search and
apps on Android phones. The policy says Verizon may
share data on features and services you use, along
with the list of apps you have installed on your phone,
with other Verizon businesses to target ads. The priva-
cy watchdog Electronic Frontier Foundation described
AppFlash as “spyware.”

Not so fast, Verizon says. In a statement to clarify its
intentions, Verizon says users must explicitly grant per-
mission before using AppFlash. Verizon says cus-
tomers will be able to easily disable the service, and no
one will be required to use it. The statement, however,
doesn’t say exactly what permission Verizon is seeking.
The privacy policy says users can control AppFlash’s
access to your location and contact information, but
says nothing about giving control over broader usage
data. At most, users can turn off ad tracking on the
phone by digging through the settings.

The EFF has since retracted Thursday’s blog post,
pending further investigation. The group had said
AppFlash represents Verizon’s intention “to start mon-
etizing its customers’ private data as soon as possible.”
The post came just days after Congress voted to block
Obama-era restrictions on what internet-access com-
panies like Verizon could do with information about
you. Verizon has gotten heat over user privacy before.
Last year, Verizon agreed to pay a $1.35 million fine
over a “supercookie” that federal regulators said fol-
lowed phone customers on the internet without their
permission. The complaints come as Verizon evolves
into an advertising business, with the purchase of AOL
in 2015 and the upcoming acquisition of Yahoo’s inter-

net businesses. Verizon, in knowing what web sites
and apps you use, could charge companies more for
ads that are targeted to your personal habits. Android
phones and iPhones already come with search servic-
es similar to AppFlash. The main difference is when
people use AppFlash, Verizon gets more data on your
interactions and can target ads accordingly.

AppFlash is a Verizon-branded version of Evie
Launcher, which people can already get through the
Android app store. After installation, one swipe from a
phone edge brings up a search bar; one search pulls
content from the web and installed apps at once. For
instance, after searching for the movie “Beauty and the
Beast,” Evie offers one-tap access to buy tickets
through Fandango or to read reviews through IMDB
or Rotten Tomatoes. Verizon says AppFlash will be test-
ed initially on a single phone, LG’s K20 V. 

Verizon has offered no details on its plans beyond

that, though the app is for Android only and Apple for-
bids carriers from shipping iPhones with their own
apps already installed. While Verizon promises to seek
permission, it’s not yet known how Verizon will do that
and how clear it will be in explaining what’s being col-
lected and how it will be used. Evie Launcher does ask
permission to access location and contact informa-
tion, and you can say no. It also asks for permission to
replace the regular home screen experience for
launching individual apps. 

However, Evie says nothing about privacy during
the setup; its privacy policy online says personal infor-
mation such as usage activity and search queries will
be collected, but not shared with third parties. For
those who use AppFlash, Verizon says data collected
may be shared with other Verizon businesses for ad
targeting. AOL, which Verizon owns, can place ads tai-
lored web users on many other sites, too.—AP

Privacy concern raised over 
service app on Verizon phones

Privacy watchdog describes AppFlash as spyware

MASSACHUSETTS: This photo shows signage in a Verizon store in North Andover,
Massachusetts.—APNEW YORK: A major update to Microsoft’s

Windows 10 system will start reaching con-
sumers and businesses on April 11, offering 3-D
drawing tools, game-broadcasting capabilities
and better ways to manage your web browsing.
This “Creators Update” also aims to make future
updates less disruptive. Microsoft said
Wednesday that it will roll out the Creators
Update to some 400 million Windows 10
devices worldwide over time. 

Though there’s no set schedule, devices that
came with Windows 10 installed will likely get
the update first. That will make it easier for
Microsoft to work out kinks for older devices,
which are potentially more problematic. Once
you get it, here are five things to check out.

Throughout the day, you’re likely using your
web browser for a variety of tasks - researching
a trip, checking the news and, gasp, doing actu-
al work. Having all those websites open at once
could prove cumbersome. Windows 10’s Edge
browser now has a small icon on the upper left
corner for setting aside a group of websites. Say,
your deadline on a work project is rapidly
approaching. Just hit the button to clear out
website tabs for your Caribbean getaway. 

When you’re ready to return to trip planning,
hit an adjacent icon to restore those tabs you’ve
set aside. You can set aside multiple groups; the
most recent ones appear on top. When things
get rough, you can scroll down to check the set
of job search sites you set aside weeks ago.
Though browsers let you bookmark sites, you
probably don’t want permanence for trips and
short-term projects. Once you restore tabs
using the new feature, you’ll need to set them
aside again when you’re done for future access.
And tabs won’t sync across devices.

Digital doodles
Last year’s “Anniversary Update” introduced

Windows Ink, the ability to highlight, mark and
otherwise doodle on documents with a finger or
stylus, provided you have a touch-screen com-
puter. Updated Windows apps for Microsoft’s
Maps and Photos will let you do more. Though
the apps are available separately, getting the
Creators Update ensures you have them. 

In Photos, you can draw on photos and videos
with virtual markers and share your creations with
friends. For example, you can circle that guy in the
background and call attention to how goofy he
looks. For maps, you can mark a specific spot in a
park for friends to meet. Technically, you can
already do that with web versions of Google, Bing
and other maps, so long as you’re using the Edge

browser and its doodling function. Microsoft’s
Maps app offers extras. 

For instance, you can have the app calculate
the distance of the bike route you’re tracing; be
sure to first hit the “measure distance” icon (the
one with the red diagonal). Ink would have
been great for a new e-book feature coming to
Windows. Microsoft is now selling e-books
through its online store, and books open as a
tab in Edge, with no separate app needed. But
Microsoft says Ink is disabled on e-books
because of publisher restrictions.

Paint, a graphics app Microsoft first shipped
with Windows 1.0 in 1985, is getting a major
refresh. You can now create images in 3-D .Start
by pressing the cube icon at the top. You can
create 3-D images from scratch or choose an
object, such as a cylinder, a fish or a person. You
can get additional models from a 3-D online
community called Remix and even share your
creations there. 

You can add stickers, such as eyes, by tap-
ping the icon to the right of the cube. Play
around to get a feel for all the capabilities.
Expect lots of trial and error - and frequent use
of the “undo” button.3-D images created
through paint will be compatible with 3-D print-
ers and printing services.

Gamers, rejoice
A game mode optimizes the computer for

gaming. Other tasks can still run in the back-
ground but won’t consume as much of the sys-
tem resources. Game mode is on by default; you
can turn it off through a new central location for
system-wide game settings (individual games
might still have their own settings). Windows 10
also gets a broadcasting service called Beam,
which Microsoft bought last year. Before, to
share live streaming of game play, gamers had
to install and activate Beam or a competing
service separately.

Less-annoying updates
Although Creators Update is only the sec-

ond major update since Windows 10’s release in
2015, Microsoft has issued many smaller ones
along the way. They often require a restart and
can come at inopportune times - such as the
start of an important meeting. Users with the
Home edition of Windows 10 had no options for
postponing updates. Microsoft says it has lis-
tened and will give all users the ability to sched-
ule a time or defer updates for three days. This
doesn’t mean you can avoid updates forever,
but it gives you more say over when.—AP

Harish Chib, Sophos

Windows update will bring 
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NEW YORK: In this file photo, Terry Myerson, Microsoft’s executive vice president of the
Windows and Devices Group, discusses a Windows 10 update at a Microsoft media
event in New York.—AP
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