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SAN FRANCISCO: Apple’s legal standoff
with the FBI ended Monday, but experts
say the issues behind it will come up
again, as more tech companies take
measures to guard their customers’ mes-
sages, photos, business records and oth-
er files.

After weeks of heated debate, in
which Apple had resisted the FBI’s
demand for help, authorities say they
found their own way to get the data from
an encrypted iPhone used by one of the
San Bernardino mass shooters. If you’re
confused by all the back-and-forth in this
high-stakes dispute, here’s a simplified
breakdown:- 

What was the fight about?
At the Justice Department’s request, a

federal judge ordered Apple Inc. last
month to help the  FBI unlock an
encrypted iPhone used by Syed Farook,
who along with his wife, Tashfeen Malik,
killed 14 people in December.
Specifically, the government wanted
Apple to create software that would
override an “auto-wipe” feature which is
designed to kick in after anyone makes
10 wrong attempts at guessing the

iPhone’s passcode. Once that feature is
activated, it renders all the data on the
phone permanently unreadable.

Apple said it could create the soft-
ware the government wanted, but it
argued vehemently that doing so would
be a bad idea. CEO Tim Cook said the
order would set a precedent for more
government demands, both in the
United States and around the world.
Apple also said the software could be
stolen by hackers and used against other
iPhones.

Federal authorities insisted they were
only asking for Apple’s help in a single case,
although prosecutors nationwide have
said they wanted similar assistance in oth-
er cases where iPhones have been seized.
While it’s unclear if any useful information
was stored on the iPhone, FBI Director
James Comey said authorities owed it to
the San Bernardino victims to leave no
stone unturned in their investigation.

Why was it such a big deal?
The case crystallized some long-sim-

mering frustrations and conflict between
the tech industry and law enforcement
authorities. Apple and other tech compa-

nies have been steadily increasing their
use of encryption and other safeguards
to protect their customers’ data, follow-
ing a wave of recent hacking attacks and
revelations about government data-col-
lection by the former National Security
Agency contractor Edward Snowden.

Law enforcement officials, including
Comey, have complained that encryp-
tion and other data safeguards are help-
ing dangerous people hide their activi-
ties, while interfering with the govern-
ment’s ability to investigate crimes.

In the San Bernardino case, Apple
drew support from other leading tech
companies, computer security experts
and civil liberties groups. They filed court
briefs arguing the government was
going too far in trying to force a compa-
ny to create software that threatened its
own customers’ security. Meanwhile, top
officials in the Obama administration,
including US Attorney General Loretta
Lynch, denounced Apple’s stance and
accused the company of trying to rewrite
the rules for government investigations.

What did the judge decide?
The judge didn’t have to rule. Cook

had said he was prepared to take the
case to the US Supreme Court. But last
week, just one day before Magistrate
Sheri Pym had planned to hold a hearing
on the dispute, the Justice Department
asked for a delay. Authorities said an
unnamed “outside party” had come for-
ward with a technical solution to unlock-
ing the phone, which the FBI needed
time to test out.

Then on Monday of this week, the
government reported that it had suc-
cessfully accessed the iPhone’s files and
no longer needed Apple’s help. For that
reason, the Justice Department asked
the magistrate to withdraw the order she
issued in February.

So who won?
Each side can claim a victory:

Authorities say they achieved their goal
of getting into the iPhone, while Apple
successfully resisted a court order that it
contends would be harmful to its cus-
tomers. Even so, the FBI may have lost
some credibility. After repeatedly insist-
ing that only Apple had the means to
help authorities unlock the phone, it
turned out there was another way. —AP

Apple vs the FBI: What happened?

LOS ANGELES: SoundCloud is entering
paid music streaming, hoping to turn its
huge community of cover singers, dub-
step remixers and wannabe stars into a
bigger source of revenue. Since its launch
in 2007, the Berlin-based online music
service has allowed pretty much any
audio to be uploaded to its cloud - from
Kanye West outtakes to teenagers singing
over canned music. It has slowly intro-
duced tools to earn revenue, introducing
paid services for artists in 2008 and ad rev-
enue sharing for invited musicians in
2014.

But after signing deals with major
labels, including holdout Sony Music this
month, SoundCloud is adding a subscrip-
tion plan for consumers, giving them ad-
free listening and a whole range of music
from mainstream artists that had shunned
the service because it only gave tracks
away for free, including top acts like Taylor
Swift.

SoundCloud, privately held and with
tech investors like Union Square Ventures
and Kleiner Perkins, will have a staggering
125 million tracks available when the paid

tier, SoundCloud Go, launches Tuesday.
That’s about four times other paid services.
The fast-growing field of paid music sub-
scription services is already crowded, led by
companies like Spotify, with 30 million pay-
ing subscribers, and Apple, which jumped
to 10 million after launching last year.

Massive variety 
SoundCloud hopes to distinguish itself

with its massive variety and huge audi-
ence of 175 million monthly listeners.
“We’re at the very early days of streaming,”
said Eric Wahlforss, the co-founder and
chief technology officer, in an interview.
“The pie is going to be very large over
time.”

SoundCloud Go will cost $10 a month
and offer ad-free offline playback on
mobile devices. It’ll also allow artists to
choose whether to give away tracks for
free or reserve them for paying customers
- an option not allowed by Spotify, which
depends on having quality free music to
draw in prospective paying customers.
Wahlforss said a key selling point for con-
sumers is the many tracks on SoundCloud

you won’t find elsewhere.
“You’re going to be able to listen to a

Rihanna next to an emerging artist, next
to a DJ set, next to a mashup in the same
playlist,” said Wahlforss. “It’s new for us, it’s
new for the world.” For example, on
SoundCloud you can find gems like a John
Legend’s cover of the Adele hit, “Rolling in
the Deep.” Or a 4-minute version of “30
Hours,” a shortened take of one of the
songs from Kanye West’s latest album,
“The Life of Pablo.” The album version is
exclusively streaming on competing
music service Tidal.

SoundCloud’s reputation for hosting
music that is off the beaten path is what
drew DJ Kaskade to the platform. Without
saying whether he’ll put music behind the
pay wall, Kaskade’s manager Stephanie
LaFera said it has long been a place for the
DJ to connect with fans looking to dig
deeper than a standard release. “We feel
like we’re speaking to an audience that’s
already with us, fans that are open to
experimentation, sub-genres and all the
quirks that come with the world of elec-
tronic music,” she said. —AP 

SoundCloud expands with new paid streaming plan

BEIJING: A woman uses her mobile smartphone near an advertisement for a
Chinese news web portal. —AP 

WASHINGTON:  The FBI’s announcement that it
mysteriously hacked into an iPhone is a public
setback for Apple Inc, as consumers learned
that they can’t keep the government out of
even an encrypted device that US officials had
claimed was impossible to crack. Apple, mean-
while, remains in the dark about how to restore
the security of its flagship product.

The government said it was able to break
into an iPhone used by a gunman in a mass
shooting in California, but it didn’t say how. That
puzzled Apple software engineers - and outside
experts - about how the FBI broke the digital
locks on the phone without Apple’s help. It also
complicated Apple’s job repairing flaws that
jeopardize its software.

The Justice Department’s announcement

that it was dropping a legal fight to compel
Apple to help it access the phone also took
away any obvious legal avenues Apple might
have used to learn how the FBI did it. Magistrate
Judge Sheri Pym on Tuesday vacated her Feb.
16 order, which compelled Apple to assist the
FBI in hacking their phone. The Justice
Department declined through a spokeswoman
to comment Tuesday.

Clues emerge 
A few clues have emerged. A senior law

enforcement official told The Associated Press
that the FBI managed to defeat an Apple securi-
ty feature that threatened to delete the phone’s
contents if the FBI failed to enter the correct
passcode combination after 10 tries. That
allowed the government to repeatedly and con-

tinuously test passcodes in what’s known as a
brute-force attack until the right code is entered
and the phone is unlocked.

It wasn’t clear how the FBI dealt with a relat-
ed Apple security feature that introduces
increasing time delays between guesses. The
official spoke on condition of anonymity
because this person was not authorized to dis-
cuss the technique publicly. FBI Director James
Comey has said with those features removed,
the FBI could break into the phone in 26 min-
utes.

The FBI hacked into the iPhone used by gun-
man Syed Farook, who died with his wife in a
gun battle with police after they killed 14 peo-
ple in December in San Bernardino. The iPhone,
issued to Farook by his employer, the county

health department, was found in a vehicle the
day after the shooting. The FBI is reviewing
information from the iPhone, and it is unclear
whether anything useful can be found.

Apple said that the legal case to force its
cooperation “should never have been brought,”
and it promised to increase the security of its
products. CEO Tim Cook has said the Cupertino-
based company is constantly trying to improve
security for its users. The company declined to
comment more Tuesday.

The FBI’s announcement - even without
revealing precise details - that it had hacked the
iPhone was at odds with the government’s firm
recommendations for nearly two decades that
security researchers always work cooperatively
and confidentially with software manufacturers
before revealing that a product might be sus-

ceptible to hackers. The aim is to ensure that
American consumers stay as safe online as pos-
sible and prevent premature disclosures that
might damage a US company or the economy.

Confidential discoveries
As far back as 2002, the Homeland Security

Department ran a working group that included
leading technology industry executives to
advise the president on how to keep confiden-
tial discoveries by independent researchers that
a company’s software could be hacked until it
was already fixed. Even now, the Commerce
Department has been trying to fine-tune those
rules. The next meeting of a conference on the
subject is April 8 in Chicago and it’s unclear how
the FBI’s behavior in the current case might
influence the government’s fragile relationship
with technology companies or researchers.

The industry’s rules are not legally binding,
but the government’s top intelligence agency
said in 2014 that such vulnerabilities should be
reported to companies and the Obama adminis-
tration put forward an interagency process to
do so.

“When federal agencies discover a new vul-
nerability in commercial and open source soft-
ware - a so-called ‘zero day ’ vulnerability
because the developers of the vulnerable soft-
ware have had zero days to fix it - it is in the
national interest to responsibly disclose the vul-
nerability rather than to hold it for an investiga-
tive or intelligence purpose,” the Office of the
Director of National Intelligence said in a state-
ment in April 2014. The statement recommend-
ed generally divulging such flaws to manufac-
turers “unless there is a clear national security or
law enforcement need.”

Last week a team from Johns Hopkins
University said it had found a security bug in
Apple’s iMessage service that would allow hack-
ers under certain circumstances to decrypt
some text messages. The team reported its find-
ings to Apple in November and published an
academic paper after Apple fixed it.

“That’s the way the research community han-
dles the situation. And that’s appropriate,” said
Susan Landau, professor of cybersecurity policy
at Worcester Polytechnic Institute. She said it
was acceptable for the government to find a
way to unlock the phone but said it should
reveal its method to Apple. Mobile phones are
frequently used to improve cybersecurity, for
example, as a place to send a backup code to
access a website or authenticate a user.

The chief technologist at the Center for
Democracy and Technology, Joseph Lorenzo
Hall, said keeping details secret about a flaw
affecting millions of iPhone users “is exactly
opposite the disclosure practices of the security
research community. The FBI and Apple have a
common goal here: to keep people safe and
secure. This is the FBI prioritizing an investiga-
tion over the interests of hundreds of millions of
people worldwide.” —AP 

Apple still clueless on how FBI 
hacked iPhone without help

Complicates Apple’s job repairing software flaws

WASHINGTON:  In this Feb 17, 2016 file photo, an iPhone is seen. —AP

BEIJING: China is consolidating its ability
to censor the Internet by drafting new
rules requiring businesses that serve
domestic Internet users to register their
Web addresses inside the country, a move
seen as targeting Chinese companies but
that has raised concerns among foreign
businesses.

In its most draconian interpretation, the
proposed requirements could also further
limit access within the Chinese network,
analysts said. That appears to be the latest
step by the ruling Communist Party to
erect cyber barriers in the name of what
some officials call “Internet sovereignty.”

“This expands control over domestic
Internet operators and contributes to the
gradual buildup of the capability under-
pinning Internet sovereignty,” said Rogier
Creemers, an expert on Chinese media pol-
icy at the University of Oxford.

Under the draft regulations released this
week by the Ministry of Industry and
Information Technology, any firm that pro-
vides services to Chinese users must regis-
ter its domain, or Web address, with a
Chinese provider. The rules are found in
Article 37 of the ministry ’s proposed
update to a set of decade-old Internet laws.

Flow of information 
Analysts said the main targets appear to

be Chinese Internet companies that store
their content domestically but keep their
Web address registered overseas with rep-
utable, international firms for security pur-
poses. Requiring them to shift their regis-
tration to a domestic provider under
Chinese government control would allow
censors to react more quickly in blocking
access to certain sites, said Long Weilian,
an IT consultant based in the southern
Chinese city of Shenzhen who has blogged
extensively on the issue.

“Before, they had to contact the server,

get the address, talk to the manager and
then ask them to censor something,” Long
said. “If the domains are all domestic, they
can directly stop traffic going to your
domain with a command.” Jacob Parker,
vice president for China operations with
the US-China Business Council, which lob-
bies the Chinese government on trade pol-
icy, said his group was concerned that the
rules would block the free flow of informa-
tion. “Any kind of restrictions would under-
mine China’s broader economic develop-
ment goals,” Parker said. 

Concerned that a borderless, US-led
global Internet could weaken its political
control, China’s government has repeated-
ly issued cyber regulations that have
drawn criticism from Western trade
groups. Following pushback from the
White House last year, China dropped a
provision in a cybersecurity law that would
require companies to keep Chinese user
data at facilities in China, allowing the gov-
ernment access to personal information.

Questions remain about the new rules’
true purpose and how strictly they would
be enforced. The ministry is currently solic-
iting feedback on the proposed registra-
tion regulations, and Chinese laws are
often softened during the revision process.
Fang Xingdong, the director of a top
Chinese technology think tank, said he
believes Chinese leaders are seeking to
enhance their control, but not to wall
China off from the rest of the world.

“Under the current wording, all this is
doing is integrating large Chinese Web
service providers under a more rigorous
supervision framework, while most small
businesses won’t be affected,” said Fang,
whose organization regularly submits
opinions to the government on Internet
issues. Any attempt to seal off the Chinese
Internet “would hurt China as much as
America,” he said. —AP

China proposes new Web rules 
that could enhance censorship

LOS ANGELES: In this March 22, 2016, photo, Eric Wahlforss, the co-
founder and chief technology officer of Soundcloud, talks during an
interview. —AP

LOS ANGELES: The first consumer-ready
Oculus Rift virtual-reality headset was
delivered to a real person over the week-
end, and reviewers got their first taste. The
initial feedback: It’s a beautiful, wonderful
device that immerses you, yet it still has a
ways to go. Oculus founder Palmer Luckey
hand-delivered the first Rift to software
developer Ross Martin in Anchorage,
Alaska, on Saturday, kicking off a new era in
virtual reality by putting the most powerful
VR device yet into a consumer’s hands.

Martin, who had never tried VR before,
spent a few hours on the Rift Monday
morning. He watched a short movie, played
a game and explored a virtual environment
that included an up-close encounter with a
Tyrannosaurus Rex.

“I couldn’t stop saying, ‘Wow,’” Martin, a
33-year-old Web developer, said in an inter-
view. But he said that he felt a touch of
nausea at times and that the resolution
could be better. “If you’re a gamer, this is
right up your alley,” he said. “You’re going to
be able to forgive that.”

Oculus has said it’s sending the Rift to its
first Kickstarter backers first, followed by
those who ordered one in January for $600,

or at least $1,500 with a high-end personal
computer included. Oculus, which began
crowd-funding through Kickstarter in
August 2012, was acquired by Facebook for
$2 billion in 2014 and has shipped two
developer versions so far.

Mixed reviews
Expectations for a consumer version

have been high. There’s a backlog of orders
and if you order now, you can expect deliv-
ery in July. It’s not clear, though, how many
units Oculus made for the first round - and
whether there will ultimately be much
demand beyond gamers and hard-core
technologists. Early reviews by journalists
have been mixed.

Steven Tweedie of Business Insider was
glowingly positive in his review of the Rift,
relishing the greater presence he felt in both
games and narrative stories. “Everything
feels like it means more: there’s a height-
ened connection to characters, both in
games and short films, and the action car-
ries weight,” he wrote. But he noted its hefty
price tag “is undoubtedly the biggest thing
keeping more people from getting the
chance to try virtual reality.” —AP

Oculus Rift begins shipping; 
Reviews suggest waiting


