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SAN FRANCISCO:  The FBI’s victory in break-
ing into a San Bernardino killer’s iPhone with-
out Apple’s help merely prolongs a battle
over how far the government can go to
examine private messages, photos and other
files. “There’s a clash of values and interests
that I think will continue,” said Ed Black, head
of Computer and Communications Industry
Association, a trade group whose members
include Google, Facebook and Microsoft.

Federal prosecutors have appealed a
court ruling that said Apple doesn’t have to
help them extract data from another iPhone
in a New York drug case. Speaking in general,
the Justice Department said it will continue
seeking digital evidence, “either with cooper-
ation from relevant parties or through the
court system when cooperation fails.”

After finding its own way to access files
on the San Bernardino iPhone, the Justice
Department said it no longer needs a court
order to force Apple to remove safeguards
against guessing that iPhone’s passcode.
That means Magistrate Sheri Pym won’t be
ruling on whether a centuries-old law, known
as the All Writs Act, provided legal authority
for compelling Apple’s assistance.

Some in the tech industry worry that
authorities will now try to pursue a smaller
company - one without the financial and
legal resources that Apple had - to win a
favorable legal precedent that authorities
could then use to pressure other firms -
including heavyweights like Apple. “When

you’re a company of five people, you don’t
have a general counsel’s office. You have a
card table that everyone sits and codes at,”
said Morgan Reed, executive director of a
tech industry group known as ACT, which
represents software application developers.

Although the Justice Department repeat-
edly insisted that its request for Apple’s help
applied only to the San Bernardino iPhone,
Apple said having to rewrite its iPhone soft-
ware would make all phones less secure and
open the door to more demands from gov-
ernment authorities, both in the United
States and other countries.

Tech companies say they turn over the
customer data they have, when faced with a
legal court order. But many companies are
increasingly using encryption and other safe-
guards that put at least some customer data
out of their reach. Companies say they’re
determined to protect customers’ privacy
against unwarranted intrusion.

WEALTH OF INFORMATION 
On the flip side, today’s popular smart-

phones contain a wealth of information
about their users - who they talk to, where
they travel, what they view online - which
authorities can use to prosecute suspects,
unravel plots and identify accomplices.

“Every case is now a cyber investigation,”
said Ed McAndrew, a former federal cyber-
crimes prosecutor now in private practice.
“You’re going to have electronic devices and

technology and online storage in virtually
every case.” State and federal authorities in
several jurisdictions have confirmed they
would like to get access to encrypted smart-
phones seized in a variety of criminal investi-
gations. In at least a dozen pending cases,
the government has cited the same All Writs
Act as legal authority to compel Apple’s
cooperation. The FBI might be able to apply
the same forensic technique it used with the
San Bernardino iPhone, but it’s not clear if
that will work with newer iPhones that have
added security features, said Jonathan
Zdziarski, an independent computer foren-
sics expert. The San Bernardino iPhone was a
5C model, which largely had 2012 hardware,
although it had a recent version of the
iPhone software.

Late Wednesday, the FBI agreed to help
an Arkansas prosecutor unlock an iPhone
and iPod belonging to two teenagers
accused of killing a couple. What is unclear is
whether the FBI - which already had the abili-
ty to get data from some phones - is using
the same techniques as in San Bernardino.

Meanwhile, the government’s authority
under the All Writs Act remains in dispute.
Any decision in the pending New York case
will likely be appealed again, said Fred Cate, a
law professor and fellow at the Indiana
University Center for Applied Cybersecurity
Research. “There’s no question that will be up
in the air until the Supreme Court rules on it,”
he added. — AP

High-tech Nordic 
headsets improve hearing 

on the battlefield
STOCKHOLM: Swedish-based Invisio, which will provide
high-tech headsets to French security forces at the Euro
2016 football championship this summer, expects military
orders in emerging markets to boost revenue further this
year.

Invisio’s headsets are already sold to US and British mil-
itary forces. The in-ear product turns vibrations from jaw-
bones into sound and cancels external noise so that a
speaker can be heard clearly even when standing close to
a running jet engine or a loud explosion on a battlefield.

Invisio, whose share price soared 500 percent last year,
started in mobile phone headsets but changed tack in
2008 as its main customer Motorola suffered big losses to
focus on products for the military, law enforcement agen-
cies and firefighters.

That shift into products made for extreme environ-
ments means it now competes in a niche market with lim-
ited competition and high barriers to entry. The company
says it has won all public tendering processes it has taken
part in since 2012.

A breakthrough for Invisio came at the end of 2013
when the US military placed orders as part of a moderni-
sation drive.  The following year, sales surged 136 percent
and the company turned to profit after reporting losses
for more than a decade.

Now, Invisio plans to expand outside its main markets
in Europe and North America to selected countries in Asia,
the Middle East and South America. “I am completely cer-
tain that we will win orders in new countries this year,”
Chief Executive Lars Hojgard Hansen told Reuters, but
declined to say which countries were most likely.

Invisio was founded in 1999 in Copenhagen, which
became an audio technology hub after Denmark decided
to subsidise the sector in the 1960s. Several of the world’s
largest makers of hearing aids are based in Denmark.

The now-Swedish company employs about 40 people
and is one of a number of high-tech firms which have
grown out of the Nordic region to compete on a global
stage. Invisio headsets can protect a soldier’s ears by
bringing loud noises such as explosions or gun shots
down to safer levels. A user who wants to hear something
from a greater distance can opt to increase the volume by
up to five times.

Hearing loss is a major problem for military personnel
and the US government has said it pays more than one
billion dollars each year for hearing aids and compensa-
tion to war veterans with hearing impairments.

Invisio, which estimates the current market for its prod-
ucts at about 4 billion Swedish crowns ($492 million), has
carved a niche for itself where more old-fashioned prod-
ucts such as earplugs or construction-site ear protectors
are often used.

“I believe more and more countries will jump on the
bandwagon when they see the benefits,” Hojgard Hansen
said. Recent orders from NATO countries Britain, Canada
and Australia helped to contribute to a 14 percent
increase in sales in 2015 to 230 million crowns ($28 mil-
lion). This year, Invisio won an order from French security
forces, which will use the equipment at the Euro 2016
starting in June. — Reuters

Resolution in FBI-Apple case 
prolongs larger legal battle

PALO ALTO: Apple CEO Tim Cook laughs while visiting with customers during a visit to the Apple Store, Thursday, in
Palo Alto, Calif. The new Apple iPhone SE and 9.7 inch iPad Pro were available for sale from Thursday. — AP

NEW YORK: Low-income Americans are
expected to be able to apply for help from
the federal government in paying for
Internet access in December.

The Federal Communications
Commissioners voted, 3-2 along party
lines, Thursday to expand the $1.5 billion
Lifeline program, a $9.25-a-month sub-
sidy, to Internet as well as phone service. It
can be used with cellphone Internet or
home Internet.

It’s the latest federal government
attempt to close a “digital divide”
between those who have access to the

Internet and those who don’t, as the abili-
ty to go online becomes seen as an
increasingly important part of modern life,
key for looking for jobs and going to
school.

FCC Chairman Tom Wheeler said the
agency is addressing abuse and fraud
problems with improvements like making
an independent party check that people
are eligible rather than having phone or
Internet providers do it.

Providers get payments for signing up
customers, and then pass along discount-
ed or free service. There had been prob-

lems with some providers signing up ineli-
gible customers. Having someone else
verify that people are ineligible could help
remove the incentive for them to do that.

The program will have a $2.25 billion
budget, but that amount could be raised.
There was a fair amount of drama accom-
panying the FCC meeting, which was
delayed for several hours. The two
Republican commissioners had wanted a
lower, $2 billion cap on spending, among
other changes, and said that an agree-
ment with Democratic Commissioner
Mignon Clyburn went out the window at

the last minute after pressure from
Wheeler.

Clyburn said that she changed her
mind because she didn’t want to limit the
impact of Lifeline, which she said could
help millions of households that don’t
have Internet access. She said she heard
from “a wide range of individuals.”

Wheeler called the idea that he bullied
Clyburn “balderdash.”

Lifeline was started in 1985 and
expanded to include wireless phones in
2005. It’s paid for with fees on Americans’
phone bills. — AP

FCC program to help poor get online will start in December


