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DETROIT/SAN FRANCISCO: Fiat Chrysler will
recall 1.4 million vehicles in the United States
to install software to prevent hackers from
gaining remote control of the engine, steer-
ing and other systems in what federal officials
said was the first such action of its kind.

The announcement on Friday by FCA US
LLC, formerly Chrysler Group LLC, was made
days after reports that cybersecurity
researchers used a wireless connection to
turn off a Jeep Cherokee’s engine as it drove,
increasing concerns about the safety of
Internet-enabled vehicles.

The researchers used Fiat Chrysler’s
telematics system to break into a volunteer’s
Cherokee being driven on the highway and
issue commands to the engine, steering and
brakes.

The National Highway Traffic Safety
Administration (NHTSA) said on Friday it
would investigate whether FCA’s solution to
upgrade software was enough to protect
consumers from hackers, although FCA said
in its recall announcement that it was
unaware of any injuries.

A spokesman for NHTSA said that it was

the first recall of vehicles because of concerns
about cybersecurity, and experts said they
hoped it would send a shock through the
auto industry and beyond it.

RISKS OF CONNECTIVITY
The risks of increasing connectivity to

physical devices extend far beyond cars and
into hospitals and chemical plants and facto-
ries, they said.

“It’s a huge problem, and it’s an architec-
tural problem with this Internet-of-Things
concept,” said Nicholas Weaver, a security
researcher at the nonprofit International
Computer Science Institute in Berkeley,
California.

He said that at present there is a divide in
terms of design, in that cars and other prod-
ucts could be accessible from a variety of
sources, such as smartphones, as with the
Cherokee, or else can be designed to commu-
nicate only with a single authenticated server.

Products designed to be accessible by a
range of means including smartphones leave
a large “attack surface” that is easier to pene-
trate. But products that communicate only

with a single authenticated server allow the
company that owns the server to compile a
raft of information about the user, increasing
privacy concerns, Weaver said.

Ed Skoudis, an expert in securing connect-
ed devices, said the fact that the recall came
so soon after publication of the FCA cyberse-
curity issue “is a shot across the bow of other
IoT manufacturers that this could cost them a
lot of money.”

Skoudis said he hoped companies would
reconsider what they spend on security earli-
er in the design process in order to avoid simi-
lar recalls, lawsuits and the threat of increased
regulation.

COMPUTERS ON WHEELS
Automakers have until now sought to play

down the threat that hackers could gain con-
trol of a vehicle using a wireless connection.
While hackers had previously demonstrated
the ability to tamper with onboard systems
using a physical connection to the car’s diag-
nostic system, the researchers were able to
control the Jeep Cherokee remotely.

US-traded shares of Fiat Chrysler closed

2.5 percent lower at $15.15 on Friday. The
NHTSA and members of Congress have
expressed concern about the security of
Internet-connected vehicle control systems.
Two Democratic Senators introduced a bill on
Tuesday that would direct the NHTSA to
develop standards for isolating critical soft-
ware and detect hacking as it occurs.

“We have said that cars today are essen-
tially computers on wheels, and the last thing
drivers should have to worry about is some
hacker along for the ride,” Fred Upton, the
Republican chairman of the House Energy
and Commerce Committee and the commit-
tee’s ranking Democrat, Frank Pallone Jr of
New Jersey, said in a statement on Friday.

Some carmarkers, including BMW and
Tesla Motors Inc, can update car software
over the air, as Apple Inc does with its phones.
But others do not, and the Senate bill would
not require that.

The recalled vehicles include some of the
top-selling FCA products including the Jeep
Grand Cherokee and Cherokee SUVs from
model years 2014 and 2015 and 2015 Dodge
Challenger sports coupes, among others.

(http://bit.ly/1IrgUR1) FCA said it would mail a
memory stick to affected customers to
upgrade vehicle software and add security. A
spokeswoman for FCA said the USB sticks
would be mailed to customers “as soon as
possible.” The company also said it had
already deployed a fix with its telecommuni-
cations provider to block remote access of the
kind the researchers used.

FCA declined to comment beyond the
statement it issued on the recall. The compa-
ny did not respond to queries on whether the
USB devices to be mailed to customers are on
hand or have to be manufactured. An NHTSA
official said the investigation would also look
at “how quickly they (FCA) are able to com-
plete the recall.”

In broad terms, “this is another example
of a problem with an embedded system,
some computer that is something that is
not really a computer from a user perspec-
tive but is built to make something else
work,” said Steven Bellovin, a professor of
computer science at Columbia University. “I
suspect we’re going to need some kind of
regulatory frameworks.” —Reuters

WASHINGTON: As President Barack
Obama faces pressure to discuss human
rights  in his first official visit to Ethiopia
this weekend, a unique lawsuit back
home is challenging whether the  African
country can spy on an American by turn-
ing his computer into a giant recording
device.

The federal case alleges Ethiopian
government agents gobbled up months
of a Maryland  man’s Skype calls and his
family’s Internet activities. But the man,
born in Ethiopia and now a US citizen,
isn’t wanted for a crime. Instead, he helps
out a political opposition group out-
lawed in his home country.

The alleged intrusion was investigat-
ed after the software left behind bread
crumbs, underscoring a larger pattern:
The use of commercial hacking software
by foreign governments, sometimes with
poor human-rights records, to electroni-
cally snoop on their adversaries.

White House press secretary Josh
Earnest said this past week that the US
“regularly conveyed to Ethiopia’s leader-
ship our concerns in such areas as press
freedom, transparency, space for civil
society and the political opposition.”

Human Rights Watch and other
organizations urged Obama, who was
scheduled to arrive in Ethiopia on
Sunday after visiting Kenya, to put the
“pressing human rights concerns” in visits
to Ethiopia and Kenya “at the forefront of
your discussions.”

Ethiopia has sought hacking software
from at least two separate companies,
court records and emails show. The legal-
ity of such technology in other countries
- and a US federal judge’s pending deci-
sion on whether the Maryland man’s can
proceed - could raise foreign-policy
implications for governments worldwide.

The Obama administration has had
to deal with other countries hacking into
American computers and compromising
private data. The Justice Department last
year charged five Chinese military hack-
ers for breaching major corporations’ sys-
tems and siphoning off business secrets.

Lawyers for the Maryland plaintiff,
who goes by Kidane in court documents
to protect him from retaliation, say soft-
ware called FinSpy made secret audio
recordings of his Skype calls, copied por-
tions of his emails and logged Web
searches done by his middle-school-age
son for school.

“Just because governments around
the world engage in spying doesn’t
make it legal,” said Nate Cardozo, a staff

attorney with the San Francisco-based
Electronic Frontier Foundation, which is 

representing Kidane. “And when spies
get caught, there are consequences.” A
federal judge in Washington asked the
U.S. government this month if it wanted
to weigh in on the case. Ethiopia wants it
tossed, saying governments have immu-
nity when conducting such activities. The
EFF says the case is important for show-
ing warrantless wiretapping is illegal and
can be the basis of a U.S. lawsuit, regard-
less of who engages in it.

Offensive hacking software is used by
investigators to gather evidence for crim-
inal prosecutions or, at times, spy on for-
eign adversaries. The FBI in 2007, for
instance, sent a bogus Associated Press
story to a 15-year-old suspect in
Washington state who was accused of
making bomb threats; the story con-
tained secret software that helped reveal
his location.

Human rights and free press advo-
cates have bristled in letting oppressive
governments gain access to that tech-
nology. The nonprofit Freedom House
ranks Ethiopia as being one of the worst

countries for press freedoms, and said
the country’s 2009 anti-terrorism law has
been used extensively against reporters.
A lawyer for the Ethiopian government
referred the AP’s questions about the
case to the  Ethiopian Embassy in
Washington. An embassy representative
said this past week that he had no fur-
ther information and declined to provide
names or telephone numbers for those
inside the government who might.

Had FinSpy worked quietly behind
the scenes as intended, Kidane may have
never been to court. But when forensics
experts examined Kidane’s computer,
they uncovered left-behind fragments of
data and instructions for the eavesdrop-
ping program to connect to an Ethiopian
computer server. After an opposition
leader was sent into exile, the once-apo-
litical Kidane got involved in a pro-
democracy group called Ginbot 7 by pro-
viding technical and administrative sup-
port. Ethiopia calls the group a terrorist
organization, but Human Rights Watch
says the country uses draconian laws to
repress opposition activists and critics.

That is how Kidane believes his com-

puter was commandeered - by mistake.
Someone else was the original target of
the email virus but forwarded it to
Kidane and infected his own computer.
Yet Ethiopian officials decided to activate
a software license to continue monitor-
ing his activities anyway.

Gamma Group, the company that
made the FinSpy software before spin-
ning it off into a  separate company
called FinFisher, has said it sold only to
governments. Hackers in 2014 said they
hacked Gamma and circulated its files,
showing it also sold to non governments.

In 2013, researchers from Citizen Lab
at the University of Toronto’s Munk
School of Global Affairs discovered that
25 countries host servers for FinSpy,
which can dodge anti-virus protections
to steal data, log keystrokes, eavesdrop
on Skype calls and turn microphones
and webcams into surveillance devices.
At the time, the group Reporters Without
Borders named Gamma one of its five
“corporate enemies of the Internet.”
Neither Gamma nor its spinoff respond-
ed to several emails from the AP seeking
comment since Thursday.—AP

Lawsuit reveals extent 
of Ethiopian hacking

WASHINGTON: Documents are photographed in Washington, Saturday, July 25, 2015, in a
unique lawsuit challenging whether Ethiopia can spy on an American by turning his computer
into a giant recording device.—AP

NEW YORK: It’s official: Amazon is bigger
than Wal-Mart. Amazon shares surged
almost 10 percent on Friday after the e-
commerce powerhouse reported a surprise
second-quarter profit and a better-than-
expected 20 percent jump in revenue. The
sharp increase in shares brought Amazon’s
market value to $247.77 billion, more than
its biggest rival, Wal-Mart Stores Inc., sig-
naling a sea change in retailing. Amazon,
which just turned 20, is now valued higher
than the world’s largest retailer.

Bentonville, Arkansas-based Wal-Mart
Stores is valued at about $230.53 billion.
The company, with 11,767 stores world-
wide, still has much higher sales, $485.65
billion in the year ended Jan. 31, compared
with Amazon’s $89 billion in annual rev-
enue last year.

But investors applauded Amazon’s abili-
ty to keep costs in check while growing its
revenue.  Amazon credited the profit to
continued strength of its cloud-computing
business and strong revenue growth both
domestically and abroad. That came as it
held costs for marketing and package
delivery in check.

A company’s market value is calculated
by multiplying the number of shares of
stock it has in circulation by the current
price of one share.

It was the second usurper in two
months to Wal-Mart’s value. Last month

Facebook became more highly valued than
the world’s largest retailer, knocking it out
of the top 10 list of the highest-valued
companies in the Standard & Poor’s 500
index. Amazon is firing on all cylinders,
analysts said.

“When it is good, it is great: particularly
as the business shifted to higher growth
across a matrix of operating segments,
product categories, and geographies in the
second quarter,” said William Blair analyst
Mark Miller. He said a variety of Amazon’s
units boosted results: its $99 annual Prime
membership, third-party sellers, and its
logistics and delivery capabilities.

“In view of the sharply higher preopen-
ing stock price, the question is whether this
is as good as it gets,” he added. Amazon
Web Services, the Seattle company’s cloud-
computing business, was another stand-
out, with revenue that jumped 81 percent
to $1.82 billion. “AWS was particularly
robust,” said Cantor Fitzgerald analyst
Youssef Squali. “We believe that Amazon is
now starting to move away from the heavy
build years for its ecommerce business just
as its top line accelerates, yielding the
beginnings of the much sought-after mar-
gin leverage.”

Amazon shares rose $47.24, or 9.8 per-
cent, to close at $529.42. The stock is up
more than 47  percent in the past 12
months.—AP

Amazon’s value
surpasses Wal-Mart

SAN FRANCISCO: For a century and a half,
San Francisco’s Chinatown, the nation’s old-
est, has sheltered waves of immigrants. It’s
the birthplace of Chinese America, and to
some extent, the broader Asian America.

Now, Chinatown faces powerful economic
and demographic challenges as the city
undergoes an unprecedented boom in tech
jobs.

Rising rent elsewhere in the city has entre-
preneurs eyeing Chinatown for offices, enter-
tainment and housing. A $1.6 billion subway
set to open in 2019 could provide an eco-
nomic boost, but it also brings development
pressures in a neighborhood coveted for its
location.

At the same time, many Chinese
Americans have scattered across the Bay
Area, reducing Chinatown’s customer base. “It
is the last frontier, when you think about it,”
said Bertrand Pellegrin, a brand specialist
with the firm b. on brand who is interested in
helping preserve the neighborhood. “It is one
of the last central places downtown that has
not been completely gentrified and overde-
veloped.”

Some civic leaders say traditional values
and zoning regulations should protect the
neighborhood of 15,000 to 18,000 people
against too much development.

Others say younger generations of proper-
ty owners may take the money from the ris-
ing land values and run. “ The battle has
always been to limit growth,” said Howard
Wong, a founder of a group opposed to the
subway construction. “A huge transit devel-

opment will make that situation worse.”
Chinatown leaders don’t agree on what

the district should be, other than a gateway
for immigrants and destination for tourists.

Take 1920c,  a co-sharing business
launched in April which offers work space to
freelancers and to socially conscious startups.
The influential  Chinatown Community
Development Center protested the business.
Gen Fujioka, the center’s policy director, said
the neighborhood “is not intended for tech
offices.” The company’s co-founder Jenny
Chan, a 25-year-old who moved from Hong
Kong 15 years ago, objected to the idea that
she is callously gentrifying the neighbor-
hood.

“They accused me of not fitting into the
fabric of Chinatown,” Chan said. “But my sign
downstairs is in Chinese.” Longtime merchant
Betty Louie said Chan is  exactly what
Chinatown needs: young professionals who
and can inject vibrancy to the place.

“I want our ABCs to come back and be
proud of their roots,” said Louie, using the
shor thand for American-born Chinese.
“Really, for some of them, this is their Chinese
village.”

That’s why she recruited well-known San
Francisco chef Brandon Jew to set up a new
restaurant in Chinatown. Likewise, Chinatown
real estate broker Pius Lee has championed
restaurateur George Chen, who is opening a
food hall and high end restaurant where a
popular dim sum palace once stood. Chen
noted the coming subway factored into his
decision.—AP

PHOENIX: This June 4, 2014 file photo shows Amazon boxes in Phoenix.
Amazon.com reported a surprise second-quarter profit on continued strength of its
cloud-computing business and strong revenue both domestically and abroad. —AP

Fiat Chrysler US to recall vehicles to prevent hacking

SAN FRANCISCO: In this June 12, 2015 photo, a woman uses her phone while crossing Grant Avenue in San Francisco’s Chinatown.  —AP 

San Francisco’s Chinatown clings to roots amid tech boom


