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DUBAI: Dramatic transformations are now
gaining momentum across every industry
and city, creating a new world of opportu-
nities that are made possible by the
Internet of Things (IoT), a top Cisco official
said. IoT is defined as the network of
devices that are connected to the Internet
and can be controlled remotely.

“What we are seeing now is the second
generation of Internet. It will transform
every person’s life around the world. In the
first generation, we had often to be in the
right country, right city and what we par-
ticipate with it,” John Chambers, executive
chairman and former CEO of Cisco, said at
the media roundtable on the sidelines of
the third annual Internet of Things World
Forum (IoTWF) that took place in Dubai
from Dec 6 to Dec 8. The event showcased
more than 20 digital cities and connected
industry solution deployments made pos-
sible by IoT. 

In an interview with Kuwait Times, Inbar
Lasser-Raab, Vice President, Products &
Solutions Marketing - Enterprise Segment,
Cisco Systems, spoke about the company’s
networking solutions, mobility, cloud tech-
nology and Internet of Things (IoT) prod-
ucts and solutions. Excerpts:

Kuwait Times: The Internet of Things is
rapidly taking over the world. Should we
allow it to control our lives?

Inbar Lasser-Raab: When we first start-
ed the IoT people said that it will take jobs
away because you are going to automate
things. This was exactly how the reaction
was during the industrial revolution. So one
of the main concerns that came up when we
started the IoT forum was that if it’s going to
take jobs away and affect lives negatively.
We said these are the same fears that were
voiced during the industrial revolution and
people were afraid that going from manual
to automated is going to take jobs away.

Contrary to the fears of many, it was actu-
ally improving the standards of life of peo-
ple. It’s about bringing a better healthcare,
batter education system and better process-
ing. There are a lot of opportunities to create
new jobs and we feel that it is a positive
thing for the world.

KT: What about individual privacy? How
will our information be shared?

Inbar Lasser-Raab: That comes a lot
with a big concern over generating more
data that could help people track you
more. The younger generation is more
open about technology than the older gen-
erations who were more concerned about
data. We have to trust the system. Yes there
are some concerns but if you don’t take
that risk technology gives you, you cannot
enjoy the advantage. The world is progress-
ing in a better way and this has its con-
cerns.

KT: How secure is our information on the
cloud. Who will have access to it, and
more importantly, who can have access
to it?

Inbar Lasser-Raab: Obviously. You put
data on a device and that device can be
breached. Similarly, you put a lot of data on
the cloud and there is a possibility that
people can breach it. So we spend a lot of
time to work on security and develop a
security system. It is not only the technolo-
gy but it is also the intelligence that we are
collecting around the world to understand
the economy and dynamics of the market.
It’s a race of the smarter. Is it the hacker or
the people that are building this technolo-
gy to protect the data the winner? We hope
that we are smart enough to build those
technologies to be able to stop the hackers.

We used to say that the biggest hack
comes from within and not from outside. I
think it’s changing but definitely we are
going to create policies that can manage
what people can access. That’s why I keep
saying that it is security in the context
where I’m in a certain department I will
have access to everything I need from my
department. But I will have no access to
financial department. This is how we set
the policy inside the organization in order
to control contextually who can access
what kind of information and in what time.
The biggest security breach happened for
companies who didn’t have these policies.

KT: Do you think self-driving or driver-
less cars will ever become a reality?

Inbar Lasser-Raab: Personally, I think
everything is possible. But fully self-driving

cars may not be possible. McKinsey did
some research on transportation on reduc-
ing number of car accidents. They found
out that 90 percent of accidents are caused
by human error. There are a lot of things
technology can enable. Technology can
help in self-driving cars partially and self-
driving cars will help in reducing number of
accidents.

KT: No country from the Middle East fea-
tures in the top 25 countries with IoT
devices online. Is this likely to change
anytime soon?

Inbar Lasser-Raab: I think there are
some bright minds and you can see what
Dubai can do. But Dubai is different. The
people in Dubai are the same people of the
Middle East who have the capability to inno-
vate and to put their effort into action. I
think the possibilities are endless and one of
the opportunities for the underdeveloped
areas is that we build new infrastructure in
countries that had none. Their infrastructure
can be state-of-the art so that it is really up
to the governments to be innovative and
think about how they want to switch to new
technology and come up as Dubai did. 

KT: What about Kuwait?
Inbar Lasser-Raab: When I compare

the two countries, I don’t see much differ-
ence between Dubai and Kuwait. Kuwait is
wealthy enough and developed enough
that can absolutely build its infrastructure.
So if you have any connection in Kuwait to
bring the IoT, it will be a great opportunity
for Kuwait.

We are planning a few major things.
One of them is the IoT steering committee.
We have 100 members in this committee
and we meet every month. We talk about
how to work together and what types of
forums to bring in so that we know clearly
where we can get involved. We are also
investing a lot in this technology as you
can see in the IoT system, automation and
software building. The third major area is
the application building by which we can
expose the interfaces and the enterprises
and show how we can attract the applica-
tion developer to come and build applica-
tions. We organized a hackathon last week
in Dubai so that people could come and
invent application for the IoT. 

IoT creates a new world of 

opportunities: Cisco official
‘It’s about better education, healthcare and job opportunities’

Inbar Lasser-Raab

ZEELAND, Netherlands: Had nature been left to take
its course much of the Netherlands would be a muddy
swamp and the tiny coastal nation would never have
risen to be the euro-zone’s fifth largest economy.

More than half of the country’s 17 million people
live in low-lying at risk areas, but thanks to hard work,
perseverance and a lot of technical savvy they snuggle
safely behind an ingenious network of 17,500 kilome-
tres (10,800 miles) of dykes, dunes and barrages. After
struggling against the seas for hundreds of years, the
Netherlands prides itself on being the “safest delta” on
the planet and now exports its expertise around the
world. As water levels rise thanks to climate change
and turbulent weather patterns unleash fierce storms,
Dutch know-how in protecting low-lying areas has
turned the country into the leader in its field. “It’s
thanks to our history,” Infrastructure Minister Melanie
Schultz van Haegen told AFP. “We have been battling
for centuries to hold back the seas.”

Just like the legend of the boy who stuck his finger
in crumbling dyke, necessity has been the mother of
invention.

Dutch companies now account for some 40 per-
cent of the global dredging business open to interna-
tional competition. “Water is not so much a threat, but
an asset. It can bridge economy and ecology,” said
Henk Ovink, the country’s special representative on
water issues. More than 70 percent of the country’s
gross domestic product is produced on land at risk of
flooding. Amsterdam’s sprawling Schiphol airport-the
fifth busiest in Europe-should by rights be a play-
ground for fish.

Floods trauma 
The turning point for the Netherlands came in 1953

when devastating floods swept in from the North Sea
killing 1,835 people and leaving 72,000 homeless in
the southwest. Traumatized and shocked, the Dutch
decided the only way forward was to improve their sea
defenses.

“Now Holland’s level of protection is 100 to a 1,000
times better than most other countries,” said Bart
Schultz, a researcher at the UNESCO-IHE Institute for
Water Education based in Delft. The Eastern Scheldt
storm surge barrier is a gargantuan construction
stretching an impressive nine kilometres (five miles)
between the southern islands of Schouwen-Duiveland
and Noord-Beveland. 

Thanks to a series of massive sluice gates it can
completely close off the mouth of the estuary, prevent-
ing the unpredictable North Sea from surging through.
But simpler solutions also work. A huge man-made
sand bank, bigger than 200 football fields, was inaugu-
rated in December 2011 just south of The Hague. Like a
pregnant belly it juts out into the sea from the beach,
and swept by the winds and tides protects the beauti-
ful dunes behind from erosion. According to the UN’s
Intergovernment Panel on Climate Change, the oceans
rose some 19 centimeters (seven inches) from 1901 to
2010. They predict sea levels will now rise from 26 to 82
centimetres by 2100 compared with the end of the
20th century. And the world’s burgeoning and
resource-rich delta zones where some 10 percent
of the world’s population lives are at the greatest
risk, according to the Delta Alliance organization.

It’s here that Dutch technology has proved so
valuable. Some 2,500 Dutch firms work in the water
industry, doing some 17 billion euros of business
every year, said Lennart Silvis, director of the
Netherlands Water Partnership. After Hurricane
Katrina ripped through New Orleans in August 2005,
the Netherlands played a huge role in reconstructing
the city’s sea defenses. That led to an increased coop-
eration with the United States, and when Hurricane
Sandy hit New York and Jersey in 2012, Dutch help
was again called upon.

“There is often huge interest after a disaster. But
we would like to see greater preventative work which
will help protect people in the long term,” said Schultz
van Haegen. In Southeast Asia, Dutch experts have
worked to shore up defences from Jakarta to the
Mekong delta. “Obviously we need to protect against
the water, but there are other aspects of urban plan-
ning such as purification and access to drinking
water, or even how to build roads,” said Silvis.

Learning to live with the water has also spurred
creative thinking-Dutch experts are researching how
to farm with salt-water, or how to produce energy by
mixing salt and fresh water.

From building floating platforms off the
Philippines to restoring wetlands areas in Kenya and
Uganda, it seems there are no limits. And there’s even
a little room for some luxury, when it comes to mas-
tering the seas. Sand islands shaped into a palm-tree
and a network of islands formed like a map of the
world off Dubai are the work of the Dutch interna-
tional dredging company Van Oord. — AFP

Going Dutch to help conquer the rising seas

High water at the Eastern Scheldt storm surge barrier (Oosterscheldekering) in Oosterschelde.  Had nature been left to take its course much of the
Netherlands would be a muddy swamp and the tiny coastal nation would never have risen to be the euro-zone’s fifth largest economy. — AFP

Dr Ahmad Salih - Gulfnet’s Chief
Executive Officer.

KUWAIT:  In its efforts of providing the latest
technology to small  and medium enterprise
(SME), Gulfnet Communications, one of Kuwait’s
leading technology providers, recently intro-
duced its highly distinctive SMEs package which
offers a multitude of services catered to meet the
needs of every Small and Medium Enterprises’
needs. 

Business owners can now fast-track their busi-
nesses with a variety of specially tailored services
which include:   Managed end-to - end IP
Telephone Ser vices,  Emai l  management ,
Comprehensive managed Web Hosting Services,

E-Fax Solutions, LED display screens, security and
access control system, Data connection services,
and internet services. Additionally, customers can
choose the Internet speed, which suits their busi-
ness enterprise from a range of 1 to 8 Mbps.

Dr Ahmad Sal ih Gulfnet ’s  Chief  Executive
Officer commented: “Today’s announcement rein-
forces our pioneering position in introducing
technology services and solutions that help our
clients to expand their business more easily and
at a lower cost. Gulfnet has always been a firm
supporter to businesses and their success, and
thus has extended its services to enable small

and medium business  owners  to  scale  the
heights of success through a range of services.

Backed by our broadband services and capa-
bilities, business owners can now rest assured
that their businesses are equipped with the tools
and resources to establish a website, find new
customers, and grow their businesses.” The com-
pany’s technology service offers businesses the
smartest way to connect to the Internet. Together
with the SMEs services and packages, Gulfnet’s
high speed Internet and technology services
were designed to enhance entrepreneurs’ busi-
ness efficiency and increase productivity. 

Gulfnet unveils services to meet every SME’s needs

LE BOURGET, France: A small piece of dung was on proud
display at global climate-saving talks in Paris, just a few steps
away from being transformed into a plastic bottle or fuel for
a car. Along with scraps from slaughterhouses and dinner
tables, it is the raw material for an innovative process to turn
waste into a range of new products. 

“This is the third Industrial Revolution. It changes the
world from using oil products to using biomass,” Regis
Nouaille, founder of biotech startup Afyren, told AFP at the
UN conference where 195 nations agreed a historic climate
rescue pact.

His company was one of dozens that showed off pio-
neering green technologies, including a wood chip-pow-
ered generator and an inventive device for bringing electrici-
ty to remote villages.

Nouaille explained that waste like dung, animal parts or
sugar beet leftovers can be doused with a cocktail of 50-100
naturally-occurring micro-organisms to prompt a chemical
reaction. The process produces natural compounds, which
Nouaille called “building blocks” that are extracted in a
process pioneered by his company. Once the substance is
refined-in a process similar to the one for oil-it can then be
used as the raw material for making plastic, petrol or even
cosmetics.

Though the technology is a pilot effort, Nouaille said the
goal is to roll it out on an industrial scale.

Just down the aisle in the sprawling convention centre
was the incongruous scene of a thatched hut flanked by a
several-metre tall metal pole topped with a streetlight and
solar panel. It was part of a system called nanogrid that its
developers say could help bring light into the lives of some
of the more than 620 million Africans who do not have elec-
tricity. “So with electricity they will be able to develop new
businesses and to develop themselves,” said Boris Durand, a
product manager with nanogrid’s maker Sunna Design. 

“We give them the tool and after people create their own
development.”

‘Trash into treasure’ 
At the system’s core is a solar panel that generates power

both for the attached streetlight-which Sunna says provides
both safety and a social centre in remote villages-and the
nanogrid.

Durand said the system produces enough power to light
up eight homes that would otherwise have been lit only
with candles. The company provides the equipment and
installs it.  “They (users) pay 10 cents per day to get electricity
at home,” said Durand.

Weaning humanity off oil, gas and coal while moving
towards a low-carbon future was a key element of the Paris
talks. It turns out you can start doing that with a few
unwanted logs. 

A machine showed off at the conference heats up fuel
such as woodchips or nutshells to the point where they give
off highly-flammable gases carbon monoxide and hydro-
gen, but do not actually catch fire. “The flame is essentially a
waste of energy,” said Sara Norris, an engineer and sales-
woman with the machine’s maker All Power Labs. “We’re
basically just harnessing the smoke.” — AFP

Turning poop into

plastic at Paris

climate talks

DUBAI: Kaspersky Lab’s experts revealed their
predictions for 2016, which are based on the
expertise of the Global Research and Analysis
Team, the company’s 42 top security experts,
located all over the world. Each member con-
tributed unique expertise and, in 2015 alone,
their insight and intelligence resulted in
detailed reports on 12 APT actors, “speaking”
different languages, including French, Arabic,
Chinese, Russian, English, among others.  

“2016 will also see more players entering
the world of cyber-crime. The profitability of
cyber-attacks is indisputable and more people
want a share of the spoils. As mercenaries
enter the game, an elaborate outsourcing
industry has risen to meet the demands for
new malware and even entire operations. The
latter gives rise to a new scheme of Access-as-
a-Service, offering up access to already
hacked targets to the highest bidder,” said
Juan AndrÈs Guerrero-Saade, Senior Security
Expert, Global Research and Analysis Team,
Kaspersky Lab. 

Kaspersky Lab’s experts anticipate that in
2016 we will see significant evolution in
cyberespionage tradecraft. First, there will be
a dramatic change in how APTs are structured
and operated. It is expected to see a
decreased emphasis on ‘persistence’, with a
greater focus on memory-resident or fileless
malware, reducing the traces left on an infect-
ed system and thereby avoiding detection.
Besides the experts see that there is less urge
to demonstrate superior cyber-skills, so return
on investment will rule much of the nation-
state attacker’s decision-making. Therefore
there will be an increase in the repurposing of
off-the-shelf malware rather than investment
in bootkits, rootkits and custom malware that
gets burned by research teams.

Consumer threats
In a more long-term perspective, there is

an expectation that more newcomers will
enter the APT space. Cyber-mercenaries will
grow in number as more parties seek to gain
from online attacks. These are expected to
offer attack expertise to anyone willing to pay,
and  also to sell to interested third-parties dig-
ital access to high-profile victims, in what
could be called an ‘Access-as-a-Service’ offer-
ing.

Consumer threats will also evolve.

According to experts ransomware will be
gaining more ground on banking Trojans and
is expected to extend into new areas such as
OS X devices, often owned by wealthier and
therefore more lucrative targets in addition to
mobile and the Internet-of-Things. 

Cybercriminals are constantly looking for
new ways to may their victims pay. Therefore,
alternative payment systems such as
ApplePay and AndroidPay, as well as stock
exchanges are expected to become growing
targets for financial cyber-attack.

In 2015 Kasperksy Lab experts witnessed a
rise in the number of DOXing, public shaming
and extortion attacks, as everyone from
Hactivists to nation-states embraced the
strategic dumping of private pictures, informa-
tion, customer lists, and code to shame their
targets. Sadly, Kaspersky Lab expects this prac-
tice to continue to rise exponentially in 2016.

In order to be able to minimize the future
risks connected with cyber-attacks of the
future, businesses should create and deploy a
complete security strategy. It is important to
educate staff about cybersecurity, implement
multi-layered Endpoint protection with extra
proactive layers and protect all elements of
infrastructure, patch vulnerabilities, mind
everything that is mobile and implement
encryption for communication and sensitive
data. Companies that have high risks of
encountering cyberattacks should consider
creating a dedicated Security Operations
Center.

Individuals should invest in a robust securi-
ty solution for all devices and switch to
encrypted communication. However, they
should not solely rely on technology. Studying
the basics of cybersecurity and exploring
options that come with the protective solution
can save from many incidents. Besides with
more and more of our lives being exposed
online - it might be useful to revise online
habits, as once the information is uploaded it
stays online forever and can be used against
you or your company.   

The full text of the “2016 Prediction: It’s the
end of the world for APTs” report is available
on the Securelist website. To look back at what
the Kaspersky Lab experts expected to see in
2015, please read the article from Kaspersky
Security Bulletin 2014: Predictions 2015 and A
look into the APT crystal ball.

Kaspersky Lab predicts 

end of world for APTs 


