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With renewed focus on how encrypted messages can be
used to plot terrorist attacks, President Barack Obama’s
administration is stepping up pressure on the tech sector

to help in the battle. Although issues around encryption have been
ongoing for decades, the prickly topic has sprung to the fore in
recent weeks following killing sprees in Paris and California.

Over the past two years, more sophisticated encryption-notably
for smartphones-has become widely available following revelations
by former intelligence contractor Edward Snowden about vast US
surveillance programs. But US administration officials as well as
local law enforcement are making the case for better access to
encrypted data, saying new smartphone and encryption technolo-
gies have made it more difficult to thwart “malicious actors.” “We
want to strike the right balance. We want to make sure encryption
is not used in a way that does allow for dark space for terrorist
groups,” a White House statement said.

Privacy remains a major counter-argument. Underlining those
concerns, an online petition calling on the administration to avoid
weakening encryption got more than 100,000 signatures, requiring
a White House reply. White House chief technology officer Ed
Felton and cybersecurity chief Michael Daniel said in response that
“American technologists have a unique perspective... and we need
them to bring their expertise, innovation and creativity to bear
against the threat of terrorism.” Some analysts say the public is
though ready to accept improved access for legitimate investiga-
tive purposes.

‘Back doors’
“This is part of a larger debate since the dawn of the Internet

about how much anonymity people should have,” said James
Lewis, a senior fellow at the Center for Strategic and International
Studies, who as a former administration official worked on encryp-
tion issues. Lewis said the debate has been skewed by the use of
the term “back door” for law enforcement or intelligence when in
fact most tech firms have the ability to decrypt data under certain
circumstances. “Companies like Google mine this data for advertis-
ing purposes,” Lewis said. Darren Hayes, a professor of computer sci-
ence forensics at Pace University in New York, said one helpful
move would be for Apple and Google to roll back their encryption
to the level of a year ago to enable access to smartphones with a
warrant or court order.

“It worked very well, but Apple somewhere along the line
decided it didn’t make business sense,” he said, adding that tech
firms are conscious of their public image and don’t want to be seen
as tools of law enforcement or the National Security Agency. At the
same time, he said, in New York “there are more than 100 investiga-
tions stopped in their tracks because there are phones that can’t be
analyzed. These are murderers, rapists, pedophiles who are not
being prosecuted.” Hayes said that in the current environment, tech
firms are not likely to voluntarily make changes to help law enforce-
ment. “The only way they would be persuaded is through legisla-
tion,” he said.

FBI Director James Comey told lawmakers the administration
“has decided not to seek a legislative remedy at this time,” but
repeated his warning about “going dark”-losing the ability to track
communications over new encrypted messaging systems. “We
believe it must be addressed since the resulting risks are grave in
both traditional criminal matters as well as in national security mat-
ters,” he said. He added that the government “is actively engaged
with private companies to ensure they understand the public safe-
ty and national security risks that result from malicious actors’ use of
their encrypted products and services.”

Right to privacy   
But privacy activists and encryption specialists in the private

sector remain firm in resisting efforts to provide special access to
investigators. “Weakening encryption makes us all less secure,” says
Rainey Reitman of the Electronic Frontier Foundation in a blog post.
“We cannot create a back door, a front door, or any other kind of
door for the United States government that cannot be exploited by
malicious hackers and other foreign governments.” Activists say
encryption offers numerous benefits, such as securing personal or
business data and financial transactions, and can help deter smart-
phone thefts.

Robyn Greene, policy counsel for the Open Technology
Institute at New America Foundation, said that “prohibiting compa-
nies from selling encrypted devices would not prevent criminals or
terrorists from being able to access unbreakable encryption.” Green
added that smartphones should have the same privacy protection
as other means of communication. “Police can enter homes with
warrants, but there is no requirement that people record their con-
versations and interactions just in case they someday become use-
ful in an investigation,” she said on the Just Security blog. “The con-
versations that we once had through disposable letters and in-per-
son conversations now happen over the Internet and on phones.
Just because the medium has changed does not mean our right to
privacy has.” —AFP

Focus

Data encryption in 
sharp focus after 
US deadly attacks

By Dr James J Zogby 

For the past five years, I’ve had the opportunity to con-
duct public opinion polls across the Middle East in
order to provide content for policy discussions at the

UAE’s annual Sir BaniYas Forum. And so during the month
of September, we surveyed over 7,400 adults in six Arab
countries (Egypt, Lebanon, Jordan, Iraq, Saudi Arabia, and
the UAE), Turkey, and Iran. Polling is like opening a window.
It allows us to hear the voices of people and to understand
their beliefs, concerns, and priorities. I call it “the respectful
science” because the views of every individual counts.
When you listen, you learn. Sometimes assumptions are
validated. Other times, there are surprises. This year’s results
had both. Some of the key findings were:

Iraq
As expected, Iraqis are divided on the level of confi-

dence they have in important institutions and the roles of
regional players in their country. Sunni Arabs, for example,
have no confidence in the Iraqi military, Iran’s involvement,
or the Popular Mobilization Units that are fighting Daesh.
Shia Arabs, on the other hand, are supportive of the roles
being played by all of these. There is, however, remarkable
consensus on two important issues: that the cause of the
conflict in Iraq is that “the government in Baghdad does
not represent all Iraqis”; and that “the best way to ultimate-
ly resolve the conflict...is forming a more inclusive represen-
tative government”-and not partition. Even the Kurds
agreed that such a representative central government is a
better option than partition.    

Iran and P5+1:
Majorities in every country surveyed, except Lebanon

and Turkey, were not supportive of the P5+1 Agreement

largely because they lacked confidence that it would stop
Iran’s nuclear program. In addition, Egyptians and Saudis, in
particular, believed that Iran would now use sanctions relief
to support its “interference in the region”. For their part,
Iranians were conflicted about the Agreement. Most were
supportive, but two-thirds were upset that their country
had to accept limits on their nuclear program in exchange
for sanctions relief-with a substantial percentage of Iranians
still saying that their country should have a nuclear
weapon “as long as other countries have” such weapons. 

When asked what they now wanted their government’s
priorities to be in the wake of the Agreement, far and away,
the top choices were “improving the economy” and “advanc-
ing democracy and protecting personal and civil rights”. In
last place was increasing involvement in the region. Iranians
still support their government’s support for Iraq, Syria, and
Lebanon, but at lower levels than in previous years.  

Palestine
The issue of Palestine may have been eclipsed in the

news, but it remains a critically important concern for
almost all Arabs surveyed. When asked to rank the region’s
many conflicts in order of importance, the situation in
Palestine was at the top of the list (or one point shy of the
top) in every Arab country. And overwhelming majorities in
every country, except Iraq, wanted their governments to
provide more aid to support the Palestinians and to assist
Palestinian efforts to achieve national reconciliation.

In polls we conducted in 2005, 2007, and 2009, at least
three-quarters of all Arabs said that they supported the
terms of the Arab Peace Initiative, indicating that if Israel
were to leave the occupied lands and solve the refugee
issue, they were prepared to live in peace with Israel. The
behavior of the Netanyahu government, however, has tak-
en a toll on Arab opinion. It is still the case that two-thirds

in Lebanon, Jordan, Saudi Arabia, and the UAE are ready to
make peace, but almost one-half in all these countries now
believe that Israel doesn’t want peace, and the percentage
of those who say that they are no longer interested in
peace with Israel has doubled since 2009. In Egypt and Iraq,
a strong majority now reject peace with Israel.      

Extremism
Daesh is identified as the most serious extremist prob-

lem facing the region in every country except Jordan,
where al Qaeda is ranked first. And when asked to identify
the most important causes of religious extremism, at the
top of the list in most countries are “corrupt, repressive, and
unrepresentative governments” and “religious figures and
groups promoting extremist ideas”. Interestingly, “anger at
the US” is now ranked at the very bottom of the list in every
country, most likely due to the US’s lighter regional foot-
print.  How best to defeat extremism? Respondents in
every country say “changing the political and social realities
that cause young people to be attracted to extremist ideas”,
followed by “countering the messages and ideas” of
extremist groups.  

Joint Arab action
Because the US role in combating the regional chal-

lenge of extremism receives extremely low scores in every
country surveyed, Arabs have been discussing the forma-
tion of a Joint Arab Force (JAF). We found that in every Arab
country surveyed substantial majorities supporting the
development of such a JAF. And majorities favor their gov-
ernments funding and providing troops to make up this
force. In addition, there is strong support, across the board,
for deploying a JAF in peace-keeping or, in some cases, in a
combat role in Syria, Iraq, and Palestine. There is less sup-
port for engagement in Libya or Yemen.  

Listening to voices across the Mideast
Washington Watch

By Rob Lever

By Giff Johnson

Almost 70 years ago, the  people of
Bikini Atoll left their homes to allow
US nuclear testing, now the Pacific

islanders’ descendants say they must move
again-because climate change has rendered
their new home uninhabitable. Many of
those Bikinians moved to Kili Island, which is
800 kilometers away but still part of the
Marshall Islands archipelago.  The tiny
stretch of land, less than one square kilome-
ter in size, now home to almost 1,000 peo-
ple, is around two meters above sea level,
making it vulnerable to rising seas blamed
on man-made global warming.

Residents say it is becoming increasingly
uninhabitable; crops fail due to seawater
creeping up into the soil and drinking water,
while flooding and storms are increasing in
frequency, regularly battering homes and
villages.  When waves inundated Kili earlier
this year, residents “felt as though they
would all be taken out to the sea,” local
councilor Lani Kramer said. She said:
“(People) noticed the water coming inland
and thought it was strange. Within one hour,
the water was up to their waists. People
were terrified. Some ran to the church as it’s
on higher ground and camped there until
the water slowly went down.” “It’s destroyed
the little crops they had. The people on Kili
depend on those little crops,” she added.

‘Knee-deep in water’
Local government liaison Jack

Niedenthal, like many Bikinians, feel the US
owe a moral commitment to protect the
islanders because their ancestors gave up
their homes enabling America to conduct
nuclear tests in the mid-20th century.  Some
hope to move to the US permanently, warn-
ing the situation is so dire they face a future

as climate change refugees. He added:
“We’re knee deep in water twice a year now,”
“It was the United States solution to put us
on Kili Island. We shouldn’t have to use our
own resources to pay for relocation.”

Residents of the Marshall islands are able
to live, work, and study in the US visa-free
but Niedenthal says the administration

should pay for flights and a resettlement
package. The US State Department was not
immediately able to comment on the issue.
As world leaders meet in Paris tasked with
signing the first-ever truly universal pact to
curb global warming, Niedenthal said he
also hoped major players would consider
the plight of Pacific communities on the
front line of the crisis. He said: “We’re help-

less, we can’t do anything on our own. All
we can do is just ask bigger countries to take
action.”

The woes of Kili are being experienced
across Marshall Islands, where extreme
weather has caused such problems that
President Christopher Loeak warned life
there would “soon become like living in a

war zone”. Speaking at the opening of the
Paris COP21 summit last week, he called for
strict curbs to limit global warming and five
year assessments to see if targets could be
improved. “We are already limping from cli-
mate disaster to climate disaster, and we
know there is worse to come,” he added. “If
we’re to win the battle against climate
change, the fossil fuel era must draw to a

close, to be replaced by a clean, green ener-
gy future, free of the carbon pollution that is
harming our health, stunting our growth,
and suffocating our planet.”

Extreme weather
The Marshall Islands has experienced an

increased number of storms per year, and in
2014 recorded the highest king tides for
three decades, which forced 1,000 to flee
their homes and more than $2 billion worth
of damage. Climate change has also exacer-
bated the impact of an El Nino weather pat-
tern currently gripping the western Pacific,
with meteorologists predicting it will cause
a nine-month drought extending from Palau
to the Marshalls. 

“We experience extreme weather, have
floods on some of our islands and drought
on others, and have severe erosion, coral
bleaching and salt-inundation in our food
crops and ground water,” Foreign Minister
Tony de Brum said last month. Ocean inun-
dation is now so common that Hawaii-based
scientists have created a forecasting body-
Pacific Islands Ocean Observing System
(PacIOOS) — to give weekly projections on
when they can be expected.

The normally placid lagoon on the
Marshall’s capital Majuro was recently
turned into a cauldron by storm surges and
PacIOOS’s deputy director Melissa Iwamoto
said islanders now had to cope with such
conditions as part of everyday life. “If the
ocean swell is too high, the safety of fisher-
men transiting out of the lagoon to open
waters is threatened,” she said. “Homes and
businesses may be flooded with seawater,
roadways may become impassable and
even the runway at the airport may be ren-
dered useless for large commercial aircraft.
“This is the reality of islanders living on
Majuro Atoll.” —AFP 

Pacific’s A-bomb refugees now face climate threat

MAJURO: Photo shows a damaged building after a storm in Majuro as a tropical
depression moved through the Marshall Islands.  —AFP 


