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SAN FRANCISCO:  Beginning more than a
decade ago, one of the largest security compa-
nies in the world, Moscow-based Kaspersky Lab,
tried to damage rivals in the marketplace by trick-
ing their antivirus software programs into classify-
ing benign files as malicious, according to two
former employees. They said the secret campaign
targeted Microsoft Corp , AVG Technologies NV,
Avast Software and other rivals, fooling some of
them into deleting or disabling important files on
their customers’ PCs. Some of the attacks were
ordered by Kaspersky Lab’s co-founder, Eugene
Kaspersky, in part to retaliate against smaller
rivals that he felt were aping his software instead
of developing their own technology, they said.

“Eugene considered this stealing,” said one of
the former employees. Both sources requested
anonymity and said they were among a small
group of people who knew about the operation.

Kaspersky Lab strongly denied that it had
tricked competitors into categorizing clean files
as malicious, so-called false positives.

“Our company has never conducted any secret
campaign to trick competitors into generating
false positives to damage their market standing,”
Kaspersky said in a statement to Reuters. “Such
actions are unethical, dishonest and their legality
is at least questionable.”

Executives at Microsoft, AVG and Avast previ-
ously told Reuters that unknown parties had tried
to induce false positives in recent years. When
contacted this week, they had no comment on
the allegation that Kaspersky Lab had targeted
them. The Russian company is one of the most
popular antivirus software makers, boasting 400
million users and 270,000 corporate clients.
Kaspersky has won wide respect in the industry
for its research on sophisticated Western spying
programs and the Stuxnet computer worm that
sabotaged Iran’s nuclear program in 2009 and
2010.

The two former Kaspersky Lab employees said
the desire to build market share also factored into
Kaspersky’s selection of competitors to sabotage.

“It was decided to provide some problems” for
rivals, said one ex-employee. “It is not only dam-
aging for a competing company but also damag-
ing for users’ computers.”

The former Kaspersky employees said compa-
ny researchers were assigned to work for weeks
or months at a time on the sabotage projects. 

Their chief task was to reverse-engineer com-
petitors’ virus detection software to figure out
how to fool them into flagging good files as mali-
cious, the former employees said.

The opportunity for such trickery has
increased over the past decade and a half as the
soaring number of harmful computer programs
have prompted security companies to share more
information with each other, industry experts
said. They licensed each other’s virus-detection
engines, swapped samples of malware, and sent
suspicious files to third-party aggregators such as
Google Inc’s VirusTotal. By sharing all this data,
security companies could more quickly identify
new viruses and other malicious content. But the
collaboration also allowed companies to borrow
heavily from each other’s work instead of finding

bad files on their own.
Kaspersky Lab in 2010 complained openly

about copycats, calling for greater respect for
intellectual property as data-sharing became
more prevalent.

In an effort to prove that other companies
were ripping off its work, Kaspersky said it ran an
experiment: It created 10 harmless files and told
VirusTotal that it regarded them as malicious.
VirusTotal aggregates information on suspicious
files and shares them with security companies.

Within a week and a half, all 10 files were
declared dangerous by as many as 14 security
companies that had blindly followed Kaspersky’s
lead, according to a media presentation given by
senior Kaspersky analyst Magnus Kalkuhl in
Moscow in January 2010.

When Kaspersky’s complaints did not lead to
significant change, the former employees said, it
stepped up the sabotage.

INJECTING BAD CODE
In one technique, Kaspersky’s engineers would

take an important piece of software commonly
found in PCs and inject bad code into it so that
the file looked like it was infected, the ex-employ-
ees said. They would send the doctored file
anonymously to VirusTotal.

Then, when competitors ran this doctored file
through their virus detection engines, the file
would be flagged as potentially malicious. If the
doctored file looked close enough to the original,
Kaspersky could fool rival companies into think-
ing the clean file was problematic as well.

VirusTotal had no immediate comment. In its
response to written questions from Reuters,
Kaspersky denied using this technique. It said it
too had been a victim of such an attack in
November 2012, when an “unknown third party”
manipulated Kaspersky into misclassifying files
from Tencent , Mail.ru and the Steam gaming
platform as malicious.

The extent of the damage from such attacks is
hard to assess because antivirus software can
throw off false positives for a variety of reasons,
and many incidents get caught after a small num-
ber of customers are affected, security executives
said.

The former Kaspersky employees said
Microsoft was one of the rivals that were targeted
because many smaller security companies fol-
lowed the Redmond, Washington-based compa-
ny’s lead in detecting malicious files. They
declined to give a detailed account of any specific
attack.

Microsoft’s antimalware research director,
Dennis Batchelder, told Reuters in April that he
recalled a time in March 2013 when many cus-
tomers called to complain that a printer code had
been deemed dangerous by its antivirus program
and placed in “quarantine.”

Batchelder said it took him roughly six hours
to figure out that the printer code looked a lot like
another piece of code that Microsoft had previ-
ously ruled malicious. Someone had taken a legit-
imate file and jammed a wad of bad code into it,
he said.  Because the normal printer code looked
so much like the altered code, the antivirus pro-

gram quarantined that as well.
Over the next few months, Batchelder’s team

found hundreds, and eventually thousands, of
good files that had been altered to look bad.
Batchelder told his staff not to try to identify the
culprit.

“It doesn’t really matter who it was,” he said.
“All of us in the industry had a vulnerability, in
that our systems were based on trust. We wanted
to get that fixed.”

In a subsequent interview on Wednesday,
Batchelder declined to comment on any role
Kaspersky may have played in the 2013 printer
code problems or any other attacks. Reuters has
no evidence linking Kaspersky to the printer code
attack.

As word spread in the security industry about
the induced false positives found by Microsoft,
other companies said they tried to figure out
what went wrong in their own systems and what
to do differently, but no one identified those
responsible.

At Avast, a largely free antivirus software mak-
er with the biggest market share in many
European and South American countries, employ-
ees found a large range of doctored network driv-
ers, duplicated for different language versions.
Avast Chief Operating Officer Ondrej Vlcek told
Reuters in April that he suspected the offenders
were well-equipped malware writers and “wanted
to have some fun” at the industry’s expense.  He
did not respond to a request on Thursday for
comment on the allegation that Kaspersky had
induced false positives.

WAVES OF ATTACKS
The former employees said Kaspersky Lab

manipulated false positives off and on for more
than 10 years, with the peak period between
2009 and 2013.

It is not clear if the attacks have ended, though
security executives say false positives are much
less of a problem today. That is in part because
security companies have grown less likely to
accept a competitor’s determinations as gospel
and are spending more to weed out false posi-
tives.

AVG’s former chief technology officer, Yuval
Ben-Itzhak, said the company suffered from
troves of bad samples that stopped after it set up
special filters to screen for them and improved its
detection engine. “There were several waves of
these samples, usually four times per year. This
crippled-sample generation lasted for about four
years. The last wave was received at the begin-
ning of the year 2013,” he told Reuters in April.

AVG’s chief strategy officer, Todd Simpson,
declined to comment on Wednesday. Kaspersky
said it had also improved its algorithms to
defend against false virus samples. It added
that it believed no antivirus company conduct-
ed the attacks “as it would have a very bad
effect on the whole industry.” “Although the
security market is very competitive, trusted
threat-data exchange is definitely part of the
overall security of the entire IT ecosystem, and
this exchange must not be compromised or
corrupted,” Kaspersky said. —Reuters

CONNECTICUT: Uber Technologies Inc
on Thursday won the dismissal of a rack-
eteering lawsuit by 15 Connecticut taxi
and limousine companies seeking to
stop the ride-sharing company from
doing business in the state.

US District Judge Alvin Thompson in
Hartford said the plaintiffs failed to show
that Uber competed unfairly, tried to
lure away their drivers, or misrepresent-
ed its services, fares and drivers’ insur-
ance coverage to passengers.

The judge also rejected the plaintiffs’
argument that Uber should follow the
same licensing and safety regulations
that they are required by law to observe.

He said this was because it was only
recently that Connecticut’s legislature
even asked the state’s Department of
Transportation to consider whether Uber
should be covered.

Uber had argued that it was unclear
how state transportation laws could

“apply to a technology company” such
as itself and which owns no cars and
employs no drivers. Uber spokesman
Matthew Wing said the decision lets
Connecticut drivers and passengers
keep receiving the “economic and trans-
portation benefits” that the company
provides. Lawyers for the taxi and limou-
sine companies did not immediately
respond to requests for comment.

Thompson said the plaintiffs may file
an amended lawsuit if they wish. The
lawsuit is similar to many filed in the
United States against San Francisco-
based Uber, which lets customers sum-
mon vehicles through a smartphone
application. In their complaint, which
also sought damages, the Connecticut
companies said Uber succeeds because
it can “prey parasitically on established
taxicab and livery services” by cutting
corners and ignoring laws meant to pro-
tect passengers. — Reuters

Uber wins dismissal of lawsuit
by Connecticut taxi companies

Ex-employees: Russian antivirus 
firm faked malware to harm rivals

FALMOUTH: While thousands of runners descend
upon Cape Cod for the New Balance Falmouth
Road Race this weekend, an additional 100 are
planning to compete from the comfort of their
home or gym. Whether they failed to snag a covet-
ed bib or are serving overseas in the military, the
displaced runners can grab a tablet computer, hop
on the treadmill and take off while watching video
of the actual course of Sunday’s race.

Falmouth is among the first races to let runners
compete virtually from the treadmill, an idea that
others are considering to widen their reach and
boost their revenue. 

The goal is to draw runners who can’t attend in
the flesh. For Falmouth, that includes 3,000 run-
ners who were turned away this year because of
size limits, along with others who couldn’t travel to
Cape Cod. “This gives them an alternative to expe-
rience a little bit about what the race is all about,”
said Dave McGillivray, director of the storied 7-mile
race, now in its 43rd running.

Growing interest in the sport has pushed other
U.S. races to their capacities in recent years, while
attracting technology companies that see a
demand for virtual racing.

The company behind Falmouth’s virtual race,
Outside Interactive, is unveiling its technology for
the first time on Sunday. Treadmill competitors
simply download an app to the tablet and are off
and running. Before now, the company specialized
in creating videos that whisk runners away from
the treadmill to scenic courses in Central Park or
the sandy beaches of Puerto Rico.

“It’s never going to be fun, but we’re trying to
make it engaging,” said Gary McNamee, founder
and president of the company, which is based in
Hopkinton, Massachusetts.

Another company, RunSocial, has announced
plans to offer a virtual version of the London
Marathon next year. By casting a wider net, races

can also tap into a new stream of revenue and
attract new sponsors. Virtual runners at Falmouth
will pay $40, compared with $65 for the outdoor
race. Those fees cover race costs only, McGillivray
said, and anything leftover is donated to charity.

But the race’s sponsors will get extra exposure

through advertisements that will be shown during
the virtual race. “It ’s a 7-mile commercial,”
McNamee said.

For their fee, treadmill runners will get an offi-
cial finisher’s mug and a race keychain. Their times
will be posted online but kept in a separate cate-

gory from the outdoor race.
The price seemed fair to Jennifer Walker, who

plans to race from a treadmill at her gym in
Baltimore. A former Boston resident, Walker has
always wanted to run Falmouth. But with two
young children and a husband who’s a physician,

she said, traveling can be a challenge.
“This is so easy for me. All I have to do is pretty

much do what I normally do - go run on the tread-
mill,” Walker said.

The video for Falmouth was filmed on a
Segway about half an hour before the race started
last year. It includes throngs of cheering fans along
the course’s ocean vistas.

Outside Interactive has filmed 10 more races
that could be developed into virtual versions,
McNamee said. Although the technology for virtu-
al racing is relatively new, the idea isn’t.

For years, members of the military in far-flung
locales have organized their own races to coincide
with major events, such as the Chicago Marathon.
In 2007, American astronaut Sunita Williams ran
26.2 miles on a space station’s treadmill during the
Boston Marathon.

The technology from Outside Interactive bor-
rows from that concept but tries to create an
authentic simulation of the actual course.

When the video approaches a hill, for example,
it prompts runners to increase the elevation on
their treadmill. If runners want to pick up the pace,
they increase the treadmill speed and then adjust
a pace setting on the video, which can speed up or
slow down.

McNamee hopes that in the future, advances in
technology will make those adjustments easier. As
close as virtual running gets to the real thing,
though, race directors predict it will always fall
short. “Truth be told, I don’t think you can compare
the two,” said McGillivray, who is also director of
the Boston Marathon. “It’ll never replace obviously
the experience of running the race in person.
Nothing will ever replace that. But it’s an alterna-
tive to that.” As evidence, he only has to point to
the grand prize for virtual runners: They’ll be
entered into a lottery for a chance to run in-person
next year.—AP

Cape Cod race lets runners compete from treadmills

FALMOUTH: In this Thursday, Aug. 13, 2015 photo, Joe Ciavattone, an employee of Outside Interactive, demonstrates the company’s virtu-
al race technology at the New Balance Falmouth Road Race expo. —AP

NEW York:  This June 11, 2015 photo shows the Apple logo on an iMac at an Apple
store in New York. Adding fuel to rumors that Apple is working on designs for a car,
local officials say engineers for the giant tech company recently made inquiries
about a former navy base that’s been converted into a testing ground for self-dri-
ving cars and other cutting-edge vehicles. — AP

Apple said to show interest 
in automotive testing facility
SAN FRANCISCO: Adding fuel to rumors
that Apple is working on designs for a car,
local officials say engineers for the giant
tech company recently made inquiries
about a former navy base that’s been con-
verted into a testing ground for self-driving
cars and other cutting-edge vehicles.

Apple, which is best known for making
iPhones and Mac computers, hasn’t said
what kind of testing it hoped to conduct at
the GoMentum Station automotive testing
facility, which used to be a naval station in
the San Francisco Bay Area city of Concord.

“We don’t know. They haven’t said what
they want to test. It could be an iPhone,”
joked Jack Hall, program manager for con-
nected vehicles and autonomous vehicles at
GoMentum Station, which is operated by
the Contra Costa Transportation Authority.
The agency is promoting a portion of the
former Concord Naval Weapons Station as
an ideal testing facility for carmakers and
tech companies working on automotive
technology.

“It’s got all the infrastructure of a city,”
Hall said of the facility. “There are buildings,
streets and intersections, but no people.”

The 5,000-acre site has 20 miles of paved
roads, including overpasses, tunnels and
railroad crossings, according to the agency’s
website, which calls it “the largest secure test
facility in the world.” Another 7,600 acres of
the former navy base is now used as a ship-
ping terminal by the U.S. Army.

GoMentum Station already has an agree-
ment with Honda, which plans to test auto-
mated vehicle systems there. Hall said his

agency hopes to partner with other compa-
nies for testing self-driving cars and “con-
nected vehicles” - cars that use the Internet
and local networks to exchange a variety of
information with other devices and vehicles.

Apple has “shown interest” in the facility
but has not reached any agreement for test-
ing there, Hall said. Company representa-
tives have not actually visited yet, he said.
An Apple spokesman declined comment
Friday.

The tech giant’s interest in the facility was
first reported by the Guardian newspaper,
which cited email correspondence obtained
under a public-records request. The newspa-
per also quoted another official at the trans-
portation authority who said Apple insisted
on a non-disclosure agreement which
barred him from saying any more. A number
of automakers and tech companies, includ-
ing Google, are working on new designs for
autonomous and electric-powered vehicles.

In February, The Wall Street Journal cited
unnamed sources who said Apple is work-
ing on designs for an electric vehicle to be
sold under the Apple brand. Analysts say
Apple has the financial wherewithal and
ambition to pursue such a project, although
some believe it’s more likely interested in
developing software for use in cars made by
other companies.

Other evidence of Apple’s interest in cars
has surfaced in recent months, including a
lawsuit in which a Massachusetts startup
working on electric car batteries accused
Apple of poaching some of its engineers.
The lawsuit has since been settled. —AP


