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Kaspersky Lab has published its Q2
cyberthreats report highlighting key
security incidents of the quarter and
evaluating the Q2 cyberthreat level. 51
percent of web-borne attacks blocked
by Kaspersky Lab’s products were
launched from malicious web resources
located in Russia. Next on the list came
the USA, the Netherlands, Germany,
France,  Virgin Islands,  Ukraine,
Singapore, the UK and China. 

Mobile threats 
l 291,800 new mobile malware pro-

grams emerged in Q2, which is 2.8
times greater than in Q1.

l There were 1 million mobile mal-
ware installation packages in Q2, which
is 7 times greater than in Q1.

Mobile banking has remained a main
target for mobile threats. Kaspersky
Lab’s Q1 2015 report mentioned Trojan-
SMS.AndroidOS.OpFake.cc which was

capable of attacking no less than 29
banking and financial applications. The
Trojan’s latest version that emerged in
Q2 is capable of attacking 114 (four
times more) banking and f inancial
applications. Its main goal is to steal the
user’s login credentials with which to
attack, among others, several popular
email applications.

Attacks on the Web: financial threats
* There were 5,900,000 notifications

about attempted malware infections to
steal money via online access to bank
accounts - this is 800,000 lower than in
Q1.

In Q2 2015, Singapore became the
leader in the number of Kaspersky Lab
users who came under web-borne
attacks by banking Trojans - 5.3 percent
of all Kaspersky Lab users in Singapore
faced this threat over this time period.
Next came Switzerland with 4.2 percent,

Brazil (4 percent), Australia (4 percent)
and Hong Kong (3.7 percent). Note that
most countries in the TOP 10 are tech-
nologically advanced and/or have a
developed banking system, which
attracts the cybercriminals’ attention. 

Financial threats are not limited to
banking malware programs which
attack the clients of online banking sys-
tems. Apart from banking malware (83
percent), financial threats are posed by
Bitcoin miners (9 percent) - these are
malware programs that use the victim’s
computer’s computational resources to
generate bitcoins, as well as bitcoin wal-
let stealers (6 percent) and keyloggers
(2 percent).

Targeted cyberattacks
In Q2, Kaspersky Lab’s Global

Research and Analysis Team disclosed
four cyberespionage campaigns
CozyDuke, Naikon, Hellsing and Duqu

2.0. The victim toll includes government
agencies, commercial companies and
other high-level targets.

The second quarter has also demon-
strated the cybercriminals’ interest in
small and medium businesses - this type
of businesses was targeted by the
cyberespionage campaign Grabit.
Cybercriminals focused on such eco-
nomic sectors as chemical industry, nan-
otechnologies, education, agriculture,
mass media and construction.

“In Q2 we launched an important ini-
tiative called Securing Smart Cities
which aims to help those responsible
for developing smart cities to do so
without forgetting about cybersecurity.
If security measures are not planned at
the development stage, that could have
serious implications later, and retro-fit-
ting security might not be a straightfor-
ward task ,” comments Alexander
Gostev,  Chief Security Exer t at

Kaspersky Lab’s Global Research and
Analysis Team.

Q2 in figures
l According to KSN data, Kaspersky

Lab solutions detected and repelled a
total  of  379.9 mil l ion of malicious
attacks from online resources located all
over the world - this is 19 percent lower
than in Q1.

l During the three month period, an
average of 23.9 percent of Internet users’
computersacross the world came under
a web-borne attack at least once. This is
2.4 percentage points lower than in Q1. 

l 26,000,000 unique malicious objects
were detected, which is 8.4 percent lower
than in Q1. The script AdWare.JS.Agent.bg
was the most widespread among such
objects - this script is injected by adware
programs into arbitrary web pages. The
complete text of the Q2 report is available
at Securelist.com.

Mobile malware has grown almost 3-fold in Q2, 

and cyberespionage attacks target SMB companies

WASHINGTON: Comcast is speed-
ing up and expanding a discount-
ed Internet service that was creat-
ed to get more low-income people
online. Comcast created the pro-
gram four years ago as a condition
of government approval of its pur-
chase of NBCUniversal. The service
costs $10 a month, a quarter of
Comcast’s promotional price for a
slightly faster Internet speed.

But critics have said the service,
called Internet Essentials, was too
slow and its reach too limited. The
latest upgrade doubles the current
speed to up to 10 megabits per sec-
ond. That lets you watch online
video but is still below the bench-
mark for broadband, 25 megabits,
set by the Federal Communications
Commission. Internet Essentials
had been limited to families of chil-
dren who would qualify for the
government’s discounted school
lunch program. Now Comcast is
testing a program for low-income
seniors, too.

“The increasing of the speed is a
step in the right direction,” said
Arturo Carmona, Executive
Director of Presente, a Latino advo-
cacy group that had fought
Comcast’s failed proposal to merge
with Time Warner Cable. “The real
test will be in assuring that actual
families will benefit from this.”

In a report last year,  the
California Emerging Technology
Fund, a non-profit that advocates
for broadband adoption, said sign-
ing up for Internet Essentials was a
“long and cumbersome” process
that can take up to three months.

Comcast spokesman Charlie
Douglas said some of the criticisms
of the program are “quite old and
have not been well-documented.”
Comcast says it’s increasing the
number of schools whose families
are eligible for faster approval.

Once a family is approved,
Comcast can send a self-installa-
tion kit in three to five days.

Philadelphia-based Comcast
said Tuesday that more than
500,000 households have been
Internet Essentials customers.
That’s up from 350,000 households
about a year ago. About 20 percent
of eligible households have signed
up.

O ther  changes Comcast
announced Tuesday included
adding a free Wi-Fi router so fami-
l ies  can connec t  their  smar t-
phones and other devices to a

home network and a pilot pro-
gram for helping low-income sen-
iors get Internet access in West
Palm Beach, Florida. Comcast said
additional cities for testing the
ser vice for  seniors  wi l l  be
announced in coming weeks.

The service’s expansion comes
as the government is also pushing
programs meant to help bridge
the “digital divide.” According to a
recent repor t  f rom the Pew
Research Center, 97 percent of
adults living in a household with
annual income of $75,000 and
higher say they use the Internet.

For households making less than
$30,000 a year, that number falls
to 74 percent.

The FCC wants to expand its
Lifeline discounted phone pro-
gram to include Internet service,
while President Barack Obama
last month unveiled a public-pri-
v a t e  p a r t n e r s h i p  c a l l e d
Connec tHome,  which a ims to
g e t  l o w - i n c o m e  f a m i l i e s  d i s -
counted access to the Internet.
T h e  g o ve r n m e n t  h a d  s a i d
ConnectHome will initially reach
more than 275,000 low-income
households. —AP

Comcast speeding up its

discounted Internet service

PHILADELPHIA: This December 3, 2009 file photo shows signage outside the Comcast Center in
Philadelphia. —AP
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No doubt this will come as a shock to
anyone reading this who’s under the
age of 20, but there was a time in the

not-too-distant past when Nokia was the
brand that ruled the mobile roost. Indeed,
the vendor was so dominant in days gone by
that those of us of a slightly older generation
had our formative mobile years shaped by
the brand, with Nokia’s numerous iconic ear-
ly devices touching all our lives in one way or
another. 

The vendor’s phones came in all shapes
and sizes, including its very first GSM phone,
the Nokia 1011, and the sliding 8110 device
made famous by Keanu Reeves’ character in
1999’s ‘The Matrix’. There was also the inter-
changeable covers of the seemingly ubiqui-
tous 3310 and 8210 models, the bizarre ‘bat-
shaped’ 5510, and the BlackBerry-battling
E71 that came complete with a QWERTY key-
board. And who can forget endless games of
Snake on the famed 3210?

Another beast of a device in the Nokia
arsenal was the Communicator 9000. A busi-
ness-centric phone that opened in half to
reveal a full keyboard and a full-length sec-
ondary screen, the device was in essence the
smartphone of its time. The models men-
tioned here are merely the tip of the iceberg
of what we saw from Nokia during its glory
years, with new devices being launched at a
rate that would make today’s smartphone
vendors seem positively bone idle in com-
parison. 

Things began to change with the arrival
of the iPhone and the proliferation of
Android-powered devices. Once these start-
ed to gain real traction, it soon became clear
that Nokia’s Symbian OS was unable to keep
up with the pace of the mobile market’s con-
stantly evolving landscape. In order to sur-
vive, Nokia had two options, both of which
involved a change of operating system.

Presented with a choice between Android
and Windows Phone, the vendor made the
fateful decision to go down the Microsoft
route. 

Then and now, the Windows Phone oper-
ating system struggles to truly compete, with
or without Nokia under its wings. According
to market intelligence and advisory firm IDC,
Windows Phone accounted for less than 5
percent of the GCC’s smartphone OS market
last year, with Android pulling in a whopping
share of 79 percent. When you see figures
like that, you can’t help but wonder what the
future might have held for Nokia had it
backed the winning horse.

We did see a glimpse of that potential
future back in February 2014 with the short-
lived release of the Nokia X line of devices.
This was somewhat of a halfway house
though, because despite using an Android-
based OS and being marketed very much as
Android devices, the Nokia X family didn’t
incorporate Google’s Play Store. And crucial-
ly, the user interface bore no resemblance to
the one that Android users had become
accustomed to, with the devices sporting a
tile-like design more reminiscent of Windows
Phone handsets. 

So what of Nokia now? Microsoft’s $7.2
billion acquisition of the one-time handset
giant’s device and services unit finally went
through in April 2014, having first been
announced in September of the previous
year. It’s still too early to really know the full
story, but Microsoft is slowly but surely phas-
ing out the Nokia moniker from its Lumia
smartphone lineup, with a case in point
being the Microsoft Lumia 535, the first
Lumia device to lose the Nokia badge. 

As for Nokia itself, there have been
rumors that the vendor may return to the
handset market in its own right once the
agreement it has with Microsoft not to sell
Nokia branded phones comes to an end in
late 2016. An official statement from the ven-
dor quickly quashed these rumors but spec-
ulation persists, primarily fueled by some
highly unexpected news in late2014 when
the Nokia N1 was unveiled, a 7.9” aluminum
tablet reminiscent of an Apple iPad Mini that
runs Android 5.0 alongside Nokia’s Z
Launcher. The product is part of a licensing
agreement with Foxconn that will see the
device initially released in China during the
first quarter of 2016, before it is steadily
rolled out to other markets around the
world. 

This appears to be the future for the new
Nokia, for the moment at least. Under this
model, the company will no longer build or
sell devices itself, but instead license the
Nokia brand and its designs to other OEMs,
who will then build, market, and sell devices
themselves, paying royalties to Nokia in
return. Could the vendor pursue a similar
path in the smartphones space? It’s certainly
a possibility, despite Nokia’s protestations to
the contrary. In tech terms, 2016 is still a long
way away so there is plenty of time yet for
the vendor to change its tune and embark
on what would be an intriguing new era for
the once iconic king of the mobile world.

The Nokia Story - 

The Company Lives On

SAN FRANCISCO: Netflix is giving
new parents on its payroll up to a year
of paid leave in a move that could
pressure other technology employers
to improve their baby benefits as they
vie for talent. The employee benefit
announced Tuesday on Netflix’s blog
is generous even by the high stan-
dards of Silicon Valley, where free
meals and other perquisites supple-
ment lavish salaries in the fiercely
competitive battle for computer pro-
grammers and other technology
workers.

“Netflix’s continued success
hinges on us competing for and
keeping the most talented individuals
in their field,” Tawni Cranz, the compa-
ny’s chief talent officer, wrote in the
blog post.  “Experience shows people
perform better at work when they’re
not worrying about home.”

Google, which consistently ranks
among the best places to work, offers
18 weeks of paid maternity leave.
Parents can also take seven to 12
weeks of paid “baby bonding” time
during their child’s first year.

The US and Papua New Guinea are
the only countries among 185
nations and territories that hadn’t
imposed government-mandated
laws requiring employers to pay
mothers while on leave with their
babies, according to a study released

last year by the United Nations’
International Labor Organization.
Netflix’s baby-benefit policy covers all
of the roughly 2,000 people working
at its Internet video and DVD-by-mail
services, according to the Los Gatos,
California, company.

Salaries at Netflix vary widely,
according to Glassdoor.com, a web-
site where workers from a variety of
industries share information about
their compensation. Pay at Netflix
ranges from about $15 per hour for
customer service representatives
fielding inquiries from the company’s
more than 65 million subscribers
around the world to more than
$200,000 annually for software engi-
neers.

Most Netflix employees also
receive stock options, which have
been producing huge windfalls in the
past few years as the company’s
shares have soared. Netflix’s stock
closed Tuesday at $121.15, nearly 16
times more than its price three years
ago.

Netflix traditionally has long given
its workers more leeway than most
employers. For instance, the company
already allows employees to take an
unlimited amount of vacation each
year, as long as they get their assign-
ments done and fulfill other require-
ments of their jobs. —AP

Netflix to give workers with

babies a year of paid leave

SHANGHAI: An engineer who hacked
into a Chinese cable television system
has been jailed for 12 years, state
media reported, after he broadcast
denunciations of  the rul ing
Communist party-including showing
the Tiananmen Square “Tank Man”
image.

Wang Yibo accessed the cable
feed to 465,000 set-top boxes in the
eastern city of Wenzhou last August,
state broadcaster  China Central
Television said. “Bandit Communists
you’ve done too many evil deeds and
now you’re feeling guilty,” read one of
the messages shown, viewers said at
the time.

The phrase “Friends, don’t co-oper-
ate with Communist  devi ls,” was
imposed over a basketball match, and
the emblematic photograph of a lone
individual standing in front of a col-
umn of tanks during the 1989 pro-
democracy protests was also shown,
they said. Such images are almost

never shown by domestic media in
China, where the Communist Party
censors anti-government messages
and references to incidents it deems
sensitive. 

Wang, a Beijing-based employee of
a technology firm which serviced the
cable company, was detained the
same month as the incident as he
returned to the capital from a family
vacation in the US, and confessed
after two days of questioning, CCTV
said. He was sentenced last month by
a court in Wenzhou and admitted car-
rying out the lone attack due to dis-
appointment he was not given more
“opportunities” at work, the report
Monday said.

In China, legal international satel-
lite television broadcasts, available
in some hotels and residential com-
pounds, are routinely blacked out for
the duration of newscast segments
showing politically sensitive materi-
al. —AFP

China jails TV hacker

over anti-govt broadcast
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PALO ALTO: In this July 20, 2010 file photo, a person uses
Netflix in Palo Alto, California. —AP

LAS VEGAS: A team of security researchers has
demonstrated the ability to hijack standard
equipment inside computers, printers and mil-
lions of other devices in order to send informa-
tion out of an office through sound waves.

The attack program takes control of the
physical prongs on general-purpose input/out-
put circuits and vibrates them at a frequency of
the researchers’ choosing, which can be audi-
ble or not. The vibrations can be picked up
with an AM radio antenna a short distance
away.

For decades, spy agencies and researchers
have sought arcane ways of extracting infor-

mation from keyboards and the like, success-
fully capturing light, heat and other emana-
tions that allow the receivers to reconstruct
content.

The new makeshift transmitting antenna,
dubbed “Funtenna” by lead researcher Ang Cui
of Red Balloon Security, adds another potential
channel that likewise be would be hard to
detect because no traffic logs would catch data
leaving the premises.

Cui showed the system in action for a few
reporters ahead of his talk Wednesday at the
annual security conference Black Hat in Las
Vegas. He said he would release “proof-of-con-

cept” code after the talk, allowing other
researchers and potentially malicious hackers
to build on his work.

Hackers would need an antenna close to the
targeted building to pick up the sound waves,
Cui said, and they would need to find some way
to get inside a targeted machine and convert
the desired data to the format for transmission.

But the tool’s development over the past
two years is another illustration that a broaden-
ing array of devices can be manipulated in
unpredictable ways and that attackers increase
their advantage over defenders as gadgets
grow more complex.  —Reuters 

Computers can be hijacked to send data as sound waves


